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104rH CONGRESS
2D SESSION S . 1 5 5 6

To prohibit economic espionage, to provide for the protection of United
States proprietary economic information in interstate and foreign com-
merce, and for other purposes.

IN THE SENATE OF THE UNITED STATES

FEBRUARY 1, 1996

Mr. KosL (for himself and Mr. SPECTER) introduced the following bill; which
was read twice and referred to the Committee on the Judiciary

A BILL

To prohibit economic espionage, to provide for the protection
of United States proprietary economic information in
interstate and foreign commerce, and for other purposes.

1 Be it enacted by the Senate and House of Representa-
2 tives of the United States of America in Congress assembled,
3 SECTION 1. SHORT TITLE.

4 This Act may be cited as the “Industrial Espionage
5 Actof 1996”.

6 SEC. 2. FINDINGS AND PURPOSES.

7 (a) FINDINGS.—Congress finds that—
8 (1) sustaining a healthy and competitive na-
9 tional economy is imperative;
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1 (2) the development and production of propri-
2 etary economic information involves every aspect of
3 interstate commerce and business;

4 (3) the development, production, protection,

5 and lawful exchange, sale, and transfer of propri-

6 etary economic information is essential to maintain-

7 ing the health and competitiveness of interstate com-

8 merce and the national economy;

9 (4) mueh proprietary economic information
10 moves In interstate and foreign commerce and pro-
11 prietary economic information that does not move in
12 interstate or foreign commerce directly and substan-
13 tially affects proprietary economic information that
14 does;

15 (5) the theft, wrongful destruction or alteration,
16 misappropriation, and wrongful eonversion of propri-
17 etary economic information substantially affects and
18 harms interstate commerce, costing United States
19 firms, businesses, industries, and consumers millions
20 of dollars each year; and .

21 (6) enforcement of existing State laws protect-
22 ing proprietary economie information is frustrated
23 by the ease with which stolen or wrongfully appro-
24 priated proprietary economic information is trans-
25 ferred across State and national boundaries.
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(b) PurPOSE.—The purpose of this Act is to promote
the development and lawful utilization of United States
proprietary economic information produced for, or placed

in, interstate and foreign commerce by protecting it from

1
2
3
4
5 theft, wrongful destruction or alteration, misappropria-
6 tion, and conversion.

7 SEC. 3. PREVENTION OF ECONOMIC ESPIONAGE AND PRO-
8 TECTION OF PROPRIETARY ECONOMIC IN-
9 FORMATION IN INTERSTATE AND FOREIGN
10 COMMERCE.

11 (a) IN GENERAL.—Title 18, United States Code, is
12 amended by inserting after chapter 89 the following new
13 chapter:

14 “CHAPTER 90—PROTECTION OF

15 PROPRIETARY ECONOMIC INFORMATION

“See.

#1831. Definitions.

“1832. Criminal activities affecting proprietary economie information.
“1833. Criminal forfeiture.

“1834. Import and export sanctions.

“1835. xtraterritoriality.

“1836. Construetion with other laws.

“1837. Preservation of confidentiality.

“1838. Law enforcement and intelligence activities.

16 “§1831. Definitions

17 “As used in this chapter:

18 “(1) The term ‘person’ means a natural person,
19 corporation, agency, association, institution, or any
20 other legal, commercial, or business entity.

HeinOnline -- 6 Bernard D. Reams, Jr., Law of E-SIGN: A Legislative History of the Electronic Signaturesin Global and National
Commerce Act, Public Law No. 106-229 (2000) 3 2002



4

1 “(2) The term ‘proprietary economie informa-
2 tion’ means all forms and types of financial, busi-
3 ness, scientifie, technical, economic, or engineering
4 information, including, but not limited to, data,
5 plans, tools, mechanisms, compounds, formulas, de-
6 signs, prototypes, processes, procedures, programs,
7 codes, or commercial strategies, whether tangible or
8 intangible, and however stored, compiled, or memori-
9 alized, if—
10 “(A) the owner has taken reasonable meas-
11 ures to keep such information confidential; and
12 “(B) the information derives independent
13 economie value, actual or potential, from not
14 being generally known to, and not being readily
15 aseertainable, acquired, or developed by legal
16 means by the public.
17 “(3) The term ‘owner’ means the United States
18 person or persons in whom, or United States Gov-
19 ernment component, department, or agency in
20 which, rightful legal, beneficial, or equitable title to,
21 or license in, proprietary economic information is re-
22 posed.
23 “(4) The term ‘United States person’ means—
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1 “(A) in the case of a matural person, a
2 United States citizen or permanent resident
3 alien; and

4 “(B) in the case of a nonnatural person,
5 an entify substantially owned or controlled by
6 the United States Government or by United
7 States citizens or permanent resident aliens, or
8 incorporated in the United States.

9 *“§1832. Criminal activities affecting proprietary eco-
10 nomic information
11 ‘“(a) Any person, with intent to, or reason to believe
12 that it will, injure any owner of proprietary economic in-

—
w

formation having a value of not less than $100,000 that

14 is produced for, or placed in, interstate commerce, and
15 with intent to convert it to his or her own direct use or
16 benefit or the direct use or benefit of another, knowingly—
17 “(1) steals, wrongfully appropriates, takes, car-
18 ries away, or conceals, or by fraud, artifice, or de-
19 ception obtains such information;

20 “(2) wrongfully copies, duplicates, sketches,
21 draws, photographs, downloads, uploads, alters, de-
22 stroys, photocopies, or replicates such information;
23 “(3) receives, buys, or possesses such informa-
24 tion, knowing the same to have been stolen or
25 wrongfully appropriated, obtained, or converted;
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“(4) attempts to commit any offense described
in paragraphs (1) through (3);

“(5) wrongfully solicits another to commit any
offense deseribed in paragraphs (1) through (3); or

“(6) conspires with one or more other persons
to commit any offense deseribed i paragraphs (1)
through (3), and one or more of such persons do any

act to effect the object of the conspiracy,

O 0 NN N R WD e

shall, except as provided in subsection (b), be fined not
10 more than $250,000 or imprisoned not more than 15
11 years, or both.

12 “(b) Any ecorporation that commits any offense de-
13 scribed in paragraphs (1) through (6) of subsection (a)
14 shall be fined not more than $10,000,000.

15 “§1833. Criminal forfeiture

16 “(a) Notwithstanding any provision of State law, any
17 person convicted of a violation under this chapter shall for-

18 feit to the United States—

19 “(1) any property constituting or derived from,
20 any proceeds the person obtained, directly or indi-
21 rectly, as the result of such violation; and

22 “(2) any of the person’s property used, or in-
23 tended to be used, in any manner or part to commit
24 or facilitate the commission of such violation.
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“(b) The court, in imposing a sentence on such per-
son, shall order, in addition to any other sentence imposed
pursuant to this chapter, that the person forfeit to the
United States all property described in this section.

“(e) Property suhject to forfeiture under this section,
any seizure and disposition thereof, and any administra-
tive or judicial proceeding in relation thereto, shall be gov-
erned by section 413 of the Comprehensive Drug Abuse
Prevention and Control Aet of 1970 (21 U.S.C. 853), ex-
10 eept for subsection 413(d) which shall not apply to forfeit-

© 0 N O L AW N

11 wures under this section.

12 “(d) Notwithstanding section 524(c) of title 28, there
13 shall be deposited in the Crime Victims Fund established
14 under section 1402 of the Vietims of Crime Act of 1984
15 (42 U.S.C. 10601) all amounts from the forfeiture of
16 property under this section remaining after the payment
17 of expenses and sale authorized by law.

18 “§1834. Import and export sanctions

19 “(a) The President may prohibit for a period of up
20 to 3 years, the importation into, or exportation from, the
21 United States of any product produced, made, assembled,
22 or manufactured by a person convicted of any offense de-
23 seribed in section 1832.

24 “(b) The Attorney General may impose a civil penalty
25 not to exceed 5 times the value of the exports or imports
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involved or $100,000, whichever is greater, against any
person who knowingly violates any order of the President
issued under the authority of this section. Such penalty
may be imposed only after notice and opportunity for a
hearing on the record in acecordance with sections 554
through 557 of title 5.
“§1835. Extraterritoriality

“(a) This chapter applies to conduct oceurring within

LV 00 N N R W=

the United States.

[—
o

“(b) This chapter applies to conduct occurring out-

jo—y
—

side the territorial and special maritime jurisdiction of the

—
[\

United States, its territories, and possessions if-—

—
w

“(1) the offender is a United States person; or

ju—y
EAN

“(2) the victim of the offense is an owner (as

—
(9,1

defined in section 1831), and the offense was in-

—
(o)}

tended to have, or had, an effect in the United
States.

— e
[o s BN |

“§ 1836. Construction with other laws

ot
o

“This chapter shall not be construed to preempt or

N
o

displace any other Federal or State remedies, whether eivil

N
—

or criminal, for the misappropriation of proprietary eco-

N
(W

nomie information, or to affect the otherwise lawful disclo-

3

sure of information by any government employee under

[V
B

section 552 of title 5 (commonly known as the Freedom

[\=]
W

of Information Act).
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“§ 1837. Preservation of confidentiality

—_

“In any prosecution under this chapter, the court
may cnter such orders and take such other action as may
be necessary and appropriate to preserve the confidential-
ity of proprietary economic information, consistent with
rule 16 of the Federal Rules of Criminal Procedure, the
Federal Rules of Evidence, and other applicable laws. An
interloeutory appeal by the United States shall lie from

a decision or order of a district court anthorizing the dis-

(=R A * AN ) SV I O YS S

—_

closure of proprietary economic information.

—_—
—

“§1838. Law enforcement and intelligence activities

—_
[\

“This chapter does not prohibit any lawfully author-

—
W

ized investigative, protective, or intelligence activity of a

.__.
N

law enforcement agency of the United States, a State, or

f—
wn

a political subdivision of a State, or an intelligence agency

—
(@)}

of the United States.”.

[
~J

(b) TRCHNICAT, AMENDMENT.—The table of chapters

—
oo}

for title 18, United States Code, is amended by inserting

N
O

after the item relating to chapter 89 the following new

[\*]
o

item:

“90. Protection of Proprietary Economic Information ...... 1831”".

21 SEC. 4. WIRE AND ELECTRONIC COMMUNICATIONS INTER-

22 CEPTION AND INTERCEPTION OF ORAL COM-
23 MUNICATIONS.
24 Section 2516(1)(a) of title 18, United States Code,

25 1is amended by inserting “chapter 90 (relating to economic
oS 1556 IS
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1 espionage and protection of proprietary economie informa-

2 tion in interstate and foreign commerce),” after “title:”.

O
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A BILL

To prohibit economic espionage, to provide for the
protection of United States proprietary economie
information in interstate and foreign commerce,
and for other purposes.

JuLy 30, 1996
Reported with an amendment
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Calendar No. 546
s § 1556

To prohibit economic espionage, to provide for the protection of TUnited
States proprietary economic information in interstate and foreign com-
merce, and for other purposes.

IN THE SENATE OF THE UNITED STATES

FEBRUARY 1, 1996
Mr. KoHL (for himself and Mr. SPECTER) introduced the following bill; which
was read twice and referred to the Committee on the Judiciary
JuLy 30, 1996
Reported by Mr. HatcH, with an amendment
[Strike out all after the enacting clause and insert the part printed in italic]

A BILL

To prohibit economic espionage, to provide for the protection
of United States proprietary economic information in
interstate and foreign commerce, and for other purposes.

1 Be it enacted by the Senate and House of Representa-
2 tives of the United States of America in Congress assembled,
3 SECTION 1. SHORT TITLE.

4 This Aet may be eited as the “Industrial Fspionage
5 Aetof 1096
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3

4

5

6

11 ing the health and competitiveness of mterstate eonr
12 meree and the nattonal eeonemss

13 4 mueh proprictary ceonemie informution
15 prietary ceonomie mformation that dees not move i

18 does:
S 1556 RS
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by the ease with which stolen er wrengfully appro-
) PorrostE—The purpose of this Aet is to premote
the development and lawlial whilization of United States
proprictary economie information produeed for; or placed
ot el 4 tom on altoration, mi .

O 00 N N W B~ W N

—
o

SEC. 3. PREVENTION OF ECGONOMIC ESPIONAGE AND PRO-

—
-

TECTION OF PROPRIETARY ECONOMIC IN-

—
[\

FORMATION IN INTERSTATE AND FOREIGN

—_
OV

COMMERCE:
amended by inserting after chapter 89 the following new
chapter:
“CHAPTER 90—PROTECTION OF
PROPRIETARY ECONOMIC INEORMATION

e T e e e
o0 ~1 O W»h B

“Sees

%&mmﬁferfe&tﬂfe-

$3834- Import and export sanetions:

£1835. Bxtraterritoriality:

431836 Construetion with ether Iaws:

£1837. Preservation of eonfidentiality~

19 431831. Definitions
20 “As used in this ehapter:
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1 Y1) The ternt ‘person’ means & natarel persen;
2 eorporation; egeney; asseciation; institation; or enmy
3 other legal; eommereinl; or business entity:

4 L2y The term ‘proprictery ececonemie informa-
5 tion’ means all forms and types of finaneinl; busi
6 ness; seientifie; techniesl; eeonomie; or engineering
7 information; ineluding; but not Lmited to; dats;
8 plans; teels; mechanisms; ecompounds; formulas; de-
9 signs; prototypes; processes; procedures; programs;
10 eodes; or eominereial strategies; whether tangible or
11 ntangible; and however stored; compiled; or memori-
12 alized; #—

13 LAY the owner has token reasonable meas-
14 ures to keep sueh information eonfidential; and
15 “(B) the informeation derives independent
16 economie value; actual or potentiel; from net
17 being generally knows: to; and ot being readily
18 aseertainable; aequired; or developed by legsal
19 means by the publie:

20 {3} The term ‘owner! means the United States
21 persen or persons in whem; or United States Gov-
22 ernment eomponent; department; or ageney in
23 which; rightfol legal; beneficial; or equitable title to;
24 or lieense in; proprietary economie information is re-
25 posed:
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1 “04) The term United States person’ means—
2 “AY in the ease of & natural persenm; &
3 United States eitizen or permanent resident
4 alien; and

5 “(B} in the ease of & nonnatural persen;
6 an entity substantielly owned eor eontroHed by
7 the United States Government er by United
8 States eitizens or permanent resident aliens; or
9 ineorporated in the United States:

10 “51832. Criminal aetivities affeeting proprietary eco-
11 nomie informatien

12 “Uay Any person; with intent to; or reasen to beheve
13 that # will; injure any owner of proprietary eeonomie i
14 formation having & value of neb less than $100,000 that
15 is produeed for; or placed in; interstate commerce; and
16 with intent to eonvert it to his or her own direet use or
17 benefit or the direet use or benefit of another; Jmowingly—
18 L1} steals; wrongfully appropriates; takes; ear-
19 ries away; or eoneeals; or by fraud; artifice; or de-
20 eeption obtains sueh information;

21 2y wrongially ecopies; duplieates; sketehes;
22 draws; photographs; dewnloads; uploads; alters; de-
23 stroys; photoeopies; or replieates sueh information;
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1 £03) reeeives; buys; or possesses sueh mforma-
2 Hon; lmowine the seme to have been stelen o
3 wrongrally appropriated; obtained; or eonverted;

4 4y attempts to commit any offense deseribed
5 in paregraphs (1) threugh (3}

6 “(5) wronsfully solicits another to commit ony
7 offense deseribed in parageaphs {3 threugh {3 er
3 “46} eonspires with one or more other persens
9 to commnit any offense deseribed in paragraphs (1)
10 threugh (3); and one or more of sueh persons do any
11 aet to effeet the objeet of the conspiraey

12 shel; exeept as provided in subseetion {(b); be fined not
13 more then $250,000 or imprisoned not more than 15
14 sears; or both:

15 “tb) Any corporstion thot commits any offense de-
16 seribed in paragraphs () threugh (6) of subsection (o)
17 shell be fined not more then $10,000,000-

18 #§1833. Criminal ferfeiture

19 “foy Neotwithstanding any proviston of State law,; any
20 persen eonvieted of & violation under this ehapter shall for-
21 feit to the United States—

22 “L) any property constituting or derived fromy
23 any proeceeds the person obtained; direetly or indi-
24 reetly; as the result of sueh violation; and
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2} any of the persen’s property used; or im-
tended to be used; in any manner or part to commit
“Uby The ecurt; in imposing & sentenee on sueh per-
pursuant to this chapter; that the persen forfeit to the
“te} Property subjeet to forfeibure under this seetion;
tive or judieinl preeeceding in relation thereto; shall be gow
erned by seetion 413 of the Comprehensive Drug Abuse
shall be deposited in the Crime Vietims Pund established
of expenses and sale authorized by law:
£$1834. Import and export sanetions
“la} The President may prohibit for o period of up
te 3 years; the importation inte; or expertation from; the
Ynited States of any product produced; made; assembled;

N = e = B = N P S
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or manufactared by & persen eonvieted of any offense de-

by The Attorney General may impose & eivil penalty
not to execed & times the volue of the exports or imports
irvelved or $100,000; whichever is greater; against any
may be imposed only after notice and epporbunity for &
hearing on the reeord in aecordanee with seetions 554
threugh 557 of title 5-
431835, Extraterritoriality

“La) Phis ehapter applies to eonduet oecurring within
the United States:

O 0 N1 N bW e

— o e el et
A N R WY = O

17 “(1) the offender is & United States persen; or
18 2} the wetim of the offense is an owner {as
19 defined in seetion 1831); and the offense was -
20 tended to have; or had; an cffeet in the United
21 States:

22 %31836. Construction with other laws

23 “Phis ehapter shell not be construed to preempt or
24 displace any other Federal or State remedies; whether el
25 eor erimminel; for the misappropriation of proprictary eeo-
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nomie information; or to affeet the otherwise lawful diselo-
seetion 552 of title 5 (commonly known a8 the Freedem
of Information Aet):

“In eny prosceution wunder this chapher; the eourt
may enter such orders and take such other action as may
be neeessary and appropriate to preserve the eonfidential-
ride 16 of the Federal Rules of Criminal Procedure; the
& deeision or order of & distriet eourt authorizing the dis-
ized investigative; proteetive; or intelligenee aectivity of &
loww enforeement ageney of the Hnited States; & State; or
& politieal sabdivision of & State; or an intellivenee ageney
after the dHem reloting to chapter 89 the following new

O 0 N A W RN =
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1 SEC: 4. WIRE AND ELECTRONIC COMMUNICATIONS INTER-
2 CEPTION AND INTERCEPTION OF ORAL €OM-
3 MUNICATIONS:
8 SECTION 1. SHORT TITLE.
9 This Act may be cited as the “Industrial Espronage
10 Act of 19967
11 SEC. 2. FINDINGS AND PURPOSES.
12 (a) FINDINGS.—Congress finds that—
13 (1) sustaining o healthy and competitive na-
14 ttonal economy is vmperative;
15 (2) the development and production of propri-
16 etary cconomic information involves every aspect of
17 wnterstate commerce and business;
18 (3) the development, production, prolection, and
19 lawful exchange, sale, and lransfer of proprietary eco-
20 nomic information is essential to maintaining lhe
21 health. and competitiveness of interstate commerce and
22 the natronal economy;
23 (4) much proprictary economic information
24 moves tn interstate and foreign commerce and propri-
25 etary economic informalion that does not move in
26 witerstate or foreign commerce divectly and substan-

S 1556 RS
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1 tially affects proprietary economic information that
2 does;
3 (5) the theft, wrongful destruction or alteration,
4 masappropriation, and wrongful conversion of propri-
5 etary economic information substantially affects and
6 harms interstate commerce, costing United States
7 Jirms, businesses, industries, and consumers millions
8 of dollars each year; and
9 (6) enforcement of existing State laws protecting
10 proprietary economic nformation is frustrated by the
11 ease with which stolen or wrongfully appropriated
12 proprietary economic information s transferred
13 across State and national boundaries.
14 (b) PURPOSE.—The purpose of this Act 1s—
15 (1) to promote the development and lowful utili-
16 zation of United States proprietary economic infor-
17 mation produced for, or placed in, interstate and for-
18 eign commerce by protecting it from theft, wrongful
19 destruction or alferation, misappropriation, and con-
20 version; and
21 (2) to secure to authors and inventors the exclu-
22 swe right to their respective writings and discoveries.
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SEC. 3. PREVENTION OF ECONOMIC ESPIONAGE AND PRO-

1
2 TECTION OF PROPRIETARY ECONOMIC IN-
3 FORMATION IN INTERSTATE AND FOREIGN
4 COMMERCE.

5 (a) IN GENERAL—Title 18, Unwited States Code, is
6 amended by inserting after chapter 89 the following new
T chapter:

8 “CHAPTER 90—PROTECTION OF

9 PROPRIETARY ECONOMIC INFORMATION

“Sec.

“1831. Definitions.

“1832. Criminal activities affecting proprietary economic information.
“1833. Criminal forfeiture.

“1834. Import and export sanctions.

“1835. Extraterriforiality.

“1836. Construction with other laws.

“1837. Preservation of confidentiality.

“1838. Prior authorization requirement.

“1839. Loaw enforcement and intelligence activities.

10 «“$1831. Definitions

11 “As used in this chapter:

12 “(1) The term ‘person’ means a natural person,
13 corporation, agency, association, institution, or any
14 other legal, commercial, or business entity.

15 “(2) The term ‘proprietary economic informa-
16 tion’ means all forms and types of financial, business,
17 scientific, techwical, economic, or engineering infor-
18 mation, wncluding data, plans, fools, mechanisms,
19 compounds, formulas, designs, prototypes, processes,
20 procedures, programs, codes, or commercial strategies,
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1 whether tangible or intangible, and whether stored,
2 compiled, or memorialized physically, electronically,
3 graphically, photographically, or in writing that—

4 “(A) the owner thereof has taken reasonable
5 measures to keep such information confidential;
6 and

7 “(B) the information derives independent
8 economic value, actual or potential, from mnot
9 being generally known to, and not being readily
10 ascertainable, acquired, or developed by legal
11 means by the public.

12 The term does not wnclude any general knowledge, ex-
13 perience, training, or skill that a person lawfully has
14 acquired due to his work as an employee of or as an
15 independent contractor for any person.

16 “(3) The term ‘owner’ means the States person
17 or persons in whom, or United States Government
18 component, department, or agency in which, rightful
19 legal, beneficial, or equitable title to, or license in,
20 proprietary economic information is reposed.

21 “(4) The term ‘United States person’ means—
22 “(4) in the case of a natural persom, a
23 United States citizen or permanent resident
24 alien; and
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1 “(B) in the case of a nonnatural person, an
2 entity substantially owned or conirolled by the
3 United States Government or by United States
4 citizens or permanent vesident aliens, or incor-
5 porated in the United States.
6 “(5) The term ‘without authorization’ means not
7 permitted, expressly or vmplicitly, by the owner.
8 “§1832. Criminal activities affecting proprietary eco-
9 nomic information
10 “la) Any person, with intent to, or reason to believe

11 that it will, ingure any owner of proprietary economic in-
12 formation having a value of not less than $100,000 and
13 with intent to convert it to his or her own use or benefit

14 or the use or benefit of another, knowingly—

15 “(1) steals, or without authorization appro-
16 priates, takes, carries away, or conceals, or by fraud,
17 artifice, or deception obtains such information;

18 “(2) without authorization copies, duplicates,
19 sketches, draws, photographs, downloads, uploads, al-
20 ters, destroys, photocopies, replicates, transmaits, deliv-
21 ers, sends, mails, communicates, or conveys such in-
22 formation;

23 “(3) receives, buys, or possesses such information,
24 knowing the same to have been stolen or appro-
25 priated, obtained, or converted without authorization;
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“(4) attempts to commit any offense described in
paragraphs (1) through (3);

“(5) wrongfully solicits another to commit any
offense described in paragraphs (1) through (3); or

“(6) conspires with one or more other persons to
commit any offense described in paragraphs (1)
through (3), and one or more of such persons do any

act to effect the object of the conspiracy,

O ® NN kWY e

shall, except as provided in subsection (b), be fined up to

Yt
o

$250,000, or twice the value of the proprietary economic

—
[y

information, whichever is greater, or ¥mprisoned not more

—_
N

than 10 years, or both.

—
W

“(b) Any corporation that commaits any offense de-

oy
N

scribed in paragraphs (1) through (6) of subsection (a) shall

—
(9}

be fined up to $10,000,000, or twice the economic value of

J—t
[@

the proprietary economic information, whichever is greater.

et
~]

“(c) This section does not prohibit the reporting of any

—
oe]

suspected criminal actwity or regulatory violation to any

[
O

appropriate agency or instrumentality of the United States,

o
o

or a political subdivision of a State, or to Congress.

[\
—

“§ 1838. Criminal forfeiture

[\
o

“(a) Notwithstanding any provision of State law, any

N
w

person convicted of a violation under this chapter shall for-

Jeit to the United States—

)
RN
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“(1) any property constituting or derived from,
any proceeds the person obtained, directly or indi-
rectly, as the result of such violation; and
“(2) any of the person’s property used, or in-
tended to be used, tn any manner or part to commat
or facilitate the commission of such violation.
“(b) The court, in tmposing a sentence on such person,
shall order, in addition to any other sentence imposed pur-

suant to this chapter, that the person forfeit to the United

O 0 N3 O Ut AW =

—
o

States all property described in this section.

—_
—

“(c) Property subject to forfeiture under this section,

ot
N

any seizure and disposition thereof, and any administrative

jomry
LI

or judicial proceeding in relation thereto, shall be governed

[y
o~

by section 413 of the Comprehensive Drug Abuse Prevention
and Control Act of 1970 (21 U.S.C. 853), except for sub-

[ -
A\ W

section 413(d) which shall not apply to forfeitures under

[y
~J

this section.

“(d) Notwithstanding section 524(c) of title 28, there
shall be deposited in the Crime Victims Fund established
under section 1402 of the Victims of Crime Act of 1984 (42
U.8.C. 10601) all amounts from the forfeiture of property

NS NS R N R I
D = O O oo

under this section remaining after the poyment of expenses

N
w

and sale authorized by low.
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“$ 1834. Import and export sanctions

J—t

“(a) The President may, to the extent consistent with
international agreements to which the United States is a
party, prohibit, for a period of not longer than 5 years,
the importation into, or exportation from, the United
States, whether by carriage of tangible items or by trans-
mission, any merchandise produced, made, assembled, or

manufactured by a person convicted of any offense described

O 0 N N RN

in section 572 of this title, or in the case of an organization

—
o

convicted of any offense described in such section, its succes-

[
p—t

sor entity or entities.

o
[\

“(b)(1) The Secretary of the Treasury may vmpose on

—
w

any person who knowingly violates any order of the Presi-

H
I~

dent 1ssued under the authority of this section, a cwil pen-

J—
W

alty equal to not more than 5 times the value of the exports

ot
(=)

or 1mports twvolved, or $100,000, whichever 1s greater.

—
~l

“(2) Any merchandise vmported or exported in viola-

a—y
oo

tion of an order of the President issued under this section

-t
\©

shall be subject to seizure and forfeiture in accordance with

sections 602 through 619 of the Tariff Act of 1930.

N
- O

“(3) The provisions of law relating to seizure, sum-

[\
N

mary and judicial forfeiture, and condemnation of property

38}
w

Jor violation of the United States customs laws, the disposi-

(Y
N

tion of such property or the proceeds from the sale thereof,

N
&)

the remission or mitigation of such forfeiture, and the com-
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tncurred, or alleged to have been incurred under this section
to the extent that they are applicable and not inconsistent
with the provisions of this chapter.
“§ 1835. Extraterritoriality

“(a) Thas chapter applies to conduct occurring within
the United States.

“(b) This chapter applies to conduct occurring outside

the territorial and special maritime jurisdiction of the

O o0 9 N Ut s W N e

United States, its territories, and possessions if—

p—
o

“(1) the offender is o United States person; or
“(2) an act in furtherance of the offense was

p—t
fu—y

committed wm the United States.

—_ =
W N

“$ 1836. Construction with other laws

—
S

“This chapter shall not be construed to preempt or dis-

—
wn

place any other Federal or State remedies, whether cinl or

—
(=)

criminal, for the misappropriation of proprietary economic

—_
~

nformation, or to affect the otherwise lawful disclosure of

—
[02]

information by any government employee under section 552

[y
o

of title 5 (commonly known as the Freedom of Information
Act).
“§ 1837. Preservation of confidentiality

N NN
No= O

“In any prosecution under this chaptier, the court may

N
w

enter such orders and take such other action as may be nec-

)
=

essary and appropriate to preserve the confidentiality of

[\®]
Lh

proprietary economic wnformation, consistent with rule 16
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of the Federal Rules of Criminal Procedure, the Federal

Rules of Evidence, and other applicable laws. An interlocu-
tory appeal by the United States shall lie from a decision
or order of a district court authorizing the disclosure of pro-
prietary economic information.
“§ 1838, Prior authorization requirement

“The United States may not file a charge under this

chapter or use a violation of this chapter as a predicate

O 0 NN O b AW =

offense under any other law without the personal approval

et
o

of the Attorney General, the Deputy Attorney Gemeral, or

—
—

the Assistant Attorney General for the criminal Division

—
o

of the Department of Justice.

—_
w

“§1839. Law enforcement and intelligence activities

ja—
B

“This chapter does not prohibit any and shall not im-

—
w

pair otherwise lawful activity conducted by an agency or

—_
(@)

mstrumentality of the United States, a State, or a political

y—
~

subdivision of a State, or an intelligence agency of the Unit-

J—
o0

ed States.”.

ot
o]

(b) TECHNICAL AMENDMENT.—The table of chapters

]
o)

Jor title 18, United States Code, is amended by inserting

[\
ik

after the item relating to chapter 89 the following new item.:

“90. Protection of Proprietary Economic Information .......... 1831”7,
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SEC. 4. WIRE AND ELECTRONIC COMMUNICATIONS INTER-

1

2 CEPTION AND INTERCEPTION OF ORAL COM-
3 MUNICATIONS.

4 Section 2516(1)(a) of title 18, United States Code, 1s
S amended by inserting “chapter 90 (relating to economic es-
6 pionage and protection of proprietary economic informa-
7

tion in wnterstate and foreign commerce),” after “title:”.
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