HEINONLINE

Citation: 7 Bernard D. Reams Jr. Law of E-SIGN A Legislative
of the Electronic Signatures in Global and National
Act Public Law No. 106-229 2000 1 2002

Content downloaded/printed from
HeinOnline (http://heinonline.org)
Sun Apr 21 23:08:54 2013

-- Your use of this HeinOnline PDF indicates your acceptance
of HeinOnline's Terms and Conditions of the license
agreement available at http://heinonline.org/HOL/License

-- The search text of this PDF is generated from
uncorrected OCR text.



Calendar No. 941
O S, 2448

To enhance the protections of the Internet and the eritical infrastructure
of the United States, and for other purposes.

IN THE SENATE OF THE UNITED STATES

APRIL 13, 2000

Mr. HarcH (for himself, Mr. SCHUMER, Mr. ABRAHAM, and Mr. KYL) intro-
duced the following bill; which was read twice and referred to the Com-
mittee on the Judiciary

OcToBER 5 (legislative day, SEPTEMBER 22), 2000
Reported by Mr. HATCH, with an amendment

[Strike out all after the enaeting clause and insert the part printed in italie]

A BILL

To enhance the protections of the Internet and the eritical
infrastructure of the United States, and for other purposes.

1 Be it enacted by the Senate and House of Representa-
2 twes of the United States of America in Congress assembled,
3 SECTION 1. SHORT TITLE; TABLE OF CONTENTS.

4 &) Sport Trres-D-This Aet may be eited as the
6 Aectof 2000
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1 ) PABLE oF civps-PD-The table of eontents for
2 this Aet is a3 follows:
Seer 1- Short title; table of eontents:

DITLE ID-CYBER-HACKING

Seex 101 Deterrence and prevention of fraud; abuse; and eriminal acts in eon-
nection with eomputers:

See: 162 Criminel and eivil forfeiture for computer fraud and abuse:

Sees 103 Enhaneed eoordination of FPederal apencies:
Spense t6 governnent request:
ing to eomputer fraud and abuse:
telleetunl property theft:

See- 109: Assistanee to Federal; State; and local eomputer erime enforeement
Centers

DINLE HD-RRIVACY AND CONIDENTIALITY PROTECTIONS

Tiees:
Se&%Q&Eﬂeﬁ‘paeﬂfeﬁe&ma
Se&%%lﬂmaémef&meeeﬂeeaeﬁaﬂédmseﬂﬁﬂ&aene#peﬁenaﬂyﬂeﬂﬁﬁ&ble
information-

INERASTRUCTUERE PROTECTION
tuel Propert=

See: 501 Sherb title

See: 6502 Diselostre of eomputer erline evidenee o forelgn lavw enforeement an-
therities relating to enforecment of foreign computer erime
lavess

S 2448 RS
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3

tain eomptiter erime evidence relating to enforcement of forelem
See: 504 Court orders to previde assistence to foreipn law enforcement au-
therities relating to enforeement of foreign eomputer erime
lasws:
agrecments:
See: 518 Report to Congress:

MELE P SEVERABILITY

1 TITLE I—CYBER-HACKING

2 SEC. 101. DETERRENCE AND PREVENTION OF FRAUD,

3 ABUSE; AND CRIMINAL ACTS IN CONNECTION

4 WITH COMPUTERS:

5 {&) Perabres-D-Subsection {e) of seetion 1030 of

6 title I8; United States Cede; is amendedDd-

7 {1 in paragraph (HB-

8 Ay in sebparagraph (A9D-

9 {i) by inserting ~exeept as provided
10 subparagraph By, before “a fine™ and
11 (i) by striling ~and™ ab the ead;
12 {B) in subparagraph (B); by inserting ~or
13 an attempt to commit an offense punishable
14 under this subparacraph!' affer “subseetion
15 (a2 in the matter preceding elause (&); and
16 f6) in subpsragraph {C); by striking
17 “and" at the end;

S 2448 RS
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1 2} in paragreph (3)B-

2 &) by striking = (@HHHA), (HOHBR

3 both places # appears; end

4 {B} by striking “and— at the end; and

5 3> by adding at the end the following new

6 poragraphs:

7 D) exeept as provided in subparegraph

8 {B); & fine under this title; imprisonment for net

9 mere thar 3 years; or both; in the ease of an offense
10 under subseetion (eMBHAY or (a}5)H{B) which does
11 not oeeur after & econvietion for another offense
12 under this seetion; oF an attempt to commit an of-
13 fense punishable under this sabparagraph;
14 B} & fine under this title; hmprisenment for
15 #ot wmore than 10 years; or beth; 1 the ease of an
16 offense under subseetion faHhHAY or oA HBY or
17 & attermpt to eommit an offense punmishable under
18 this subparagraph; #5-
19 ~) the defendant used; or attempied to
20 ase; & persen less than 18 years of age to eom-
21 witt the offense; or
22 ~{it) the effense esused {or; in the ease of
23 an attempted offense; would; # completed; have
24 egusee)D-

S 2448 BS
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1 =L} less to one or more persons dug-

2 ing any ene-year period (meluding loss re-

3 salting from a related course of conduet
4 affeeting one or meore other protected een

5 puters) aggregeting &t least $5000 in

6 vatees

7 ~d5) the medifieation or impairment;

8 or potential moedifieation or mpairment; of

9 the medieal examination; diagnosis; treat-
10 ment; or eare of ohe or more mdividusls;
11 ~(H) physieal injury to any person;
12 D & threst to publie health e
13 safety; o
14 ~65) demage affeeting & eomputer
15 system used by or for o govermment entity
16 in fartherance of the administration of jus-
17 tee; patiene! defense; or nationed sceuvity;
18 ) a fine under this title; bmpricenment for
19 not more than 10 years; or beth; in the ease of an
20 offense under subseetion (B HAY or {aHbHB); or
21 an attempt to eommmit an offense punishable under
22 this subparagraph; thatD-
23 ~G) would etherwise be punishable under
24 sabparagreph CA); and

S 2448 RS
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1 () eeenrs after a conviction for anecther
2 offense under sabseetion (aHBHAY or o HBHEBY
3 for whieh the defendant was punished under
4 subparagraph (A); and

5 D) o fine upder this title; imprisenment for
6 not more than 20 years; or both; in the ease of an
7 offense under subseetion {aH5HA) or B or
8 an attempt to ecommit an offense punisheble under
9 this subparegraph; thatb-

10 26y wonld otherwdse be punisheble wader
11 subparagraph (B); and

12 () eeeurs after o eonvietion for another
13 offense under subseetion {aHBHAY) or (aHBHB)
14 for whiek the defendent wes punished under
15 sebparagraph (B); and

16 (5} in the ease of any felony offense under this
17 seetion; at the diserction of the eeurt; ternrination of

18 and ineligibility for any financial assistance for post-
19 sceondary eduention that is aveilable under Federsal
20 low, which punishment shall be in addition to any
21 other punishment deseribed in this subseetion.'"

22 b PErparoNs-P-Subseetion (¢} of that seetion is
23 amendedd-
S 2448 RS
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1 ) in paregreph (2)(B); by inserting — inelud-
2 ing & eompuier loeated outside the United States
3 before the semvieslon;

4 {2} in paragraph (F); by strilang “end™ eb the
5 end;

6 (3) by striking paragraph (8) and inserting the
7 follewing new paragraph (8)

8 (8} the term -damage' means any Hnpairment
9 to the inteority or availability of date; & pregrany; &
10 system; or informeationy

11 4) in paregraph (0); by striking the period at
12 the end and inserting & semieolon; and

13 5y by adding at the end the followng new
14 paragraphs:

15 S(10) the term “eonvietion- shall inelude an ad-
16 Fadiention of juvenile delingueney for & wieolation of
17 this seetion;

18 231 the term loss™ means any reasonable eost
19 to any vietim; inelading the eest of respending to an
20 offense; conducting & damage assessment; and re-
21 storing the data; progream; system; or information to
22 s eondition prier te the offemse; and any revenue
23 lost; eost ineurred; or other consequential damages
24 ineurred beeanse of interruption of serviee;

S 2448 RS
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firm. educabionsl institution. fnencial institution

government entity; or other entity -

o) Pabans B O Actions-DSubseetion () of
anless such aection ineludes ene of the elements set forth
in subelouses 0D threush OO0 of seetion (eHAMBYGHL
10 & OCerrrearion-DThat seetion is  further

O 00 NN Y L WD

11 amendedd-

12 5 by redesignatine subscetion {h) as sub-
13 seetion () and

14 {2) by inserting after subseetion {g) the fol-

15 lowing new subseetion (-

16 S An offense; or an attempt to eommit an of
17 fense; under subseetion (aHSHA); (@H5HB); or (aHHHO)
18 shall not be proceeded apainst under this seetion unlessb-

19 LA the offense is punishable wader subsechion
20 e tHB); o
21 (B} the United Stotes Adtorney certifies to the

22 appropriate distriet eourt of the United States that
23 there is & sabstantial Federal interest in the offense
24 that warrents the exereise of Federal jurisdietion
25 over the effense:

S 2448 RS
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9
be reviewable by any eourt:
of an anntal basis & report on the number of proseeutions
underteken wnder paragraph (1B} during the year pre-
SEC. 102. CRIMINAL AND CIVIL EORFEITURE FOR COM-
PUTER YRAUD AND ABUSE;
18; United States Code; as amended by seetion 101 of this
Aet; is forther amendedD-
) by redesignating sabseetion ) as sub-
seetion by and
~tiHd) Phe eourt; i imposing sentence on By per-
son eonvieted of & wolation of this seetion; shall erder;
the United Statesb-
erty; whether real or persenal; thet wes nsed or i
tended o be used to eommit or to facilitate the eom-

O 0 1 & Ut B WD =

Vel [\ T N T N S S G e T T e T e e T o S S S =
ABN»—*O\DOO\]O\UIJAUJNP—‘O
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=B} any property; whether real or personal;

eonstitating or derived from any proeceds that sueh

persen ebtained; whether direetly or indiveetly; as o
be governed by the provisions of seetion 433 of the Com-
prehensive Drug Abuse Prevention and Contrel Aet of
12 f) Err Porrrrrvri-D-That seetion; as amended
13 by subsection (&) of this seetion; is further amended by
14 inserting after subseetion i) the following new subseetion
15 &
16 1) The follewing shall be sabjeet to forfeitare to
17 +he United States; and no property right shall exst i
18 them:
19 &) Any property; whether real or persenal;
20 that is used or intended to be used to eommit or to
21 faeilitate the eommission of any wiolation of this see-
22 Hon-
23 —B) Any property; whether real or personal;
24 that eonstitutes er iy derived from proeeceds traee-
25 able to any Volation of this seetion:

O 0 ~J & W b W NN =

—
- QO
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1 9} The provisions of ehapter 46 of this title relating
2 to eivil forfeiture shall apply to any seimare or eivil for-
3 feibare vader Hhis sabaeetion—

5 CIES.

6 Seetion 1030{d) of title 18; United States Code; is
7 amendedD-

8 5 by siriking “subseetions {aH2HA);
0 {(aMRHBY, ()3} () (a)(5); and (a){6) ofl; and

10 2 by strikine “whick shall be entered inte byl

11 and inserting “between—

12 sSEc. 104- DETERRING JUVENILE INVOLVEMENT IN COM-

13 PUTER CRIMES:

14 Seetion 5032 of title 18; United States Cede; is

15 amended in eclause (B} of the #Hrst undesignated

16 paragraphd-

17 () by strikine “or seetion 1002(a)'" and nsert-

18 ine Sseetion 1002(a)'; and

19 {2 by inserting after “of this title;~ the fol-

20  lowings “vection 1030{a}E); (}HBY (3%

21 (aHBYAHE) or (aHBHANID of this titley

S 2448 RS
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1 SEC. 105. ADDITIONAL DEFENSE TO CIVIL ACTIONS RELAT-
2 ING TO PRESERVING RECORDS IN RESPONSE
3 TO GOVERNMENT REQUEST.

4 Seetion 290%e) of title 18; Tnited States GCode; is
5 amendedd-

6 1) by redesignating paregraphs {2} and (3) as
7 peragraphs (3) and {4); respeetively; and

8 2} by inserting after paragraph (I) the fol-
9 lowing new paragraph {23

10 2} & reguest of & governmental entity under

11 seetion 2703(5) of this title; -

12 SEG. 166: AUTHORITY TO INTERCEPET WIRE; ORAL, AND
13 ELECTRONIC COMMUNICATIONS RELATING
14 TO COMPUTER FRAUD AND ABUSE.

15 Seetion 25163 He) of title 18, United States Code;
16 is amended by striking ~and seetion 13431 {relating to mail
17 fesud)'l and inserting “keetion 1341 {reloting to mail
18 fraud); & felony violation of section 1030 {reloting to eom-
19 puter fraud and abusel; =

20 SEG. 107 EORFEITURE OF DEVICES USED IN COMPUTER

21 SOFTWARE COUNTERFEITING AND INTEL-
22 LECTUAL PROPERTY THEFT,
23 &) br GENERAL-DSeetion 2318(d} of #fiHle 18;
24 United States Code; is amendedD-
25 ) by inserting ~(H" before “When™;

S 2448 RS
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2) in paragraph () as so designated; by in-
serting — and of any replieator or other deviee op
thing used to eopy or produee the eomputer program
or other iHem to which the ecunterfeit labels have

3} by adding ot the end the following:
any related judieial or administrative proceeding; shall be
soverned by the provisions of seetion 413 {other than sab-
seetion {d) of thet seetion) of the Comprehensive Drue

SEC. 168: SENTENCING DIRECTIVES FOR COMPUTIER

O 00 N N Ut bW -

= el el e et el i ed b e
e TN I e L B - O R O =)

CRIMES:.
its suthority under seetion 994(p} of tile 28 United
shall amend the Pederal sentencing guidelines and; if ap-

R NN N
AW = O

S 2448 RS
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1 propriate; shall prowulgste guidelines or poliey statements
2 or amend existing poles statements to addressD-
3 1 the potentinl and actual loss resultine frem

4 an offense wnder seetion 1030 of title 18, Tnited
5 States Code fas amended by seetion 101 of this
6 Aet);

8 volved in sueh an offense:

9

{3) the growing inecidence of offenses under
10 sach subseetions and the need to previde an effeetive
11 deterrent against sueh offenses;

12 {4 whether or not such an offense was eom-
13 mitted for purpeses of eommereial advantage or pri-
14 vate fnanecial benefit;

15 5} whether or not Hhe defendant imvolved o ju-
16 venie i the eonmmission of sueh an offense;
17 {6y whether or not the defendant acted with

18 mekeious intent to eause harm in commitbing sueh
19 an offense;

20 {F the extent to which sueh an offense violated
21 the privaey rights of individuals hermed by the of-
22 fense; and

23 {8) any other factor the Commission eonsiders
24 appropriste in conneetion with any amendments
25 made by this Aet with regard to sueh subseetions:

S 2448 RS
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Pursaant to i3 autherity under seetion 994(py of title 28;
ensure thet any individual eonvieted of & wolation of see-
so amended); ean be subjeeted to appropriate penaliies;
prisenment:

priete; shall promulgate guidelines or poliey statements or
tion with the eommission or coneealment of eriminal sets
pronvalgate the guidelines or amendments provided for

O 00 N O AW NN -

|\ I & I T e e e e e o e e

S 2448 RS
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1 forth in seetion 21{a) of the Senteneing Aet of 1987 as
2 theugh the authority vnder thet Aet had not expired:

3 SEC. 109. ASSISTANCE TO EEDERAL; STATE;, AND LOCAL

4 COMPUTER CRIME ENFORCEMENT AND ES-
5 TABLISHMENT OF NATIONAL CYBER-CRIME
6 TECHNICAL SUPPORT CENTER-

7 {8y NATIONAL CYpER-Chbvy Fremdecsit SURPORT
8 CENEER-D-

9 {3 CoNSERUCTION REQUIRED-D-The Diveetor

10 of the Federal Burean of Investigation shall provide
11 for the eonstruection and equipping of the technieal
12 support eenter of the Federal Burean of Investisa
13 tion referred to in seetion SIHe}IHA) of the
14 Antiterrorism and Effeetive Death Penalty Aet of
15 1996 (Publie Law 104832; 10 Stat- 13127 28
16 H-5-C- 531 nete):

17 2y NavmeP The technieal sapport eenter
18 eonstructed and equipped under paragraph (O shall
19 be knewn as the ~Natienal Cyber-Crime Technieal
20 Support Center=

21 3 Fonerions-BIn additien to any other au-

22 thorized fonpetions; the funetions of the National
23 GCyber-Crime Teehnieal Suppert Center shall beD-

24 &) to serve 8% o eentralized icehnieal re-
25 souree for Federal; State; and loeal lasw enforee-

S 2448 RS
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1 ment and to provide technieal assistance in the

2 investigations of eomputer-related eriminal ae-

3 tivities;

4 By to assist Federal; State; and loeal luw

5 enforeement in enforeing Federal; State; and

6 loeal eriminal lows relating to computer-related

7 erine;

8 {6} to provide training and edueation for

9 Federal; State; and loeal loww enforeement per-
10 sennel regarding imvestisative technigques and
11 forensie analyses pertaining to computer-related
12 erime;
13 P to conduet researeh and to develop
14 technelogies for assistanee in investipations and
15 forensie analyses of evidenee related o eom-
16 puter-related erimes;
17 g5y to facilitate and premeote efficiencies in
18 the sharing of Federal law enforeement exper-
19 tise and imvestigative fechnologies and forensie
20 analysis pertaining to computer-related erimes
21 with State and leeal low enforecoment personnel;
22 proseeutors; regional eemputer forensie labera-
23 tories and multijurisdietional eomputer erime
24 task forees; and

S 2448 RS
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1 a8 o earry out sueh other activities as
2 the Director eonsiders appropriate:

3 b} DEVELOPMENT AND SHRFORT OF CoMPUTER Fo-
4 RrENSIS Acrrurms-D-The Dircetor shall take appropriste
5 aetions to develep at least 10 regional eomputer forensie
6 laborateries; and to provide support; edueation; and assist-
7 eanece for existing eemputer forensie loboratories; in erder
8 that sueh eomputer forensie laberateries have the
9 eapabilityb-

10 1) to provide forensie examinations with
11 respeet to scized or intereepted ecomputer evi-
12 denee relating to eriminel aetivity

13 {2) to provide iraining and eduecation for
14 Federal; State; and loeal law enforeement per-
15 sonnel and proseeuntors regarding investigations;
16 forensie analyses; and proseeutions of eem-
17 pater-related erime;

18 3) to assist Federal; State; and loeal low
19 exforeement in enforeine Federal, State; and
20 loeal eriminal laws relating to eomputerrelated
21 erime;

22 t4) to facilitate and promote the sharing of
23 Pederal law enforeement expertise and informa-
24 tion about the investigation; anelysis; and pros-
25 ecution of computer-related erime with State

S 2448 RS
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1 and loesl law enforeement persennel and pres

’ contors, inchuding the use of muljurisdietional

3 task forees; and

5 Direetor eonsiders appropriater

6 {e} GRANTS 10 SPATE AND Leocah bavw EnFores-

7 aENED-

8 & b GENERAL-D-Subjeet to the provisions of

9 sppropriations Aets; the Assistant Attorney Genersl
10 for the Office of Justice Programs of the Depart-
11 ment of Justiee shall meke & grant to each State;
12 swhich shall be used by the State; in eonjunetion with
13 units of loeal government; State and loeal eouris;
14 other States; er eembinstions thereof; to establish
15 and develep programs tob-
16 ) assist State and loeal lasw enforeement
17 ageneies in enforeing State and loeal eriminal
18 lowes reloting to computer erime;
19 B} assist State and loeal law enforeement
20 ageneies in eduenting the publie to prevent and
21 identify eomputer erhme;
22 {C) edueate and train State and loeal law
23 enforecment offiecrs and proscentors to eonduet
24 ivestigations and forensie analyses of evidence
25 and proseeutions of eomputer erime;

S 2448 RS
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1 D) assist State and leeal law enforeement
2 offieers and prosecutors in aeguiring eomputer
3 and other equipment to eonduet investisahions
4 and forensie analysis of evidence of eomputer
5 erimes; and

6 5 facilitate and promote efficiencies in
7 the sharing of Federal law enforcement esxper-
8 tise and information sbewt the investipation;
9 analysis; and proseeution of computer erimes
10 with State and loeal law enforeoment officers
11 and proseewtors; inclading the use of multijuris-
12 dietional task forees:

13 2 AssoraNeEs-D-To be cligible to reeecive &

14 erant under this subsection; & State shall provide as-
15 suranees to the Attorney Ceneral that the Statebd-

16 A has in effeet lowws that penslize eom-
17 prter erime; suck &5 penal lows prohibitingD-
18 & froadudent schemes exeented by
19 means of a computer system or nebwork
20 ) the axlewhel demseging. destroy~
21 g eltering; deleting; removing of eom-
22 puter software; or data contmined im &
23 eomputer; eomputer systess; eomputer pro-
24 gram; or eomputer network; or
S 2448 RS
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1 {1} the unlawlal interferenee with the

2 operation of or denial of aeeess to a com-

3 puter; eomputer programy; eomputer sys-

4 tem; or eomputer Retwork;

5 {B) an assessment of the State and leeal

6 resouree needs; imeluding erimingl justiee re-

7 sourees being deveted to the investigation and

8 enforeement of eomputer erime laws; and

9 {C) & plon for coordinating the programs
10 funded wnder his subseetion with ether Feder-
11 ally funded techniesl assistant and traiming pre-
12 erams; ineluding direetly funded loeal programs
13 sach &3 the Deesl Lesww Enforeement Bleek
14 Orsnt program {deseribed under the heading
15 “Uelent Crime Reduetion Programs; State and
16 Loeal Liaw Enforeement Assistanee™ of the De-
17 partments of Commeree; Justiee; and State; the
18 Judieiary; and Reloted Ageneies Appropriations
19 Aet; 1998 (Publie Law 105219
20 3 Marerng PoNDs-D-The Federal share of &
21 grant reecived under this subseetion may not execed
22 90 pereent of the total eost of & program or propesal
23 fanded under this subseetion wunless the Attormey
24 General waives; wholly or in part; the requirements
25 of this paragraph-

S 2448 RS
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1 “) ORANTS DO DN TRIBESD Notwith-
2 stending any other provision of this subseetion; the
3 Attorney General may wse amotnds mede available
4 ander this suabseetiorn to make grants to Indian
5 tribes for use in aeceordance with this subseetion:

6 &) Ponpma-b-

7 A B eBnERat-D-Of the amount auther-
8 ized to be appropriated by subseetion (&)
9 $25;000,000 shall be available for grants under
10 this sabseetion:

11 B Eairarions-B-Of the wmeunt wmade
12 available under subparasraph & to earry out
13 this sabseetion not meore than 3 pereent may be
14 used by the Attorney Genersl for salaries and
15 administrative expenses:

16 G Manprnt Aroue-D-Unless all eligible
17 eppheations submitted by any State or units of
18 loeal sovernment within a State for o grant
19 under this suabseetion have been funded; the
20 State; together with grantees within the State
21 {other than Indian tribes); shell be alloeated not
22 less than 075 pereent of the total amount
23 made available under subparesraph &) for
24 grants pursnant to this subseetion; except that
25 the United States Virgin Islends; American
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1 Sames; Cuany; end the Nerthern Marisne Is-
2 lands eaek shall be alloeated 0:25 pereent:

3 {8 AUVTHORIZATION 6F APPROPRIATIONSD-

5 ized to be oppropriated for fiseal wyear 2001
6 $125:000,000 for purpeses of earrying oub +his see-
7 thon; of whick $20,000;000 shall be available selely
8 for nebivities wmder subsection b} wmxd of whieh
9 $25:000,000 shall be available selely for aetivities
10 under sabseetion {e)-

11 2} AR D-Amonnts appropristed pre-
12 suant to the authorization of appropristions in pare-
13 graph (1) shall remein availoble until expended-

14 TIFEE O—ANTI-FRAUD

15 PROTECTIONS

16 SEC. 201 PROTECTION FROM FRAUDULENT UNSOLICITED
17 ELEGTRONIC MAIL.

18 foy Viorxrrons-D-Subsection {a) of seetion 1030 of
19 title 18. United States Code: as amended by scetion 163
20 of this Aet; is further amended by inserting after pors-
21 graph {7 the following new paregraph (8

22 (8> intentionally and without eensent or aw-
23 thovization of the recipient initintes the transmrission
24 of an unselicited ecommereinl electrente meail adver-
25 tisement to ohe op more protected compubers with
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1 knowledge that sueh advertisement falsifies an Tater-
2 net domain; header nformation; date or time stamp,;
3 originating cleetronie mail address; or other identi-
4 s

5 {b) Prsmumne-D-Subseetion {eH2) of that seetion;
6 as so amended; is forther amendedDd-

7 5 in subparagraph AD-

9 ar offense™; and

10 By by inserting after “an offense punish-
11 able under this sabperegraph;— the follewing:
12 ~or i) under subseetion (&8} which results in
13 damage to & proteeted eomputers and

14 2} by adding at the end the following new sub-
15 paragraph:

16 D) i the ease of & wiolation of subseetion
17 eHE); actual monetary loss and statulory damages
18 of $15;000 per violation; or an amount of up to $30
19 per message per violation swhiekever is greatery~

20 {e} Prrprres-D-Subsection {e) of that seetion; as

21 se amended; is further amended by adding after para-
22 graph (12} the following new paragraphs:

23 —33) the term -initiates the transmissien; in
24 the ease of an unsobeited eommercial electronie mai
25 advertisement; means to originete Hhe ecommereial
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1 cleetrenie mail advertisement; and excludes the ae-
2 tions of any interactive eomputer serviee whese fo~
3 eilities or servieces are used by another persen to
4 transmit; relay; or otherwise handle sueh advertise-
5 e

6 24) the term Internet domain’ means & spe-
7 eifie eomputer system {eommonly referred to a8 &
8 Thest or eolleetion of eomputer systems attached to
9 or able to be referenced from the Internet whiek are
10 assigned & speeifie referenee point on the Internet
11 {eommonly referred to as an Internet domain
12 nome ) and registered with an organization reeog-
13 nized by the Internet industry as & registrant of
14 Internet domains;

15 S35} the tersn -unseleited eommmercinl elee-
16 tronie med advertisement™ means any cleetronie mail
17 message or advertisement thet is part of & plan; pre-
18 eran; oF emmpaien eondueted to induee purehases of
19 geeds or serviees; bub dees neot include electronie
20 mail initiated by any person to others with whom
21 suech person has o prier relationship; inecleding &
22 prior business relationship; or eleetronie mail sent by
23 & souree to reeipients where sueh recipients; o» their
24 designees; have ot apy time affirmetively requested
25 to reecive communieations from that souree; and
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thet term in seetion 230(HD) of the Commumien-
tons Aet of 1034 (47 T-S:0- 2301

TITLE IH—PRIVACY AND CON-
EIDENTIALITY PROTECTIONS

SEC. 301. PRIVACY PROTECTION CONCERNING PEN REG-
ISTERS AND TRAP AND TRACE DEVICES.
sueh title is amended to read as follows:
10 oy ANvaE REPORTS-D-The Attorney General shall
11 submit to Ceongress on an annuel basis & report on the
12 exereise of the authority under this chapter with respeet
13 #o pen registers and trap and trace devieess
14 ) Congrnes 08 REPoRTS-DEseh report under
15 subsecetion {a) shall set forth; for the period eovered by
16 sueh repert; the following:
17 1 The mumber of orders for pen registers
18 and for trap and trace deviees apphed for by law en-
19 foreerment ageneies; and the number and duration of
20 any extensions of seeh orders:

O 0 NN oy i WD =

21 2} The identity and loeation of the investisa-
22 tive or law enforeement ageney malking eaech apphea-
23 tHons

24 (3> The offense speeified in each order or ap-

25 plication; or extension of order:
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1 t4) The number and nature of the faetlidies af-
2 feeted

3 b} APPHICATIONS FOR ORPERS-D-Section 33220} of
4 suech title is amendedD-

5 b by striling “and’ at the end of paragraph
6 &

7 (2} by striking the peried at the end of pave-
8 graph {2) end inserting 5 and'; and

9 3) by adding at the end the following new
10 paragraph:

11 3} & deseription of the facts on which the eer-

12 tifiention deseribed in parasraph {2) is baseds's

13 sEC. 802. PRIVACY PROTECTION EOR SUBSCRIBERS OF
14 SATELLITE TELEVISION SERVICES.

15 fay Br GE¥ERAI-D-Seetion 631 of the Communien
16 tiens Aet of 1034 47 T-5:C- 551) is amended by adding
17 at the end the follovwing:

18 «SEC. 631A. PRIVACY OF SUBSCRIBER INFORMATION FOR

19 SUBSCRIBERS OF SATELLITE TELEVISION
20 SERVICE:

21 Loy NOTIEE T6 SUBSCRIBERS REGARDING PERSON-
22 ALEY IbENerPRBEs INpomMATIoNn-D-At the time of en

23 tering mte on agrecment to provide any satellite heme
24 sHevving serviee to o Subseriber; and neot less often than
25 apwaally thereafter; & satellite earrier or distributer shall
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1 previde notice in the form of & separate; written or elee-
2 tremie statement o the subseriber thet elearly and een-
3 spievously informs the subseriber ofD-

4 1) the nature of personally identifishble infor-
5 mation eellected o 6 be eoleeted with respeet to
6 the subseriber as & result of the previsten of sueh
7 serviee and the nature of the use of sueh informa-
8 Hon;

9 (2} the netare; frequeney; and purpose of any
10 diselesure that may be made of sueh information; in-
11 elading an identifieation of the types of persens to
12 whemn the disclosure may be made;

13 (3} the peried during which sueh informotion
14 will be meintained by the satellite eorier or dis-
15 teibutor;

16 4} the times ond place ot whieh the sub-

17 seriber may have aceess to sueh information in ae-
18 eordanee with subseetion (d); and

19 —(5) the lmitations previded by this seetion
20 with respeet to the eolleetion and diselosure of infor-
21 metion by the satellite carrier or distributer and the
22 right of the subseriber under this section to enforee
23 sueh Hmitations:

24 by Conbrerion 6F PERSONALLY JDENTIFRBLE
25 BPORMATIOND-
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1 5 Br epnera-DExcept as provided in para-
2 eraph {2); a satellite earrier or distributor shall net
3 use s satelite system to eolleet personally identifi-
5 the prior written or eleetronie eonsent of sueh sub-
6 seriber:

7 =2y Exerprion-DA satclite earrier op dis-
8 eibutor may use its sabellite system to eollect infor-
9 mation deseribed in parasvaph {1 in orderb-

10 SA) to ebtain information neeessary to
11 render & satellite serviee provided by the sat-
12 elite carrier o distributor to the subseribers or
13 B to deteet unautherized reeephion of
14 satellite eommranientions:

15 ey DischLOoSURE oF PERSONARLY [BENTHFRABLE
16 INFORMATION-D-

17 3 B ¢BNERAL-D-Tixeept as provided i para-
18 eraph {2); & satelite earrier or distributerD-

19 ) may not diselose persenslly identifi-
20 able information eoneerning any subseriber
21 witheut the prier written or cleetronie eonsent
22 of saek subseriber; and

23 B> shall +ake such actions as are nee-
24 essary to prevent unsuthorized aceess o sueh
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1 nformation by a person other than sueh sub-
2 seriber or the satellite earrier or distributor:

3 2} BEXcEPTIONS-D-A satelliie earrier op dis-
4 tributor may diselose information deseribed in pare-
5 graph (1) enly if the diselosure isD-

6 A} neeessary to render; of eonduet & le-
7 gitimate business aetivity related to; & eable op
8 satellite serviee or other serviee provided by the
9 satelite earvicr or distributor to the subseriber;
10 =B} to & law enforeement ageney purse
11 art to & warrant issted under the Federal
12 Rules of Criminal Proeedures; or equivalent
13 State warrant; o Federal or State grand jury
14 subpoens or egquivalent proeess authorized by &
15 Federal or State statate; or & eourt order
16 issued i aceordanee with paragraph (3); and
17 O} & diselosure of the names and ad-
18 dresses of subseribers to any other previder of
19 satellite serviee or other serree; HD-

20 > the satellite earrier or distributer
21 has previded the subseriber the opper-
22 tunity to prohibit or Hmit sueh diselosure;
23 and

24 —(i1) the disclosure does not reveal; di-
25 reetly or indiveetlyD-
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1 —~I) the extent of any viewing or
2 ether use by the subseriber of satellite
3 service or other serviee provided by
4 the satellite earrier or distributor; or
5 0 the nature of any trans-
6 action made by the subseriber over
7 the satellite system of the satellite
8 earrier or distributor:

9 263 CouR®e oRPERSD-

10 A ErHrAtIons-D-() A disclosure under
11 paragraph (2HB) mey be made onlyb-

12 =) with prier neotiee to the sub-
13 seriber; exeept that delayed notice may be
14 given pursuant to seetion 2705 of title 18;
15 Dnited States Code; and

16 ~h i the low enforeement ageney
17 shows that there iz probable eaunse to be-
18 heve that the information seught is rel-
19 evapt to an ongoing eriminel investigation
20 being eondueted by the ageney:

21 261 In the ease of & State government av-
22 therity; sueh & eourt order shall net issae i
23 prohibited by the law of such State-

24 By QUASH R MOBHHEARION-DA ecurt
25 issuing & eourt order pursuant fo this pars-
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graph; on & motion made premptly by the sat-
ellite earrier or distributer; may quash or mod-
regsenably volumpinous in neture or i eomph-
anee with the order otherwise wonld eause an
anreasenable burden on the satellife earrier op
digtributer; as the ease may bes

ellite subseriber shall be provided aceess to all persenally

O 0 3 N L RN

10 identifiable information regarding thet subseriber thet is
11 eoleeted and maintained by a satellite earrier or dis-
12 tributer: Sueh information shall be made available to the
13 subseriber o+ rensonable times and ab & convenient place
14 designated by sueh satelite earrier or distributer A sat-
15 ellite subseriber shall be provided reasenable eppertunity
16 to eorreet any error i sueh information:

17 ey Repisr-H-

18 1) I epNERAE-D-Any persen agerieved by
19 any aet of o setellite earrier or distributor in wela-
20 tion of this seetion mey bring a eivil action i o dis-
21 triet eourt of the United States:

22 22 Daa6ES AND €0875-BIn any action
23 brought under paragraph (1); the eourt may award
24 & prevailing plaintiff setual demages but not less
25 than leuidated demages computed at the pate of
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1 $100 & day for each day of wviolation er $1,000;
2 whichever is greater

4 5 PRy eoR-D-TFhe teem ~distributert has
5 the meaning given that term in seetion TIHHD) of
6 title 17; United States Code:

7 22y OrHBR SERVCHE-D-The terpm -other ser~
8 ieer ineludes any wire; cleetronie; or radio eonrmu-
9 nieations service provided using any of the facilities
10 of o satellite earrier or distributer thet are used &
11 the provision of satellite honre viewing serviee:

12 ) PERSONALLY IDENTIFRBEE INFORMA-
13 r1oN-D-The term -personslly identifiable informa-
14 How- deoes not inelade any record of appregate datn
15 thet does not identify partiealar persons:

16 Sy SATRELITE CARRIER-D-The term -satellite
17 earrier. hes the mesning given thet term in seetion
18 HOHE) of title 17, Tnited States Code=

19 bt Norier WrrH RESPECTE 10 CERTAIN AGRBE-
20 MdENFS-D-

21 8 By eunEprA-DIxeept as provided in para-

22 eraph {2); & satellite earvier or distributer whe has
23 entered inte sagreements referred to i seetion
24 633(a) of the Communieations HAet of 1934 as
25 amended by subseetion {a); before the date of enaet-
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under that seebion; a8 so amended; to subseribers
wnder steh agreements not later than 180 days affer
that date-

2 Bxcpprion-DParagraph 5 shell net
apply with respeet to any asreement under whieh &
1934; a5 in effeet on the day before the date of en-
aetment of this Aet; o8 of sueh date:

O 00 3 N L B N

—t
- O

SEC-: 303 ENCRYPTION REPORTING REQUIREMENTS.

is avpended by striline “and (v} and inserting v the
eepted purseant to any such order;s & the approxmate
natare; ameonnt; and eost of the manpower and other re-
sourees used in obtaining the plaintext of intereepted eom-

SEG- 304 FRAUD IN ONEINE COLLEGCTION AND DISSEMINA-

NN N = ok e e e e
N = O W oo~ N AW

TION OF PERSONALLY IDENTIFIABLE INFOR-

N
[#8]

MATION.
Seetion 1030 of fitle I18; United States Code; as

%R
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2 seetion G
3 S Exeept a8 otherwise provided in this sub-
5 to & peesen other then the consumer eoneerned any per-
6 senally identifiable information; unlessD-
7 ) the interaetive computer serviee diseleses
8 to the eonsumer; in & notice eonsistent with pare-
9 graph {2); the types of persens to whom sueh infor-
10 metion may be disclosed; and

11 (B) the eonsumer iz givend-

12 6y the opportunity, before the time thet
13 such information is initially discloseds 4o direet
14 thot such information nob be discdlesed to sueh
15 persen; and

16 i) an explanation of how the consumer
17 cam exercise thab mondisdlosure option available
18 ander dlause G-

19 2(2) At the tinte of establishing & eustomer relation-
20 ship with & eonsumer and before eolleeting any personally
21 identifisble information from the constuner; an nteraetive
22 ecomputer serviee shall provide o the eonsumer & diselo-
23 sure; whieh shall appear on the first webpage of the nter-
24 aetive eomputer serviee or be aeeessible by & hypertest hnk
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1 from such first webpage; of the policies and praetices of
2 the mteraective eomputer service with respeet tob-
3 (A} the eolleetion and use of persenslly identi-
finble informeation frem eustemers who visit or use
able iformation to persens ether than sueh eus-
tomers; and
10 seeurity of sueh personally identifiable information-
11 (3> This sabseetion shell not prohibit the diselesure
12 of persenally identifiable informsation regarding o eon-
13 sumer ¥ sueh diselosure isD-
14 Ay with the eonsent or at the direetion of the
15 eonstaner {inelading the use of an electronie agent
16 to provide sueh eensent or direetion);
17 (B} to proteet the confidentiality or seeurity of
18 the records of the interaetive eomputer serviee per-
19 taining to the consmmer;

O ® = O WK A

20 G to proteet against or prevent aetusl or po-
21 tential froud or unautherized transactions;

22 D3 to persens holding o legal o benefieinl in-
23 terest relating o the consumer;

24 —5) to persens aeting in o fHidueiary or rep-

25 resentative eapacity on behalf of the eonsumer: or
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1 I recuivedd-

2 ~() to comply with Federal; State; or loeal
3 laws or regulations; or other applicable legal re-
4 etrentents;

5 (i) to comply With & properly antherized
6 eivdl; erimvinal; or regulatery investigatien or
7 subpoena by Pederal; State; or loeal anthorities:
8 or

9 ~hi) to respond to judieind process or gov-
10 ernment regalatory authorities for examination;
11 eomplianee; or other purpeses a3 euthorized by
12 lawe

13 4y Nothing in this subseetion may be construed fo
14 prohibit an interaetive eomputer serviee from using; dis-
15 elosing; or permitting aceess to agaregate subseriber infor-
16 mation from which personally identifiable information has
17 been remeoved:

18 (5 The Attorney Genersl; any United States Adtor-
19 sney; or any State Atterney Genersl may maintain & el
20 aetion against any person who violates this subseetion for
21 appropriate eivil or equitable relief:

22 (6 I this subseetion:

23 A The term -consumert means an individuat
24 who visHs or fransacts with ap interaetive eomprter
25 gerviee for persenal family; or household purpeses;
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and alse means the legal representative of sueh an
{or authorized representative of & consumer) of o
eonrmereinl produet or serviee provided by sueh
10 identifisble informeation muintained by or for ap
11 interaetive eomputer serviee whieh is provided by &
12 eastomer to an interaetive eomputer serviees

13 D) The tersn time of establishing a customer
14 relationshipt means the time when the website of an
15 interpetive computer servee is visided by & eon-

O 00 N N AW N =

16 samers
17 Sy The term interactive eompuier servieet

18 Heans ARy perserr wheb-

19 ) eperates; or on whese behalf is oper-
20 ateds & website loeated on the Internet or an
21 online serviee; and

22 —Gi) eoleets or maintainy persenal imfer-
23 mation from or abeout the users of or wsitors to
24 sueh wwebsite or online serviee; or on whose be-
25 half sueh information is colleeted oF main-
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1 tained; where saeh website or enline serviee is
2 operated for commmereial purpeses; ineluding
3 any person offering produets or serviees for sale
4 through thet websites or online serviee; imvolv
5 ing eommereed-

6 ) among the several States or with
7 1 or more foreign nations; and

9 States or in the Distriet of Columbis; or
10 between any sueh terpitory andb-

11 ~{aa}) another sueh territory

12 b} any State or foreion na-
13 tHon; or

14 —(ee} between the Distriet of Co-
15 hombin end any State; tereitorys or
16 foreign nations

17 ") The term -personelly identifiable informa-

18 tion means any of the followine information pre-
19 vided online by a consumer to an interaetive eom-
20 puter serviee:

21 ~{) A first and last name:
22 —Giy A home or other physieal address; -
23 clading & street name and name of a eity or
24 tovwas
25 —Giy An eleetronie mail address:
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1 G A telephone number:

2 ey A Seetal Seevrity nentber

3 1) A epedit eard number or charge enrd;
4 and any related aceess eede:

5 ~tvii} £+ photegraph--

6 SEG: 205. NATIONAL MEDIA CAMPAIGN ON PUBLIC AWARE-
7 NESS REGARBDING ONLINE SECURITY AND
8 PRIVACY.

9 o NaTiowat: MEDTA CaparonN AVEHORIZED-D-
10 H  GidPareNy  AUEHOREED-PDThe Attorney
11 Cenersl; affer eonsultation with the Depuly Assist-
12 axt Abtorney General for Computer Crime and Intel
13 leetual Property; meay earyy out & netional medie
14 eampaien for purpeses of raising publie swareness of
15 existing rights; laws; and regulations relating te
16 Internet scenrity and the privaey of personally iden-
17 tifiable information ever the Internet:

18 £2) OurSIDE ASSISTANEE-D-The Attorney Gen-
19 eral mayD-

20 ) earry out the eampaign i eooperation
21 with apprepriate nontlederal persons and enti-
22 ties: and

23 B} seck and wbilize non-Tederal frmds and
24 in-kind donations in earrying out the campaish-
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1 & OpreerrEs 6F Caveare-DThe objeetives of
2 the eampaien shall beD-

3 5 to heighten and inerease publie awareness
4 of the oceurrence and extent of the eolleetion and
6 and the seeurity of such information; by eommereial;
7 private; and publie entities thet mointain Internet
8 wrebsites;

9 {2} to encourase Americans to learn of and be-
10 eome familiar with aetions that ean be taken to pro-
11 teet their personally identifiable information from
12 being transferred without their eonsent or otherwise
13 misused by & third party

14 3 to inform Amerieans of their rights with re-
15 speet o their personally identifiable information;
16 and

17 4 to inform Amerieans of Federal erimes re-
18 lating to eomputer fraud and abuse; and of the pun-
19 ishments for sueh erimes:

20 {e} BrayuNes oF Oxpaten-D-Subjeet to subsection
21 {&); the eampaign shall be earried out throusgh sueh means
22 as the Atterney General eonsiders appropriate;
23 ineludined-

24 {1 publie serviee announeements;

25 £2) advertisements on television and radie;
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1 {3} banners on the World Wide Web that are
2 adopteble by eommereint and eommunity Internet
3 websites;
4 {4 newspapers end magazines; ineluding adver-
5 tisements and sabmitials to editorial pages;
7 boards; pesters; and signs;
8 {6) information throush o tell-free telephone
9 number {ecommonty referred to as an —S00Y wwm-
10 ber): and
11 4 ether appropriate media and outlets:
12 & LRHTATION oN Use oF FoNbs PoR G-
13 pueN-P-
14 & ¥ 6ENERAL-D No funds available for the
15 eampaisn ey be used as follows:
16 &) To propose; inflaenee; faver; or eppese
17 any change i any statale; rule; reguladion;
18 treaty; or other provision of lavwe
19 By Feor any partisan politieal parpese-
20 {C) Exeept as provided in paragraph (2)
21 to feature any elected offieial; persen seeldng
22 elected office; eabinetlevel official; or Federsl
23 offieial empleyed pursuant to Sehedule © under
24 seetion 213 of fitle 6; Code of Federal Regula-
25 tions:
S 2448 RS
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1 D) In violation of seetion 1913 of title 18;
2 United States Ceoder

3 2y Exepprion-DIunds aveilable for the ecam-
4 paign meay be used as deseribed in paragraph HO)
5 it not later thon 15 days before the use of sueh
6 funds in thet monner; a notice regarding the use of
7 saeh fonds i thet menner is sobmitted to the Com-
8 mittees en Approprietions and the Judieiary of the
9 Senate and House of Representatives:

10 {eF ASSESMENP 6F Cadpitned-

11 4 ERequmpuent-BThe Attorney GCeneral
12 shall enter into an agreement with & eualified eer-
13 tified publie aeceountant for purposes of obtaining an
14 assessment of the eampaign; mechudingD-

15 {A) an accounting of the amounts {nelud-
16 ing Federsl fands; other fonds; and any mland
17 donations) reecived for purpeses of condueting
18 the eampaien; and

19 {B) an objeetive assessment of the effeets
20 of the eampaign; ineluding the eost-effeetiveness
21 of the eampaisn-

22 {2) Rerors-D-Fhe Attorney General shall sab-
23 mit to the Committees on Apprepriations and the
24 Judieiary of the Senate and Heouse of Representa-
25 tHives & report on the assessment obtained under
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1 paragraph ) The repert shall be submitted not
2 later than 270 days affer the termination of the
3 eampaign under subseetion (£

4 3 AVAHABILITY 6P FENDS-D-Of the amount
5 avadteble for the eampaion urder subsection (i net
6 more then an amount equal to 5 pereent of such
7  emeont shall be available to eover the eosts of the
8 assessment obtained under this subseetion:

10 the eampaign; other than the assessment under subseetion

fa—y
fu—

{e); shall terminate net later than three years affer the
date of the enactment of this Aet:
TO30GHEHE) of title 18; United States Code {as amended
by seetion 304(a) of this Aet):

) AVTHORIZATION 0F APPROPRIATION-D-

& Avraorizarion-D-There is hereby author-
ized to be approprinted for the Department of Jus-
tiee for each of fiseal years 2001, 2002; and 2603
$25;000;000 for purpeses of the eampaign under

NN NN e e el e e e e
W N = O W 0 Yy B WN
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1 2y AvAHABHIPY-D-Amounts apprepriated pur-
2 suant to the anthorization of appropriations in para-
3 ereph {1 shell remain avatloble until expended:

4 SEC: 306: FRAUDULENT ACCESS ¥O PERSONALLY IDENTIFL
5 ABLE INFORMATION.

6 {&) B GENBRAL-D-Seetion 1030 of title 18; United
T States Code; as amended by this Aet; is forther amended
9 seetion {or

10 —~eHE) Exeept as provided in parsgraphs (2) end
11 £3); whoever knowinely with intent to defraud ebtains; or
12 esuses to be diselosed to any persen; personally identifi-
13 able information of an interaective eomputer serviee relat-
14 ine to sncther person without sueh persen’s eonsent op
15 autherizationD-

16 (A} by maling & false; Hetitious; or fraundulent
17 statement or representation to an officer; employee;
18 or npent of ant nternetive ecomputer serviee;

19 B} by maldne & false; fetitious; or fraudulent
20 statement or representation io & eustomer of an
21 interaetive comprier serviee; op

22 CY by previding any deewmment to an offieer;
23 employee; or agent of an interactive eomputer serv-
24 tee; lenowing thet the doewment is forped; eounter-
25 feit; or stolen; was frandulently obtained; or eontains
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1 a false; fietitions; or fraudulent stotement or rep-
2 resentation;

3 shall be punished as provided in sabseetion (e

4 2} Ne provisien ef this subsecetion shall be eon-
5 streed to prevent any interaetive eomptier serviee; of any
6 offieer; employee; or agent of an interaetive computer serv-
8 sueh interaetive computer serviee in the eourse ofD-

9 A} testing the seeurity procedures or systems
10 of sueh interactive eomputer serviee for mamiaining
11 the eonfidentiality of personally identifiable informa-
12 Hons

13 (B) investigating allegations of misconduet or
14 neglizenee on the part of any officer; employee; or
15 agent of such inferaetive computer servee; or

16 OY reeovering eavtomer mformation of suaeh
17 interaetive eomputer serviee which was eobtained or
18 veeeived by another persen W any menner doseribed
19 in paregraph (h-

20 ~3) No provision of this seetion shall be construed
21 4o prevent eny insuranee institution; or any offieer; em-
22 ployee; or ageney of an insuranee nstitution; from obbain-
23 ing information as part of an insuranece nvestigation inte
24 eriminal eetivity; fraud; material misrepresentation; or
25 material nondiselosure that is authorized for sueh instita-
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Hon under State lavs regwlation; interpretation; eor
order——
serting “subseetion {a) or o~
TITEE IV—NATIONAEL SECURITY
AND CRITICAL INFRASTRUC-
TURE PROTECTION

SEC. 401, DEPUTY ASSISTANT ATFORNEY GENERAL FOR

O 0 N v e kNN

oy
[

COMPRUTER CREVEE AND INTELLECTUAL

[uwey
—t

PROPERTY.
of title 28 United States Code; is amended by inserting
puter Crime and Intellectual Property

“tay The Attorrey Genersl shall appeoint a Depuby
Assistant Attorney General for Computer Crime and Intel-
leetual Property:

(b} The Deputy Assistant Attorney General shall be
the head of the Computer Crime and Intellectunl Property
Seetion (CCIPS) of the Department of Justiee:

o) The duties of the Deputy Assistant Attorney

e S o
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1 ~ To advise Federal proscentors and low en-
2 foreement persennel regarding eomputer erime and
3 mtelectaal property erime:

4 —~2) To coordinste nationsl and internationsl
6 —3y Fe previde guidance and assistanee to
7 Federal; State; and loeal law enforeement ageneies
8 and personnel; and appropriste foreign entities; re-
9 garding respenses to threats of eemputer erime and
10 eyber-terrorism:

11 4y To serve as the liaison of the Adtorney
12 Genersd to the National Infrastrueture Proteetion
13 Center (NIRC); the Department of Defense; the No-
14 tional Seeurity Ageney; and the Central Intellisenee
15 Apeney on matters relating to eomputer ertmes

16 —(8) To coordinate training for Federal; State;
17 and loeal proscentors and law enforeement personnel
18 on laws pertaining to eomprter erime:

19 —{6) To propose and eomment upon legislation
20 eonecrning ecomputer erime; intelleetual property
21 erime; eneryption; cleetronie privacy; and ecleetronie
22 eommeree; and ecneerning the seareh and seizure of
23 espraters:

24 ) Any other duties earried out by the head
25 of the Computer Crime and Intelleetual Property
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Seetion of the Department of Justiee as of the date
of the ennetment of the Internet Integrity and Crit-
(8} Sueh other duties as the Attorney General

P—t’epei*#y—‘.".

9 by FIRsT APPORNEMERE 26 Position oF Dmpuyey
10 ASSISPANE APPORNEY OBENERAL-D( The indsadust
11 whe helds the pesition of head of the Computer Crime and
12 ImteHeetuat Property Seetion (CCIPS) of the Department
13 of Justice as of the date of the enaectment of this Aet shall
14 aet as the Deputy Assistent Attorney Ceneral for Comr
15 puter Crime and Intellectunl Property under seetion 507
16 of itle 28. United States Code; until the Attorney General
17 eppoints an individual to hold the position of Deputy As-
18 sistant Atterney General for Computer Crime and Intellee-
19 +ual Property under that seetion-

20 {2) The individust first appeinted as Deputy Assist-
21 ant Attorney Genmeral for Computer Crinte and fitelectanl
22 Property after the date of the enactment of this Aet may
23 be the indiwdusl whe helds the pesitien of head of the

0 NN N kWY
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Computer Crime and Intelleetaal Property Seetion of the
Department of Jastiee as of thab date:

{6} AUTHORIZATION OF APPROPRIATIONS FOR
CCIPS.P There is hereby autherized to be approprinted
for the Department of Justiee for fiseal year 2001
$5;000,000 for the Computer Orime ond Inteleetunl
Property Secetion of the Department for purpeses of the
diseharge of the duties of the Deputy Assistent Atterney
General for Computer Crime and Intellectunl Property
under seetion 5078 of title 28; United States Code {as so
SEC. 402. NATIONAL INFRASTRUCTURE PROTECTION CEN-

O 00 ) N WU RN

e e e )
W NN = O

TER-
be appropriated under sabseetion {b) for the following pur-
peses:

T e T s T o S =Gy
O o0 ~1 O Lt M

) To gather and analyze informabion eon
mental entities; and other owners and operators of

NN NN
BW N = O
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1 eritieal infrastructare; eonecrning threats to the na-
2 tional eritieal infrastruetare:
3 3> Fo provide assistanee to laww enforeement in
5 tional eritiesl infrastruetare:
6 {4) To develop and disseminate; in eollaboration
7 with the private seetor; technology and seeurity pre-
8 ectures for shiclding the national eritical infrastrue-
9 tare asainst attack:
10 6) Suek other purpeses as the Direetor eon-
11 siders appropriates
12 {b) AUTHORIZATION 6F APPROPREATIONS-DThere is
13 hereby authorized to be appropriated for the Federal Bu-
14 reaw of Investigation for the purpeses set forth in sub-
15 seetion {a) the following:
16 &) Por fiseal year 2003; $45;000,000-
17 {2) For each of fiseal years 2002 threugh 2005;
18 sueh swms 8% mey be neeessary for sueh fiseal years:
19 SEC. 403. PERSONNEL EXCHANGE PROGRAMS FOR CRIT-
20 ICAL INERASTRUCTURE PROTECTION TRAIN-
21 ING-
22 Seetion 337H4) of title 5; United States Cede; is
23 amendedD-
24 £ by steikine “or’ at the end of subparageaph
25 €
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1 (2) by steiling the period at the end of sub-
3 3> by adding ot the end the following new sub-
4 paragraph:

5 o) & provider of wire or clectronie eom-
6 muntestion serviee; provider of data eneryphien
7 or related serviees; or other entity; for the pur-
8 pose of fartherine the ebjeetives of the Internet
9 Inteprity and Critiend Infrastraeture Protection
10 Aet of 2000:-

11 FFFEE V—INTERNATIONAE COM-
12 PUTER CGRIME  ENFORCE-
13 MENT

14 SEC. 501. SHORT TITLE:

15 This title may be eited as the “International Com-
16 puter Crime Enforcement Assistanee Aet of 2000

17 SE6C: 502. DISCLOSURE OF COMRUTER CRIME EVIDENCE TO
18 FOREIGN LAW ENFORCEMENT AUTHORITIES
19 RELATING TO ENFORCEMENT OF FOREIGN
20 COMPUTER CRIME LAWS.

21 foy B GENERAL-D-Subjeet to subscetion {b) and see-
22 ten 505; the Adtorney General of the United States may
23 previde eomputer erime {other than trade scerets or pro-
24 priety information otherwise not diselosable by the Attor-
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1 ney General) to & foreign law enforeement suthority to
2 sssist the foreign law enforeement authorityD-
3 1) in determining whether & persen has weo-

4 lated or is about to violate a forcign eomputer ephne
5 teww administered or enforeed by the foreion law en-
6 foreenrent aunthority or

7 {2) in enforeing sueh o foreign eomputer erime
8 ave:

9 {h) CorxpyanR CREME MUTUAL ASSISTANCE AGREE-

10 e REQUIRED-D-The Attorney General may not pro-
11 =ide evidenee to & foreign law enforecment authority under
12 subsection {o) exeept pursaant to the provisions of & com-
13 puter erime mutoal assistanee asreement with respeet to
14 +the foreign low enforcement sutheority thet is in effeet
15 under this itle:

16 SEC. 503. BNVESTIGATIVE ASSISTANCE TO FOREIGN LAW

17 ENFORCEMENT AUTHORITIES TO OBTAIN
18 COMPUTER CRIME EVIDENCE RELATING TO
19 ENFORCEMENT OF FOREIGN COMPUTER
20 CRIME LAWS.

21 oy By Grrena-P-Suhject to the provisions of this

22 seetion and seetion 505; the Attorney General of the
23 Umnited States may exereise any anthority seb forth in sub-
24 seetion {b} to assist o foreign law enforcement aunthortyD-
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1 3} in determining whether & person has we-
2 lated or is about to viclate & foreign computer erime
3 leww administered or enforeed by the foreisn law en-
4 foreement anthority; or

5 {2) in enforeing such & foreign eomputer erime
6 o

7 b} COVBRED AFHIORIFHESD-

8 ) Br 6ENERAL-D-The authorities referred to
9 in this sabseetion are the authorities of the Adtorney
10 General as follows:

11 A} To investigate pessible welations of the
12 Federsl computer erime laws:

13 ) To provide evidenee obtained as & re-
14 salt of an investization under subparagraph &
15 to the foreipn low enforeement awtherity eon-
16 eernet:

17 2) ScoprE oF AUTHORIFY D-An investigation
18 may be eondueted under sabparagraph (A) of para-
19 eraph (1) and evidence obtained threush sueh in-
20 vestigation may be provided under subparagraph B}
21 of that paragraph; without regard to whether the
22 eonduet investigated wiolates any Federal eomputer
23 erime lowe

24 {e} COMPUTER CRELE MUustat ASSISTANGE AGREE-

25 MEXT REQuiRED-P-The Attorney General may not exer-
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1 eise any authority set forth in subseetion (b) on behalf
2 of g forelen law enforeement authority exeept pursuant to
3 the provisions of & computer erime muvboal assistanee
5 therity that is in effeet nnder this Hitle-
6 &) BEQuEses-D-
7 B SusyrrraL-D-A foreien low enforeement
8 autherity seeking the assistance of the Adtorney
9 General under this seetion shall submit & request for
10 sueh assistance to the Attorney Ceneral
11 2} Resrones-P-The Attorney General may ap-
12 preve or deny; in whele or in parl; & request sub-
13 mitted under paregraph {H-
14 3) PROHIBITION O ACTION POLLOVNG DBE-
15 ¥iat-BD-The Attorney General may not take any ae-
16 +ion under subsection {a} with respeet to any part of
17 & request under this subseetion that has been denied
18 by the Attorney General under paregraph 2)-
19 {e) Ricies AP PRIVERGES PRESERVED-D-A per
20 son may not be compelled in conneetion with an investiga-
21 #on under this seetion to sive testimony or o statement;
22 or to produece o decument or other thing; in welation of
23 emy legally apphicable right or privilege:
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SEC. §04:. COURT ORDERS O PROVIDE ASSISTANCE TO

[a—y

FOREIGN LAW ENFORCEMENT AUTHORITIES
RELATING TO ENFORCEMENT OF FOREIGN
COMPUTER CRIME LAWS,

{o) AVTHORIFY 6F THE DistRIct CovRTS-D-On ap-
made in aecordanee with & eomputer erime mutusl assist
States distriet eourt for the distriet in which & person re-
sides; is found; or fransaets business may order the persen
to give testmony o & shatement; or to produee & deen
ment or other thing; to the Afterney General in order to
assist & foreign low enforeement authority eovered by the
agreementd-

& in determining whether a persen has wie-
lsted or is about to ¥iolate & foreisn eomputer erime
leww administered or enforeed by the foreisn law en-
foreement authority; or

{2} in enforcing such o foreisn eomputer erime
o

21 ) ERHPATION oN ArPrierrtons-D-The making of
22 applieations by the Atiorney General under subseetion (&)
23 is subjeet to the provisions of seetion 505-

24 {e) ConrENTS 61 ORPERD-

25 5 Uss oF APPOINTEE 20 RECEFNE BV
26 BENEE-D-
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1 A B 6BENBRAL-D-An order issued under

2 subseetion (o) may direet that testimony or &

3 statement be given; or & document or other

4 thing be produeed; to & person who shall be ree-

5 ommended by the Attorney Ceneral and ap-

6 pointed by the eourt:

7 By PowErRS-DA person appointed wath

8 respeet to an order under swbparagraph G

9 shall have the power to administer any oath
10 neeessary under the order and the peower to
11 tolke testimony or statements:
12 25 PRACTICR AND PROCHBDERED-
13 A Br 6BXBRALD-An order issaed under
14 subseetion {a) may preseribe the practice and
15 proeedure for taking testimeny and statements
16 and for producing doeuments and other things:
17 {B) Score-DThe practice and procedure
18 preseribed for an order under subparagraph
19 may be in whele or in part the practice and
20 proecedure of the foreign state; or the regional
21 ceonontie intesration organization; represented
22 by the foreien law enforeement auntherity with
23 respeet o whiek the Attorney Ceneral reguests
24 the erder:
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&) DEravre-PTo the extent an order
statements required to be faken shall be taken;
to be produced; shall be produeed; in aceord-
may not be compelled under an ovder issued under sub-
seetion {a} to give testimony or & Statement; or to produce
& document or other thing; in vielation of any legally apph-
eable right or privileges
&) Vo rAny Conbrer-D-This seetion shall not be
construed to preclude & persor in the United States from
voluntarily giving testimeny or & statement; or producing
& document or other thing, in any monner acecptable o
the persen for use in on investigation by & foreign low
exforeement authority:

SEG: 505. LIVHTATIONS ON ACTFVIHIES UNDER COMPUTER

OO0 N N WD

— = b R el el e ed
Ao = T ¥ S . T =)

CRIME MUTUAL ASSISTANGCE AGREEMENTS:
8503; or apply for an order under seetion 504 with respeet
to a eomputer erhine mutasl assistanee agreement unless

N N NN
-lkb-it\)r—tg
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1 +he Attorney General determines in the partierdar instonee

2 thatb-

3 ) the foreign low enforeement authority
4 eoneernedD-

5 ) will satisfy the assuranees; terms; and
6 condittons ander the sereement that are speei-
7 fied in paragraphs (); {2); and 5 of seetion
8 588(by); and \

9 {B) is eapable of eomplying with and will
10 comply with the econfidentislity requivements
11 applieable under the agreement with respeet o
12 any requested eomputer erime evidenee;

13 {2) providing any requested computer erime evi-
14 denee will net wiolate & Hmitetion in seetion 508{e);
15 At

16 {3) diselosing the evidenee; exereising the au-

17 thoritys or applyine for the erder; as the ease may
18 be; is eonsistent with the publie interest of the
19 United States; taldng into eonsideration whether the
20 foreipn state or regionsl economie integration ores

- 21 nization represented eoneerned holds any proprietary
22 ipterest that eould benefit or otherwise be affeeted
23 by the diselosure; the exereise of the authority; er
24 the granting of the erders
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1 ) EnUrATion o DISCLOSURE 67 CERTAR Coi-
2 purER ChRbiE EvpENcED-The Atterney General may

3 net diselese in wiolation of & eomputer erime mutual assist-
wnder the agreement; exeept thet the agreement may not
prevent the diselosure of eomputer erime evidenee to & de-
fendant in an action or proeceeding brought by the Atter-
ney General for & violation of any Federal lavw if the diselo-
sure world otherwise be regquired by Federal laww

10 {ey REQUIRED DIscLosthrE oF Norwr Re-
11 errvEp-DIf the Attorney General reecives & notiee de-
12 seribed in seetion 508(HS); the Attorney General shall
13 4ranseait the netiee to the persen thet provided the evi-
14 denee with respeet to which the netiee is reeeived:

O 0 N O L A

15 SEG: 506: RERMBURSEMENT:

16 The Adtorney General of the United States is aunthor-
17 ized to reecive from & foreign law enforeement autherity
18 or from the foreign state or regional ceconontie Mtegration
19 erganization represented by such foreign law enforeement
20 autherity; reimbursement of the eosts inearred by the At~
21 terney General in diselosing evidenee under seetion 502;
22 exereising any autheority under sechion 508; or applyng
23 for an erder under seetion 504 with respeet to & computer
24  erime mutaal assistanee agreement:
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1 SEC. 507. JUDICIAL REVIEW.

2 {a) DETBERMINATIONS-D-A determination made under
3 paragraph {3 (23 or {3) of scetion 505{a) shall net be
4 subjeet to judicial review:

5 {b) CrrATIONS TO AND DESCRIPFIONS 6F CoN-
6 FIPENTIALIEY Eavws-D-Whether & eomputer erime mubaal
7 assistanee agrecment satisfies the regquirement set forth
8 in seetion 508(bHB) shall not be subjeet to judieial reviews
9 {e) ROLES 0F CONSTRECHION-D-

10 B ADMNIISERATFE PROCEDURE 67D The
11 requirements in seetion 508(d); with respect to pub-
12 YLeation and request for publie comment; shall not be
13 eonstrued to create any aveilability of judieial review
14 under ehapter 7 of title 5; United States Coder

15 {2} Excrupep mrpvEnes-D-Nothing in this
16 seetion shall be eonstrued to affeet the availability of
17 sudieinl review under lows meforred to in section
18 508{e)-

19 SEC. 508, COMPUTER CRIME MUTUAL ASSISTANCE AGREE-
20 MENTS.

21 (o) B¢ OENBRAL-D-

22 5 DBSCRIPTION GENBERALLE-D-Subjeet to the
23 provisions of this seetion; o computer erime mutual
24 assistanee agreement for purpeses of this title shall
25 eonsist of o written agreement; or written memeo-
26 randum of understanding; thet is entered inte by the
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1 Hrited States and o foreign state or regional eeo-
2 nemie integration orgenization with respeet to the
3 foreign law enforeement authorities of the foreign
4 state or organizetion {end sueh other governmental
5 entities of the foreign state or erganizetion as the
6 Attorney Ceneral determines may be necessary in
7 erder to provide the ossistanee deseribed i sub-
8 seetion {(bH) for purposes of earrying out activities
9 authorized by seetions 502; 503; and 504; on & re-
10 eiproeal basis:

11 {2) OFPIcLALs-DA computer erime mutual as-
12 sistance agreement shall be entered into jointly by
13 the Attorney General of the United States and & for-
14 eien law enforeement authority:

15 ) LrmMeNes-DA computer erbne nratual assist
16 anee agreement shall eontain the following elements:

17 & An assuranee that any foreign law enforee-
18 ment aathority eovered by the agreement W} pro-
19 wide to the Attorney General assistance that is eom-
20 parable ¥ seepe to the assistanee the Adterney Gen-
21 erel provides under the agreement:

22 2 An assoranece that any foreien law enforee-
23 ment anthority eovered by the agreementd-

24 {A) 18 sabjeet to laws and procedures that
25 are adecuate to maintain seearely the eonfiden-
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1 tiality of eomputer erime evidenee that may be

2 received under seetion 502; 503; or 504; and

3 {B) will give protection to sueh evidenee

4 thet is not less than the protection that would

5 be provided sueh evidenee under the laws of the

6 United States:

7 {3) CHations to and brief deseriptions of the

8 Iawes of the United States; and the laws of the for-

9 cign stote or regional ceonomie integration organiza-
10 tion eoneerned; that proteet the eenfidentiality of
11 eomputer eptpre evidenee thet may be provided vnder
12 the agreement; whiel eitations and deseriptions shal
13 set forth the enforeement mechanisms and penalties
14 sppheable vnder sueh lows and; in the ease of & re-
15 gional eeononde integration organization; the apph-
16 eability of sueh laws; enforcement mechanisms; and
17 penalties to the foreisn states eomposing the organt-
18 zation:
19 {4) Citations to the Federal computer erime
20 laws and the forcign eomputer erime laws with re-
21 speet to whieh the agreement apphes:
22 {5y Terms and conditions thet speeifieally re-
23 gaire using; diselosing; or permitting the use or ehis-
24 elosure of eomputer erime evidenee reeeived wuder
25 the apreement enlyb-
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1 {A) for the purpese of administering or en-
2 foreing the foreign eomputer erime laows eom-
3 eerned; or

4 {B) wth respeet to & speeified diselosure
5 or use regquested by & forcign law enforeement
6 authority and essentinl to o sienificant low e
7 foreement objective; i aeceordanee with the
8 prier written econsent piven by the Adtornes
9 General afterD-

10 ) determining that such eomputer
11 eriire evdenee i not otherwise readily
12 availeble with respeet to such objeetive;
13 i) making the determinations de-
14 seribedt in paragraphs (2) and (37 of see-
15 tion 505(a); with respeet to such diselosare
16 or use; and

17 {if) meldne the determinations apph-
18 enble to & foreion taov enforecment author-
19 ity under seetion 505{a}d) (other then the
20 determination regarding the assuranee de-
21 seribed in paragraph ) of #his sub-
22 seetien); with respeet to each additional
23 governmentel entity; i any to be provided
24 sueh eomputer erime cvidenee in the eourse
25 of sueh diselosure or use; after havng re-
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1 ecived adeguate written assurpanees applhea-
2 ble to each sueh governmental entity

3 {6) An assuranee that computer erhime evidenee
4 received under seetion 502; 503; or 504 from the At-
5 torney General; and all eopies of sueh evidenee; in
6 the possession or eontrol of any foreion law enforec-
7 ment authority eovered by the agreement will be re-
8 tarned to the Attorney General at the eonclusion of
9 the foreign investigation er preeceding with respeet
10 to which sueh evidenee was so reeeived:

11 £ Ferms and eonditions that specifieally pro-
12 wide that the agreement will be terminated £D-

13 A) the eenfidentiality requived under the
14 agreement is wiolated with respeet fo computer
15 erime evidenee; and

16 {B) adequate aetion is not taken to mini-
17 mize eny harm resulting from such wviolation
18 and o enstre that the eonfidentinliby requived
19 ander Hhe agrectrent is not voluted aenin:

20 8} Terms and eonditions that speeifieally pro-
21 vide that if the eonfidentiality reeuired under the
22 agreement is violated with respeet to eomputer erime
23 evidenee; notiee of the welation will be givend-

24 {A) by the foreien loww enforeement auther-
25 ity eencerned prompily teo the Adtorney General
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1 with respeet to ecomputer erime evidenee pro-
2 wided by the Attorney General; and

3 B} by the Aftorney Genernd to the person
4 G£ any) thet provided sueh evidenee to the At
5 torrey General:

6 {e} EXerustonNs-D-A eomputer erime mutunl assish
7 anee agreement may not eover any of the following eom-
8 puter erime evidenee:

9 ) Computer erime evidenee in & muticr oeeur-
10 ring before & grand jury and with respeet o whiek
11 diselosure is prevented by Federal law exeept that
12 for the purpese of applyimg Rule S{eH3HCHiv) of
13 the TPederal Rules of Criminsl Procedure with re-
14 speet to this paragraphd-

15 &) & foreisn law enforeement awthority
16 with respeet to whick & parbicalarized need for
17 sueh eomputer erime evidenee iz shown shall be
18 eonsidered to be an apprepriate offieial of any
19 of the several States; and

20 B} a foreign computer erime law adminis-
21 tered or enforeed by the foreign loww enforee-
22 nent euathority shall be eonsidered to be & State
23 eriminat law

24 {2y Computer erime evidenee that is speeifieally
25 authorized under en Exeentive Order to be kept se-
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1 eret in the interest of national defense or foreign
2 poliey andd-

3 {A) that is elessified purswent to such
4 order or & steeessor order; or

5 By with respeet to which o determination
6 of elassificntion is pending ander sueh order op
7 SHECESIOr erder:

8 {3) Computer erime evidenee that is elassified
9 under the Adeomie Fmersy Aet of 1954 (42 USC-
10 203 et see-

11 {&) PoBrication REQUiRiEesD-

12 4 Prror #6 mnery-D-Not later than 45 days
13 before & computer erime mubanl assistanee agree-
14 ment is entered inte for purpeses of this title; the
15 Attorney Genersl shall publish i the Federal
16 RegisterD-

17 A the proposed text of the apreement:
18 and

19 {B) a reequest for publie comment with re-
20 speet to the texk

21 2> Priok 76 MopIFEATION-D-Net later than
22 45 days before the entry into any agrecment that
23 makes & modifieation of & computer erime mutual
24 assistenee agreentent for purpeses of this fitle; the
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1 Attorney General shall publish in the Federal
2 RegisterD-

3 A the propesed text of the meodifieation;
4 and

5 B} & reguest for publie eomment with re-
6 speet o the medifieation-

7 ) OTHRER SINIICANT BEVENES-DNet later
8 than 45 days after & compuier erime mutual assist-
9 aree agreement for purpeses of this title iv entered
10 into or terminated; er an agreement that makes &
11 modifieation of & ecomputer erime mubtual assistanece
12 agreement is entered inde; the Attorney General
13 shall publish in the Federal RegisterD-

14 A the test of Hhe aprecment or modifien
15 tHon; er the terms of the termination; as the
16 ease may be; and

17 B in the ease of on agreement thet
18 makes & modifieation to & eomputer erime ma-
19 taal  assistanee  agreement; o | notiee
20 eontainingD-

21 {i) eitations to the locations of publ-
22 eation in the Federal Register of the text
23 of the eomputer crime mmbtusl assistanes
24 agreement that is se modified; and of any
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1 previons medifiestion to sueh agreement;

2 and

3 {5 a deseription of the manner i
4 which & eopy of the eomputer ephne mwrabaal

5 asRistanee agrecnient; as so medifieds may

6 be ebtained from the Attorney Generel:

7 4} Conprrion FOR WAMHDIFE-D-A computer

8 erime mutael assistanee agrecment; or an agreement

9 thet mekes o meodifiestion to o computer erime ww-
10 taal assistenee apreement; with respeet to whieh
11 publication dees not eeeur in aceordanee with para-
12 graph ) 25 er 3); as applieable; shall not be
13 eonsidered 4o be in effeet for purpeses of this title:
14 SEC- 509. PRESERVATION OF EXISTING AUTHORITY:
15 The auvthority provided by this title is in addition to
16 any other awthority vested in the Adterney Ceneral of the
17 Tnited States; or any other officer of the United States:
18 SEC. 510: REPORT TO CONGRESS:

19 Net later than 3 years after the date of the enact-
20 ment of this Aet; the Attorney General of the United
21 States shall subnyt to the Committees en the Judieiary
22 of the Senate and House of Representatives a reportb-
23 1) deseribing the effcets of the operation of
24 this title on the enforeement of the Federal eom-
25 pater erime lavws;
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1 {2) deseribing the extent to whieh foreign low
2 enforeement authorities have eomplied with the eon-
3 fidenticlity requirements applieable under eomputer
4 erime mratual assistanee apreements i effeet for
5 parposes of this title;

6 {3} speeifying scparately the identities of the
7 foreign states and resional ceonomie integration er-
8 ganizations that have entered into sueh agreements
9 and the identities of the foreign law enforcement au-
10 therities with respeet to whieh sueh foreipn states
11 and organizations have entered inte sueh agree-
12 eRbs;

13 4) speeifying +the identity of cach forcign stabe;
14 and each regional ceonomie integration organization;
15 that has in effeet & laxv similar to this title;

16 {6) setting forth the approxmate number of re-
17 gaests made by the Adtorney Genersl under sueh
18 agreements to foreign law enforeement authorities
19 for eompuier erime investigations and for ecomputer
20 erime evidenee;

21 {6} setting forth the approximate number of re-
22 gaests made to the Attorney General by foreign law
23 enforeement authorities under sueh agreements for
24 diselosures of evidenee under section 502; the exer-
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1 eise of any authority under seetion 503; or for apph-
2 eations for orders under section 504; and

3 P deseribing any signifieant preblems or eon-
4 eerns of which the Attorney Cenersl is aware with
5 respeet to the eperation of this titler

6 SEC: 511. DEFINITIONS:

7 I this $itle:

8 £ CoMPUTER ¢RIME BVpENeED-The iterm
10 mony; stotements; doeuments; or other things thet
11 are ebtained in antieipation of; or during the course
12 of; an imvestigation or proeceding under any Federal
13 computer erime law or foreign computer erime law:
14 {2y FepERAL COMPUEER 6REEE AW-DThe
15 term “Tederal computer erime law— means any law
16 designated by the Adtorney General as & Federal
17 eomputer epime low under regulations preseribed by
18 the Attorney General for purpeses of this Hitle net
19 later than 90 days after the date of the enactment
20 of this Aet ond modified by the Adtorney General
21 from thme to time after notiee to Congress of sueh
22 medifieation:

23 {3) FoRBION COMPUTER €REHE AWw-DThe
24 term “foreion eomputer erime law— means & law of
25 & foreign state; or of & regional econemie integration
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1 organization; that is substantielly similer to a Fed-
2 eral eomputer erime law and prohibits eenduet simi-
3 lar to conduet prohibited by & lederal eomputer
4 erime lows
5 ) Formiei AW ENFORCEMENT AUVEHOR-
7 means & governmental entity of a foreign state or re-
9 ed by sueh state or orpanization with autherity to
10 enforee the foreign eomputer erime laws of sueh
11 state or organization:
12 {5 RuEcionst BEONOMHE INERGRATION ORGA-
13 mzaproN-B-The term —regional ceonopne integra-
14 tion organization’ means an erganizationd-
15 ) that is eonstitated by, and eomposed
16 of; foreign states; and
17 {B) en whieh such foreign states have eon-
18 ferred sovereign suthority to malke deeisions
19 thet are binding on such foreign states and di-
20 reetly applieable to and binding on persens
21 within sueh foreign states; ineluding deeisions
22 with respeet tob-
23 &) administering or enforeing the for-
24 cign eomputer erime laws of sueh organiza-
25 tion; and
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G5} prolibiting and Iotine diselo-
igtering or enforeing suech lawws:

TIEE VI—SEVERABIEITY
made by this Aet); or the application thereof, to any per-
Sen or eireumstanee; is held invalid; the remainder of this
the appheation thereof; to other persons of ebrcumstanees
shell net be affeeted thereby-

SECTION 1. SHORT TITLE.

o 0 Ny B W =

e e e S
AW N = O

This Act may be cited as the “Internet Integrity and

i
W

Critical Infrastructure Protection Act of 2000".

—
[=)}

SEC. 2. DEPUTY ASSISTANT ATTORNEY GENERAL FOR COM-

ju—y
~

PUTER CRIME AND INTELLECTUAL PROP-

—
<]

ERTY.

—
No)

(a) ESTABLISHMENT OF PoSITION.D (1) Chapter 31 of

b
o

title 28, United States Code, 1is amended by inserting after

[\
—

section 507 the following new section:
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1 “§507a. Deputy Assistant Attorney General for Com-
2 puter Crime and Intellectual Property
3 (@) The Attorney General shall appoint o Deputy As-
4 sistant Attorney General for Computer Crime and Intellec-
5 tual Property.
6 “(b) The Deputy Assistant Attorney General shall be
7 the head of the Computer Crime and Intellectual Property
8 Section (CCIPS) of the Department of Justice.
9 “(¢) The duties of the Deputy Assistant Attorney Gen-
10 eral shall include the following:
11 (1) To advise Federal prosecutors and law en-
12 forcement personnel regarding computer crime and
13 wntellectual property crime.
14 (2) To coordinate national and international
15 law enforcement activities relating to combatting
16 computer crime.
17 “(3) To provide guidance and assistance to Fed-
18 eral, State, and local low enforcement agencies and
19 personnel, and appropriate foreign entities, regarding
20 responses to threats of computer crime and cyber-ter-
21 TOTISMN.
22 (4) To serve as the liaison of the Attorney Gen-
23 eral to the National Infrastructure Protection Center
24 (NIPC), the Department of Defense, the National Se-
25 curity Agency, and the Central Intelligence Agency on
26 matters relating to computer crime.
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1 (5) To coordinate training for Federal, State,
2 and local prosecutors and law enforcement personnel
3 on laws pertaining to computer crime.
4 Y6) To propose and comment upon legislation
5 concerning computer crime, ntellectual property
6 crime, encryption, electronic privacy, and electronic
7 commerce, and concerning the search and seizure of
8 computers.
9 “(7) Such other duties as the Attorney General
10 may require, including duties carried out by the head
11 of the Computer Crime and Intellectual Property Sec-

12 tion of the Department of Justice as of the date of the

13 enactment of the Internet Integrity and Critical In-
14 frastructure Protection Act of 2000.".
15 (2) The table of sections at the beginning of such chap-

16 ter is amended by inserting after the ttem relating to section

17 507 the following new item:

“507a. Deputy Assistunt Attorney General for Computer Crime and Intellectual
Property.".

18 (b) FIRST APPOINTMENT TO POSITION OF DEPUTY AS-
19 SISTANT ATTORNEY GENERAL.D (1) The individual who
20 holds the position of head of the Computer Crime and Intel-
21 lectual Property Section (CCIPS) of the Department of Jus-
22 tice as of the date of the enactment of this Act shall act
23 as the Deputy Assistant Attorney General for Computer
24 Crime and Intellectual Property under section 507a of title
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28, United States Code, until the Attorney General appoints
an indiwvidual to hold the position of Deputy Assistant At-
torney General for Computer Crime and Intellectual Prop-
erty under that section.

(2) The mdividual first appointed as Deputy Assistant
Attorney General for Computer Crime and Intellectual
Property after the date of the enactment of this Act may
be the individual who holds the position of head of the Com-

o 00 N1 N Ut B W N

puter Crime and Intellectual Property Section of the De-

—_
(==}

partment of Justice as of that date.

[w—
[y

(¢) AUTHORIZATION OF APPROPRIATIONS FOR

—
[\

CCIPS.D There is hereby authorized to be appropriated for

et
(W8]

the Department of Justice for fiscal year 2001, $5,000,000

[a—y
n

Jor the Computer Crime and Intellectual Property Section

—
W

of the Department for purposes of the discharge of the duties

i
(@)

of the Deputy Assistant Attorney General for Computer

—
~J

Crime and Intellectual Property under section 507a of title
28, United States Code (as so added), during that fiscal

—_ =
O o0

year.

.}
o

SEC. 3. DETERRENCE AND PREVENTION OF FRAUD, ABUSE,

Q]
—

AND CRIMINAL ACTS IN CONNECTION WITH

N
[\

COMPUTERS.

N
w

(@) CLARIFICATION OF PROTECTION OF PROTECTED

)
g

CoMPUTERS.P Subsection (a)(5) of section 1030 of title 18,

[\
h

United States Code, is amendedP
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1 (1) by imserting “(3)" after “(A)";

2 (2) by redesignated subparagraphs (B) and (C)

3 as clauses (it) and (411), respectively, of subparagraph

4 @) |

5 (3) by adding “and" at the end of clause (vit),

6 as so redesignated; and

7 (4) by adding at the end the following new sub-

8 paragraph:

9 “(B) the conduct described in clause (i), (it), or
10 (1i1) of subparagraph (4) caused (or, in the case of
11 an attempted offense, would, if completed, have
12 caused)D
13 Y3) loss to 1 or more persons during any
14 1-year period (including loss resulting from a re-
15 lated course of conduct affecting 1 or more other
16 protected computers) aggregating ot least $5,000
17 wn value;

18 “i1) the modification or impairment, or
19 potential modification or impairment, of the
20 medical examination, diagnosis, treatment, or
21 care of 1 or more imdividuals;

22 “4i1) physical injury to any person;

23 (i) a threat to public health or safety; or
24 W) damage affecting a computer system
25 used by or for a government entity in further-
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1 ance of the adminmistration of justice, national
2 defense, or national security;".
3 (b) PrOTECTION FrOM EXTORTION.D Subsection
4 (a)(7) of that section is amended by striking °, firm, asso-
S ciation, educational institution, financial imstitution, gov-
6 ernmental entity, or other legal entity,".
7 (c) PENALTIES.D Subsection (c) of that section 1is
& amendedD
9 (1) in paragraph (2)D
10 (4) in subparagraph (A)D
11 (1) by inserting “except as provided in
12 subparagraph (B)," before “u fine'';
13 (1) by striking “(a)(5)(C)" and insert-
14 g Ya)(5)(A)6)"; and
15 (131) by striking “and" at the end;
16 (B) in subparagraph (B), by inserting “or
17 an attempt to commit an offense punishable
18 under this subparagraph,' after “subsection
19 (@)(2)," in the matter preceding clause (i); and
20 (C) in subparagraph (C), by striking “and"
21 at the end;
22 (2) in paragraph (3)P
23 A) by striking °, (@)(5)(4), (a)(5)(B),"
24 both places it appears; and
25 (B) by striking “und" at the end; and
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1 (3) by adding at the end the following new para-

2 graphs:

3 V4)(A) a fine under this title, imprisonment for

4 not more than 10 years, or both, in the case of an of-

5 fense under subsection (a)(5)(4)(), or an attempt to

6 commit an offense pumishable under this subpara-

7 graph;

8 (B) a fine under this title, imprisonment for

9 not more than 5 years, or both, in the case of an of-
10 fense under subsection (a)(5)(4)(i), or an attempt to
11 commit anm offense punishable under this subpara-
12 graph;
13 (C) a fine under this title, imprisonment for
14 not more than 20 years, or both, in the case of an of-
15 Sfense under subsection (a)(5)(A4)(i) or (a)(5)(A)(i1), or
16 an aftempt to commit an offense punishable under
17 this subparagraph, that occurs after a conviction for
18 another offense under this section; and
19 (5) in the case of any felony offense under this
20 section, at the discretion of the court, termination of
21 and weligibility for any financial assistance for edu-
22 cation at a post-secondary institution that is avail-
23 able under Federal law, which punishiment shall be
24 addition to any other punishment described in this
25 subsection.".
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1 (d) DEFINITIONS.D Subsection (e) of that section s

amendedD
(1) in paragraph (2)(B), by inserting *, includ-
g a computer located outside the United States' be-

2

3

4

5 Jore the semacolon;
6 (2) in paragraph (7), by striking “ond'" ot the
7 end;

8 (3) by striking paragraph (8) and inserting the
9

Jollowing new paragraph (8):

10 (8) the term damage' means any impairment
11 to the wntegrity or avarlability of data, a program, o
12 system, or information;"
13 (4) in paragraph (9), by striking the period at
14 the end and inserting o semicolon; and
15 (5) by adding at the end the following new para-
16 graphs:
17 (10) the term conviction' shall includeP
18 4) an adjudication of juvenile delin-
19 quency for a volation of this section; and
20 (B) a conviction under the low of any
21 State for a crime punishable by imprisonment
22 Jor more than 1 year, an element of which is un-
23 authorized access, or exceeding authorized access,
24 to a computer;
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1 (11) the term Tloss' means any reasonable cost
2 to any victim, including the cost of responding to an
3 offense, conducting a damage assessment, and restor-
4 wng the data, program, system, or information to its
5 condition prior to the offense, and any revenue lost,
6 cost incurred, or other consequential damages in-
7 curred because of interruption of service;

8 ‘(12) the term ‘person’ means any individual,
9 firm, corporation, educational institution, financial
10 wnstitution, governmental entity, or legal or other en-
11 tity;"".

12 (e) DAMAGES IN CrviL, ACTIONS.D Subsection (g) of

13 that section 1s amendedd

14 (1) by striking the second sentence and inserting
15 the following new sentences: “A suit for a violation of
16 subsection (a)(5) may be brought only if the conduct
17 mvolves one of the fuctors enumerated tn subsection
18 (@)(5)(B). Damages for a wviolation involving only
19 conduct described im subsection (a)(5)(B)(i) are lim-
20 ited to economic damages."; and

21 (2) by adding at the end the following new sen-
22 tence: “No action may be brought under this sub-
23 section for the megligent design or manufacture of
24 computer  hardware,  computer  software,  or
25 Sirmware."".
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SEC. 4. CRIMINAL AND CIVIL FORFEITURE FOR COMPUTER

1

2 FRAUD AND ABUSE.

3 (a) CRIMINAL FORFEITURE.D Section 1030 of title 18,
4 United States Code, as amended by section 102 of this Act,
5 1s further amendedP

6 (1) by redesignating subsection (h) as subsection
7 (1); and

8 (2) by wnserting after subsection (g) the following
9 new subsectron (h):

10 “(h)(1) The court, in imposing sentence on any person
11 convicted of a violation of this section, shall order, in addi-
12 tion to any other sentence imposed and irrespective of any

13 provision of State law, that such person forfeit to the United

14 Statesb

15 (4) the interest of such person in any personal
16 property that was used or intended to be used to com-
17 mat or to facilitate the commission of such violation;
18 and

19 “(B) any property, whether real or persondl,
20 constituting or derived from any proceeds that such
21 person obtained, whether directly or indirectly, as a
22 result of such violation.

23 (2) The criminal forfeiture of property under this

24 subsection, any seizure and disposition thereof, and any ad-
25 manmistrative or judicial proceeding relating thereto, shall

26 be governed by the provisions of section 413 of the Com-
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1 prehensive Drug Abuse Prevention and Control Act of 1970

2 (21 U.B.C. 853), except subsection (d) of that section.".

3 (b) CrviL, FORFEITURE.D That section, as amended by
4 subsection (a) of this section, is further amended by insert-
5 ng after subsection (k) the following new subsection (i):

6 “(2)(1) The following shall be subject to forfeiture to
7 the United States, and no property right shall exist in them:

8 (A) Any personal property that is used or in-
9 tended to be used to commat or to facilitate the com-
10 mission of any violation of this section.
11 (B) Any property, whether real or personal,
12 that constitutes or is derived from proceeds traceable
13 to any wviolation of this section.
14 “(2) The provisions of chapter 46 of this title relating

15 fo civil forfeiture shall apply to any seizure or civil for-
16 feiture under this subsection.".

17 SEC. 5. ENHANCED COORDINATION OF FEDERAL AGENCIES.

18 Section 1030(d) of title 18, United States Code, is
19 amendedDd
20 (1) by striking “subsections (a)(2)(4), (a)(2)(B),
21 (@)(3), (a)(4), (@)(5), and (a)(6) of"; and
22 (2) by striking “which shall be entered into by"
23 and inserting “between''.
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1 SEC. 6. JUVENILE INVOLVEMENT IN COMPUTER CRIMES.

2 Section 5032 of title 18, United States Code, is amend-

3 ed in clause (3) of the first undesignated paragraphd

4 (1) by striking “or section 1002(a)" and insert-

5 ing “section 1002(a)"; and

6 (2) by imserting after “of this title," the fol-

7 lowing: “or is a wviolation of section 1030(a)(1),

8 (@)(2)(B), (a)(3), or (a)(5)(A)(i) of this title,".

9 SEC. 7. ADDITIONAL DEFENSE TO CIVIL ACTIONS RELATING
10 TO PRESERVING RECORDS IN RESPONSE TO
11 GOVERNMENT REQUESTS.

12 Section 2707(e)(1) of title 18, United States Code, is

13 wmended by inserting after “or statutory authorization'' the
14 following: “including a request of o governmental entity
15 wunder section 2703(f) of this title)".

16 SEC. 8. AUTHORITY TO INTERCEPT WIRE, ORAL, AND ELEC-

17 TRONIC COMMUNICATIONS RELATING TO
18 COMPUTER FRAUD AND ABUSE.
19 Section 2516(1)(c) of title 18, United States Code, is

20 amended by striking “ond section 1341 (relating to mail
21 fraud)," and inserting “Section 1341 (relating to mail
22 fraud), a felony violation of section 1030 (relating to com-
23 puter fraud and abuse),".
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SEC. 9. FORFEITURE OF DEVICES USED IN COMPUTER

SOFTWARE COUNTERFEITING AND INTELLEC-
TUAL PROPERTY THEFT.

(a) IN GENERAL.D Section 2318(d) of title 18, United

1

2

3

4

5 States Code, is amendedd
6 (1) by wmserting “(1)" before “When";

7 (2) in paragraph (1), as so designated, by insert-
8 g °, and of any replicator or other device or thing
9 used to copy or produce the computer program or

10 other item to which the counterfeit labels have been af

11 fized or which were intended to have had such labels
12 affized" before the period; and

13 (3) by adding at the end the following:

14 “(2) The forfeiture of property under this section, in-

15 cluding any seizure and disposition of the property, and

16 any related judicial or administrative proceeding, shall be

17 governed by the provisions of section 413 (other than sub-

18 section (d) of that section) of the Comprehensive Drug Abuse

19 Prevention and Control Act of 1970 (21 U.S.C. 853).".

20 (b) CoNFORMING AMENDMENT.P Section 492 of such

21 title is amended in the first undesignated paragraph by

22 striking “or 1720," and inserting *, 1720, or 2318".

23 SEC. 10. SENTENCING DIRECTIVES FOR COMPUTER

24 CRIMES.

25 (a) AMENDMENT OF SENTENCING GUIDELINES RELAT-

26 ING T0 CERTAIN COMPUTER CRIMES.D Pursuant to its au-
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1 thority under section 994(p) of title 28, United States Code,
2 the United States Sentencing Commission shall amend the
3 Federal sentencing guidelines amd, if appropriate, shall
4 promulgate guidelines or policy statements or amend exist-
5 ing policy statements to addressD

6 (1) the potential and actual loss resulting from
7 an offense under section 1030 of title 18, United
8 States Code (as amended by this Act);

9 (2) the level of sophastication and planning in-
10 volved n such an offense;
11 (3) the growing incidence of offenses under such
12 subsections and the need to provide an effective deter-
13 rent against such offenses;
14 (4) whether or not such an offense was com-
15 mitted for purposes of commercial advantage or pri-
16 vate financial benefit;

17 (5) whether or not the defendant involved a juve-
18 nile in the commission of such an offense;
19 (6) whether or not the defendant acted with ma-
20 licious intent to cause harm wn committing such an
21 offense;
22 (7) the extent to which such an offense violated
23 the privacy rights of individuals harmed by the of

24 fense; and

S 2448 RS

HeinOnline -- 7 Bernard D. Reams, Jr., Law of E-SIGN: A Legislative History of the Electronic Signaturesin Global and National
Commerce Act, Public Law No. 106-229 (2000) 86 2002



87

(8) any other factor the Commission considers
appropriate in connection with any amendments

made by this Act with regard to such subsections.
(b) AMENDMENT OF SENTENCING GUIDELINES RELAT-
ING TO CERTAIN COMPUTER FRAUD AND ABUSE.D Pursu-
ant to its authority under section 994(p) of title 28, United
States Code, the United States Sentencing Commission

shall amend the Federal sentencing guidelines to ensure that
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N
—

ciently stringent penalties to deter and punish persons who
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intentionally use encryption in commection with the com-
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misston or concealment of criminal acts sentenced under the

)
N

guidelines.
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1 (d) EMERGENCY AUTHORITY.P The Commission may
promulgate the guidelines or amendments provided for
under this section in accordance with the procedures set
Jorth in section 21(a) of the Sentencing Act of 1987, as
though the authority under that Act had not expired.

COMPUTER CRIME ENFORCEMENT AND ES-

2
3
4
5
6 SEC. 11. ASSISTANCE TO FEDERAL, STATE, AND LOCAL
7
8 TABLISHMENT OF NATIONAL CYBER CRIME
9

TECHNICAL SUPPORT CENTER.

10 (a) NATIONAL CYBER CRIME TECHNICAL SUPPORT
11 CENTER.D

12 (1) CONSTRUCTION REQUIRED.D The Director of
13 the Federal Bureaw of Investigation shall provide for
14 the construction and equipping of the technical sup-
15 port center of the Federal Bureau of Investigation re-

16 ferred to in section 811(a)(1)(A) of the Antiterrorism

17 and Effective Death Penalty Act of 1996 (Public Law
18 104:439; 110 Stat. 1319; 28 U.8.C. 531 note).

19 (2) Naming.D The techwical support center con-
20 structed and equipped under paragraph (1) shall be
21 known as the “National Cyber Crime Technical Sup-
22 port Center''.

23 (3) FUNCTIONS.D In addition to any other au-

24 thorized functions, the functions of the National Cyber
25 Crime Technical Support Center shall beP
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1 (4) to serve as a centralized technical re-
2 source for Federal, State, and local law enforce-
3 ment and to provide technical assistance in the
4 investigation of computer-related criminal ac-
5 twities;
6 (B) to assist Federal, State, and local law
7 enforcement in enforcing Federal, State, and
8 local criminal lows relating to computer-related
9 crime;
10 (C) to provide training and education for
11 Federal, State, and local law enforcement per-
12 somnel regarding investigative technologies and
13 Jorensic analyses pertaining to computer-related
14 crime;
15 (D) to conduct research and to develop tech-
16 nologies for assistance tm wmvestigations and fo-
17 rensic analyses of evidence related to computer-
18 related crimes;
19 (E) to facilitate and promote efficiencies in
20 the sharing of Federal law enforcement expertise,
21 mwestigative technologies, and forensic analysis
22 pertaining to computer-related crime with State
23 and local law enforcement personnel, prosecutors,
24 regional computer forensic laboratories, and
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1 multyurisdictional computer crime task forces;
2 and
3 (F) to carry out such other activities as the
4 Director constders appropriate.
5 (b) DEVELOPMENT AND SUPPORT OF COMPUTER Fo-
6 RENSIC AcTviTIES.D The Director shall take appropriate
7 actions to develop of least 10 regional computer forensic
8 laboratories, and to provide support, education, and assist-
9 ance for existing computer forensic laboratories, in order
10 that such computer forensic laboratories have the
11 capabilityD
12 (1) to provide forensic examinations with
13 respect to seized or intercepted computer evidence
14 relating to criminal activity;
15 (2) to provide training and education for
16 Federal, State, and local law enforcement per-
17 sonnel and prosecutors regarding investigations,
18 Jorensic analyses, and prosecutions of computer-
19 related crime;
20 (3) to assist Federal, State, and local law
21 enforcement in enforcing Federal, State, and
22 local crimimal laws relating to computer-related
23 crime;
24 (4) to facilitate and promote the sharing of
25 Federal law enforcement expertise and informa-
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1 tion about the wnwvestigation, analysis, and pros-

2 ecution of computer-related crime with State and

3 local law enforcement personnel and prosecutors,
4 including the use of wwllvjurisdictional task

5 Jforces; and

6 (5) to carry out such other activities as the

7 Director considers appropriate.

8 (c) AUTHORIZATION OF APPROPRIATIONS.P

9 (1) AuTHORIZATION.D There 1is hereby author-
10 1eed to be appropriated for fiscal year 2001,
11 $100,000,000 for purposes of carrying out this sec-
12 teon, of whach $20,000,000 shall be available solely for
13 activities under subsection (b).
14 (2) AVAILABILITY.D Amounts appropriated pur-
15 suant to the authorization of appropriations in para-
16 graph (1) shall remain available until expended.
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