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Calendar No. 941
106TH CONGRESS

2 SESSION 2448
To enhance the protections of the Internet and the critical infrastructure

of the United States, and for other purposes.

IN THE SENATE OF THE UNITED STATES

APRIL 13, 2000
Mr. HATCH (for himself, Mr. SCHUMER, Mr. ABRAHAM, and Mr. KYL) intro-

duced the following bill; which was read twice and referred to the Com-
mittee on the Judiciary

OCTOBER 5 (legislative day, SEPTEMBER 22), 2000

Reported by Mr. HATCH, with an amendment

[Strike out all after the enacting clause and insert the part printed in italic]

A BILL
To enhance the protections of the Internet and the critical

infrastructure of the United States, and for other purposes.

1 Be it enacted by the Senate and House of Representa-

2 tives of the United States of America in Congress assembled,

3 SEcnrow -i. sHoRT1 TrrLE; TABLE oF coisENTS.

4 {-4 S11E)R TI+h*. This Aet i-ay be ei-ed f the

5 A'Tteriet Rtegr ftia Gitifieal itfets9taetfe eeti-

6 Aet of 200
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1 0 TABL-E o CONTE.T .D Th table 4f eoetAs for

2 tbie A4 iffe ews:

See -3, Short title tabl of eatitents.

See- I04- Deterrenee end pr evention of f tbnsef nd eriminal nets in een
neefien with eompuitere-

-See -(P0% tpinnld and 1elil fiorfeitape for eofniputer- fraud anRd abuse.
S;ee, 148- EnhaHeed eoordinotion of Federal ageneies.
See-04 Deterring jwene involveaent in eomfpAe eimen
See- 10W. Adiinldfnetfidatoerltn opeevn eeoifa in re-

sponse to govrn mnt request.
Se, 406-. Authorit to intepeept wipe-, oral, and eleetpr onl u~aiesre

lag to eomnputev fraud end abuse.
See -07, Forfeiture of de'Aees u-sed ini eoneputer software eanterfeiting anid inH-

telleetual ppepep the
See. 4-. Senteneing dipeetes for esniputer m
Se. - Assistanee to Federal, Ste, and loenl eofniater etime enforeenasnt

and establishment of Nhatal C-4e eeliieal Suppor
Gentep.

TIPPL D ANTI FRAUD PROTECTIONS

See, 0 Ppoteetiotn fue fradent unsohited eleetponie mn%&

TITLE~ IRE) PRFTAkg ANF CONFIDE NTIALITY PROTECTIONS

See-0 Pivay proteefton esseerAin pen register sand trap and tr-te e-

See-402 Ppiuey proteetion for subsepibers of satellite televAsionsrees
See-. -0,- Ene-ption reporting Peq efien ue-
See -404-. raud in online eeletina and dissemination of personaly identifable

See -9W. Natieinal media eapiignafon publia awiareness regarding oninmesen
- and fipirae5o-

See -906- Frauduent aeeese to personall identiriable intformation,

TITLE P71) NATION-AL SEOU44ITY ADlf QR4I444CA
1rnT ACITDUTT PRTEOmIQN

See -404- Dept Assistant Attor-ne fenereal far Compuate Grie and itellee-
tual Frpepepty

See -40%2- National ifratstreeture Peoteetion Gentep.
Se 4G& IPersontnel eieha-nge programe for eitett!nrstetr preteetion

T9fY-E VP) LNTERNAk~T II OOMIPUTER GRIME ENFORCEMENT

See. -60 Short ftde-
Se N-2- Diselosue f eonpne erine etedenee to foreign law enforeement on&-

thorities relatin toa enforeement of for-eign eoinputer rln
len-S,
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3

See 643- Lkweetigetiw essistate to feeei-ga low enforeeient authoities to ob-
WR sengettef etime erideme velatin to enfareefmet oef oreig
eeomp eree law.

See- 4 Goaut orider to roi4de essistonee to foreign law enfopeeiment eu-
thoitiesr t ment of foreign e at eie

Se,- 605- Limitations on fotrties under eemputer ehme mutual asitanee
agremen.. ts.

See W.- ReiH~vefneei
See S--07 JieW iaemew.
See- 498- Gaorspter ekt mtutual assistanee agreemfens
gee. et'n of edstin "thoit

S6 44O Report to& GengTeea-
See. fh Definitioas

EPITLF' VID 2EVERABILIY

See d Severabil-.

1TITLE I CYRER HACKING
2 sEc m. DETEP.ENcE AND PpREENTION oF' RuD

3 ABUSE, A ND UUN4 A CTS IN1 CONNECTIO

4

5 {a4 PENALTIEC.D) SubSectioni {e4 seetiei 4080 4A

6 ti-4e 4-8- URied Sttes Cede1 is aftendedD

7 04I- i-t .......p kW

8 W-- i-n s -b" . .....

9 (4 by inseptn rgeepta ppeiAded ii

11 k*byegtpu-n Ed-lt the efid

12 {B ' &uping - -B-)'i by B ise4iii 2:6p

13 af attempt t eesmAt an emfense punishable

14 der tls subpaagraph," "hubseetien

15 (a) (2)," in the matter preceding elanse f td

16 {C3 in {- k%- by stikid

17 n&nd t the en,

S 2448 RS
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4

2 {A} by strikdn -7~E~*) (a)(5)(T3),

3 both pisees it appears, and

4 {B by sA 4d'ea faeedd

5 by addin at the end the foll

7 "4)eA) eseept as pro.ded Md-n

8 B*cfine nider thiR ftbe i prisonet fo

9 niee th-yeas, -e- el,- , in the ease of -nffeise

10 inder snbseetient {a-(5)A or {)-(5)-(B} wbieh doesa

11 net aeeuie after -a eon~etioni forp another offentse

12 ander tis seetien, or fan attetupt t-& eoiaa-t anf of-

13 fenso punishable undef t isuhpvag .....

14 -e- ft fine nsder -t tige , i---oya at for

15 f,4 - -i-)-1 yeas b -th-, l ease ofan

16 offense niader- subseetioni {a)+(A* orP *a*+( po

17 an tt enipt to eonun-.fit anf offense punishable unider

18 thi sap-a-p- AD-

19 .r!i the defenRdanlt usedT orP attenipted to

20 ulsey a persofl lessa than 4- years of age to eom-i

21 iiiAthe effenise;or

22 . 2Hi the offenise eansed {er-, inR the ease of

23 an attem.pted off-ese, would, if e...leted have

24 ea.,sed).

S 2448 RS
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1 - to eotme e ire pesoi dfr-

2 iag aiay one-y;er peeled (ineluding le r--

3 suhing from a related etirse of eanidat

4 &ffeetiig one op me-re ether preteeted eoi-

5-
6

7 n2I}teaedifleatio- or iffipairment

8 or potential modifimeati e or lpairmief4tof

9 the i-nedieal nmnto diagnosis, treat-

10 men#. or eare ef one or more .........a.e

11 - physleal ii rn t f-ny person;

12 a threat to p41 ie health or

13 saaty er

14 .2(}damiage affetng -a eontputer-

15 system used by or ff ft gevernment eaty

16 in fiu-heraee of the aiitP44 d±±ejus-

17 tiee¥ national defeas or. n-oial seerity.

18 2 2C a anennder thshtte 7y i m i o-net forF

19 net mere than 1- yes, or both, in the ease of an

20 offense na-der- subseetion (a)-(5}(A} or a){+B or

21 a- attempt to eoftffet t-n oMse punishable nd

22 thi ....s-" ..........

23 4 would othernMse be purnishable nder

24 *u paf p A-)- ftnd

S 2448 RS
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6

1 -!(R4 oeeius aft-r a eenzietien fe another

2 offense under- sftbseetieni {a)-(59-(A or- (a}(39-(B}

3 fer wlieh the defendant was puniished unider

4 subpaagraph A d

5 4 fi ±e. ndeitt4 1e fi nn so.e.it for

6 noetntretha-20lyea b- thin-theeaseofant

7 offenise utnde-r sebseetionl (a)-(5)-(W or (a){(B or) ia

8 anf attempt t& eonuni n ffense puinishable umder

9 thia aptegfp- ht

10 -i} would otheni~se be punishable unader

11 &b~arp B- fi

12 (ii etws atftr a eornetion for another

13 offense under subseetiou (a)(5)(A} or{

14 for whieh the defendant was punished nde

15 subpragrph and

16 -5 in the ease o f aey offenise under this

17 seetiot a the diseretien of the eonrt- terfihatian ef

18 and inehgbilityf - any fiaaneial assistanee for post-

19 seend edeation thatt isa av-ailble under Federal

20 laws, whieh puish.en shal be in addition to any

21 other puanishffent deseribed ini thisi stbseetio-ft

22 0b} D-EFfNTIONZ.D SabSetin ke of thaft Seetion i-s,

23 afendedD-

S 2448 RS
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7

1 k14n parapah ( B ), bhyisetifig",ineud-

2 itg -a eompaterP leeated o'tside the United Staes2

3 before the seieolon-

4 W }in Pffgrah0,by st-PldR gefnd" athe

5 euds

6 {34 by stip'" ... ... d... i .... rtsig-i ig he

7 fowifg new pa~ragpaph kg)

8 -(} the term .amage'- means a ..y i .pairm..ent

9 te the integrit or avaitabit of dta- , at progpaiE a

10 sy4eni7 or inaformation;

11 {4ii P f .... by st ngthe peied

12 the enfd and iserting -a senmieaoRon anhd

13 {4- by adding t the end the fo o gne

14 ........ hs

15 2%Q the term "Oonvietion' sha inde an ad-

16 jadleation of jiwenile delinqeey fore a 4oatin of

17 -thi seet4in,

18 24444 the tem .i4os means any reasonable ees4

19 t& any ietim- i~i h e fiepfdut i

20 off-ens eondnetifg a damage assessftet fand fe-

21 storing the d a prograni, systent or ir4forratiea te

22 its eontionf prior to the offense, fad anfy re-rennae

23 lest eos ineuret e other eoseq netiat dam...ages

24 inerred beeaa se of itefaption ef serwee,

S 2448 RS
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8

1 4(1-2) the terfm pers ileans anfly per-e,

2 firm-, edueatieial institttieti fiiineieal nttsin

3 governineftt enftit=4 er- ether enfty-,"

4 {e}4 D ±+e-s i* Oivri ACeTIONW;D Subsectin Wg} ef

5 that seetieia is amfended int the seeend sentenee by stiking

6 Thnzeli~ng dam~fage"' anfd all that fellews treugh the en~d

7 a ...d in.serting -e sseein - sha he t-itm ed tess

8 unl~ess enlieh aetien ineledes einse of the elemfents set fertli

9 in selases II t.e.. oef seetien e

10 (49- CEITIFICATION.D Thaft, seetien is further

11 mteD
12 k.4, by.,eei-,ao,.,n &Aeei--' kh a_/ ab-/

13 seetieni i}.antfd

14 (24 by inse-ti after- smabseetien {g} the feb-

15 letwing ne s-bseetien 0+±

16 "( (l(1) AR ff-ease, er an att4mpt ta eeRnit anR of-

17 fnstinder sbseetien (a)(5)(.A), (a)-(5)(B) . la (a)6 (),(Q)

18 shea net he preeeeded against under this seetien unlessD-

19 -11W the off-ense is punishable tinder- sabseetin

20 (e){(4)(B); or

21 -!B4 the melted States Atterney eertifes te& the

22 apprepriate distriet eenrt4 of the JUnited States that

23 there is f, enbetaii Federal interest int the offenise

24 that warrpants the eiereise of Federal jniisdietieni

25 ev~er the offense.

S 2448 RS
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1 2 A eertifieatien ader paragraph (.. (){ shall nt

2 be e.ewable by anpy eent.

3 43(3- 'The Attone . e..e.al shal Ant4 to& O .g.ess

4 en far aftnial basis -a reporit ont the nuamber of proseeations

5 na-dertaken nade pfgrp (1)-(B) daingf the year re

6 eeding the year in wieh sa-eh repet ie subm-ittedY-

7 sEc. 4o2. cR~hmTA AND cpiVL am .cl~ p~ o

8 :PU4'R FRA-UD AND ABUSE.

9 (a> CRIMNAL FoRtFEITURE.D) Scotion 403O of title

10 4- UBed States Gde s a ended by seetion 1-01 of fis

11 Aet, ina furpther anendedD
12 {-1-) by i-dsfai-' k-g ....... iei kh ...*f" t)s &ab-

13 seetien 0, an-d

14 (2) by inserting affe siabseetin (g+ the fob-

15 loving new subseetion 0+

16 "h)(1) The eenrt, in iposing sentenee on any p -

17 son eo..ieted of at...lation of tiAe seetiai, shall of&d,

18 in, addii to anyf oterl- seiatentee hnposed anld irrespeete

19 of any p esion of State law- th4 sfaeh pefson foifeit to

20 the Uited StateD-

21 -2--)- the inte-rest of sneh persaon in fay prep-

22 erty whether- real orP persalja4 thatt was nesed oa- R

23 tended to he e e t eo or to faeilAte the eon±-

24 niissien of fneh vila-tiol and

S 2448 RS
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1 4B( aniy piroepr - whether real orp persofia4

2 eonstit..tig or derived frot any proeeeds ithat sneh

3 persoa obtainied7 whether direety or .idireet a -a

4 r-esult of sasih -Aolatiofi.

5 2k24 The eitinal forfeitue of pr-opert unider tis

6 subseetio, any seizufe and dispositio n theref- ani.d amy

7 aCi'.istrn' or j.dieia. poeeeding relating therete sha

8 be govered by the provisions of seetion 41 of the GCoe-

9 prehenisive Druag Abuse Preventiona anfd gon-trol Aet of

10 197 4 W-1 TS7  &W, e-eep- subseetion (4 of that see-
11 to~

12 b} .... FOR.ITUIE.D. That seetion 7 as anended

13 by absee4aion (a of this seetioi, is fRather atieided by

14 isertn afterf ubseetioni (4 the felloian new subseetion

15%

16 "(i)(1) The followig shA be sutbjeet to forfeiture to

17 -the Uiited States, and n proper -Ig sha et in

18 thenii

19 -%A} Ay properF, whether real or persota. ,

20 tais s ..edo e dedt e sdoeontmm or te

21 faeiiitate the enisonof anfy violationi of thisf see-

22 tiore

23 2 B} Aty property, whether eal or person.al,

24 that eonsitates or is derivedfn preeeds traee

25 atble toa aniy violation of this sieetioe

S 2448 RS
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1 22(24 ke piro-isiaon of ehapter 4G of t4is title relating

2 te ei*'i forfCeitfre &ltapply te eny eene or eivi f -

3 feitfe under this sabseetin.".

4 SEC. 102- ENTM CED GOpppnpTIO OfFl? FEDERA4L AGEN-

5 GWS.

6 Section 1030(d) of title I-8- United States Qode-, is

7 aendef-

8 k-14 by striking T Abseetienis (a){(2)(A),

9 (a) 2) 13,(a* ) ( a)~ 4),() (5), anfd (a){64 f and

10 (W- by strikin 'rliieh shall be entered it-e by-

11 a"d insertin 4'"etwee..

12 sECW 14 DETERRwG JUvENT E Pwr.v,_ i N Com-

13 iaT c &s.

14 Section 5082 of title Ir8, United States Gede5 is

15 .ai~a ....... el-s .....tefi- uneigae

16 aagaP

17 k14 by strhikin g% section 1002(a)L and iniser-

18 i-ng eeti 1002(a); and

19 (24 by inserting after f th 4isa title12- the fel-

20 low"ingt Thseetion 13a*i(a+(2+(Bh, (a)(3),

21 (a)(53()( ), er (a)(5)}(A)}(ii) of this tMte,' ,-

S 2448 RS
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1 SEC. 4O)5- AflDI7TOTAT DEFENSE TO4 Cnfl ACTIONS RIM-

2 ING TO -RSRVW RECORDS IN RESPONSE

3 TO OENE RQET

4 Seetie , 2707(e) of title 48-t, I±Aed Staes Gedt is

5 ....aededD-

6 k44 byr edesigaathg paarps% tA d{84as

7 paragraphs %3 and k4)- respeetkvely and

8 {2} by bioertin afterf paragraph kl the fob-9... lfig ie ......... k24

10 -~2 2a ieffest efft avefi ent~tiadev

11 enh73(f e e".

12 SEC. 44&r AUTHORITY TO INTERCEPT WIRE 7 ORAL, AND

13 EILECTROMG cor. .T mA'1'IrTu RELAGTW

14 TO CO RTER FPAD AND ABUSE.

15 Seetion 2-5-16{(e) of 4e 48- tAed States ode,

16 is am.ended by stiki -a seetien +841- (rai to mal

17 &aad)4" end inserin Tsetien 1841 (relating to mail

18 fratid) at feloniy -iolation of seetiont 1080reatn to& eom-

19 p ter fraud ad abuse),".

20 SEC 7 OR~-F-2MM OF DEVCES USED IN COMPUTER

21 SOnTW.A Oi NEPFIW ±AND INTL-

22 LE -C-IW PROPER THFT

23 {-a4 k* CEirRAL.D Section~q 2818(d) - of , titl 8-,

24 Uniited States ode, is amieded-

25 4-) by insering . before ,.he.

S 2448 RS
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1 k24nitpah~asso-,dteeg ±ated by in-

2 serin ", and- ef aniiy irephieetor or ether de-4ee or

3 thing used to eopy or proeduee the eonfipumter proegraff

4 or ether itent t& iieh the eeunterfeit labels have

5 been affined or whieh were intended to have hfd

6 sueh labe affied" before the pepid; and

7 (34 byaddingatthe erdthe fellwng

8 24 T forfeiture of proper- under this seetion in-

9 ehing any seizure and disposition of the piper end

10 any related jadieia or adni.ist.atie .peeeding, shall be

11 go.vern.ed by the prosionas of seetion 414 (other tha sA-

12 seetion (44 of that seetion} of the Coffprehenisie Drug

13 Abuse Preention etd Gontl Aet of 4970 (4 UTSC 7

14 853)."

15 (1 4 "e.o*..... A.ENMENT.D Setio. 492 o

16 sush title is aiiended inR the ftat einae parpagaph

17 by stridung %r 1720,"' anid iserting - 4720-, or 31"

18 SEC. Io& SENTENCINGf DMCTK. FOR COMPlUER

19 cR - s.

20 (a nG'-&F *4*++- --4DINe E-

21 h*TF{NG - G CMIN- COMP-UTER CDIIEg.D Puronant to

22 its athor. under seetiont 99 4 (p) of title 2S, Uited

23 States Code7, the Tited States Sentenaeing Conu isiioi

24 shall amiend the Federpal seiiteaeig guidelinies and;, if a-.

S 2448 RS
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1 propr ate5 s arnulgate giiidehinee or polley staemfents

2 or- amenad enisting polley statements to eddres#-)

3 k14 the potetia and ata esr esulting fro

4 an off-ese under sectin 4-0 of title S- Thied

5 States Gode -as aeanded by seetioi 0I of this
6

7 (24 the level o f sophisteicai anfd planning in-

8 okted in seh a o ff-ese;

9 k84 the gowing imeidcnee of offenses under

10 su-eh subsectionts and4 the need to proveide atn effectiv

11 dee.ent again sue offese;

12 -4 whether o- at sueh f offense was aom-

13 mitted for prposes of com-mercial advantage or pri-

14 vat-e financial bcnefit

15 (54 whether or niot the defenidant inved a ju-

16 veie in the com *iion f such a off-ense;

17 q4 wheter or nt the defen dat aeted wt h

18 mfaliios intenft toe cause haun ini committing such

19 affenise;

20 k74 the en to wic.h uc...h ai offense ieoloted

21 the privacy rghts of individaals harmed by the of-

22 fense;, andt

23 84 any ether faetor the Coimniaion considers

24 apprpiae in: eometion with ay a .mendm.enAs

25 made by thi Act with regard to such subsectionas.

S 2448 RS
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1 94 Aw Eia*HvT o- SENToEN & ent{E*Rn

2 bi* t ! f46- & GRn!AI*++ COmP-ElR FRAUDh AND AB4JSHE)T

3 Pnrsuant to its a thei nder seetteni 994(p) of ti&l 48-

4 Uiitbed sttes Q&& , the United States Senateneing Qo-

5 mgissiona shall aniaend the Federal senteiaeing getideliines to

6 eiisfta that ffay i-Rdii~dal eomi eted of -a iAolationa of see-

7 tion12{n-9}(+ii of title 418- Unted States Gede {as

8 se amededn, e- be sabjeeted t& appropriate penalties

9 wi-fthou regard to fay n..an.datE a..i..... te-m Of hia-

10 pfl*omfut.

11 94 AMENDTMENT. OP SH*~v~r±?si Ei Gu400t4i* s R-

12 LTmI- -& S * O-PEuC zxro'.DPurat to its af-

13 t-hai aiader seetion 994(p) of title 2-8, :Uie St-aes

14 Gode-, the Uihted States Senteieiig Conti-issiena shal

15 amend the Federal seiaenein g idelines and. . if app..-

16 p-riate, shall p..mngate guidelines or poliey statetnats or

17 -amend edstiag poey statem'ents to enisue that the guide-

18 lines proide snaffieieal stingent penaflties to& deter- a-nd

19 punlaish per-soa who intentionall use enieryptioni in etnee-

20 tiont with the eonaofiissioia or eo)neealnten of epinm~iial ntsf

21 senteneed naider the gaidelinet.

22 -- EA ex y .. ... AiIi.. TY.D The ,oii-issioh m ty

2 pr ..a...gate th-e guidehnes or ame-. ins prveded frff

24 nader tbis seetion in aee.rdaee wit the proeed es se

S 2448 RS
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1 ferth ift seeti 24+0 ef the Senteneing Art f 198-7- ats

2 theagh the anther% tnader- thatt Aet had net e~ired.

3 SEC. 409 ASSTSTA TCE TO FEDERAL, STATE AND LOCAL

4 COMPUTER CR-MM ENOCM T AND ESA-

5 TAnYYQlUNT OVI NATION4AL CYBER-CMM

6 TECH ICAL SUPPORT CENTER.

7 (a4 N TneNAh CY-BW+-CR+H+ T*eIINeeeh SUPPORT-

8 GENTra ,.E)

9 k14 CQNSTRJCTION RIEQUIHED.D The Direeter

10 ef the Federal Btwieea of iwestigatiena shll provide

11 fer the eenistrnetien and4 eqni~piig ef the teehAeal

12 snppert eenter the Federal Btireat of in"estiga

13 te referred te in seet4in 81-(4-(A> 4 the

14 .AAei.eerismf. at Effeetive Death Penak Ae 4

15 19-9-6 {Pulie Law 104E482; 1R4 &4-t 44-12; 29

16 hS7G0. 6-,4 E4+.

17 k24>Nnz. Th teehaiea sftppert eenter

19 ]b-e haivv as. the -2 Natieiial Qyber-Orin e Teehaieal

20 .appert Qeitefr"

21 (2-> FUJNCTIONS.DI additieni te aniy ether? ant-

22 therized feaaeti..s, th e .nefieaT 4A the Natieal

23 be-Orpime Weehnieal Su-ppert Center shal beD-

24 A te serve as a eef.a..... teehle. re-

25 seiee fer Fedea, State- and brat law eiferee
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1 nent and to -p vode teelFiical assistance in t4e

2 inv estigation of crnutpPe iifAial a,-

3 tiviciet

4 {} t-& assist Federal, St-ate5 anfd local law

5 enfoareent inR enforcing Federpal, State-, and

6 keeimiAnal laws relati t-&o mpte eae

7 ene

8 k40 to provide training fnd edueation for

9 FederalT Stat-e5 anfd keeld law enforeent per--

10 seenele r-ega-rding investigative teebaiiqfaes andA

11 forensic aalyses pertaining to com.puter- elat

12 criee

13 {D} to conaduct r-esearc and to develop

14 techlotlogies for .asistanee in inestigations and

15 foensic analyses of evidence veated-& ean-

16 p.ter related c rAes;

17 {E9. toa facilitate anfd promoete efficienceies in

18 the sharing of Federl law c oreetnent exper-

19 tise andi ifivestigative technoelogies anRd forensic

20 an.alyis peraing te cri...... mel e .es

21 with Sate ntd loa a erfarecement personnel,

22 p .oseeutors -regional computer fensic lahor-

23 tories and .. uajii.sdietienal . co puter i

24 task fo-res; ad
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1 WF to eary oat ne4 ot-her aetizities as

2 -the Direetor eonsiders approppiate.

3 {b} DEVEL 0 PAIE ANT*D3 St P je e F*l_ CO PUTR Fe-

4 RNsie AeTiviT..D The Direetor shal take apropi-ie

5 aetions t- develop t leas4 -Q regional e..p..ter for e.sie

6 laboraries5 anid to p-ro* 44 e siappeit, edueafioft anfd assist-

7 anee for edsthig op.uter .. re.sie laborator.ies, in order

8 that suc-h eonTpeter forensic laborpatories hftrve the-

9 eapablit- -

10 k-} to pro4de forenisicrr onc w ith

11 respeet to seized or- inatercepted eontputerei

12 denee relating to eriminal aetity

13 k24 to praide t-ining and eduea-tio-n f

14 Federal1 State, and local law e4oreeinent per-

15 sonnel andprosecutors regarding iBirestigatiaii&5

16 feasie anady-see, and p-rosecutions of corn-

17 pte - relatd er - ie

18 "'4 to assist Federead State, and loeal law

19 enf..ree.iet in eforing Federal Sta t- and

20 local criminal laws r el i to e..... i.. a

21erie

22 t-4& t faeilitate a-nd promote th e sharing ef

23 Federal law efo.reen cepetise and .i.nrm

24 tio, about the i ...stigatinT an.alysis1 anHd pos-

25 eeutin .of .u.ter.relat. efdcrme wM State
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1 an-d keel4 law et~eeews personniel anfd pros-

2 eeters, ineld,.. the se o *d,,aU....... ra

3 task for-eest and

4 W ta eaP at saeh ut eaetitie ta the

6 GR ANT T- STATE- A-N-- LeW L"- ENOR*' CE

7 ME*T.ED

8 k14 b CENERAL.D Subj.t .t the pevisin s f

10 for the Offiee of Jnastiee Thogrtanfs 4f te Depart

11 fletflt 4 J-astiee shall nrshe at gant t& eaeh State-

12 wh-ie shal be need by the State,- in eonjnnetiena with

13 n-its 4 koea-l goerna.en Sta-te anid eel- eonrt,

14 other States, or eo..bn..tion thereef- t- establish

15 anad develop programs teD-

16 W assist tate and keeld law e".ee.ien

17 agenieles in emiFeing state anfd lee er-iftknal

18 laws relating ta en..te .m* e

19 (B} assist State and keel law enforeenment

20 agenieles in± edneating t-he publie to& prev ent nd

21 iden eo.p.ter e.*.

22 {g eaeate and train Sta-te and le-4 keel

23 ei ...eeiet offees a ..d pro.seents to -ne.et

24 iftestigaon an-fr nieAalses 4 evidenee

25 anad p-reseeutiens 4f eontputerrn
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1 (De assist Sae an. d loefa law- e ..reeme.

2 offeers ad presee.ters ii aeqahing eo... fn te

3 ad other eqaiprsent t e ad.et inzs 'ain

4 and4 feesie analysis of eidentee of eonfintei

5 erime,ad

6 (E} facilitate anfd pretniete effieienieies iii

7 the sharin of Federal Iaw enformenaert etepr-

8 flee and in- fenation A8o4 the wstgatielnj

9 analysis, anfd proasecuation of eonVpi~er ? ne

10 with Sate and rata law etnorcement offieers

11 and preseet.s, including the u se of ....1'-

12 dietional4 task foreear

13 {g AmTurxc er.DTc be eligible to reecke a

14 grant under this sibseetie. -a State -sh provide as-

15 sranees to& the Attorney General thft the StateD-

16 A4- has in efgect lsf at penal e

18 ki4 frfaieent scheffies executed by

19 meanfs of -a comfputer syste orf networ-k;

20 kii)- the nl e.d da.inagi.g. destroy-

21 ingj aterhig 7 deletig removin of can

22 pter software7  e d c . .tained in a

23 ..tp.... eoipter system, com.uter. pr-

24 gra-i 7 or comtiputer naetwork; orP
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1 the iiaw1a interfereiee i~h the

2 aperatie~f erdenial ofaeeeess to a ea-

3 pu-ter-, roafl terv plrogffaaf eaftpte~ sys-

4 tent-, or e&Fmpffter netaerk;

5 kB-} ai assessment of the State anfd lea

6 resouree -ees inehtdig erhwSnal jnstiee re-

7 sonv-ees being de-voeted to the inv,,estiga tiet

8 enf-ereentient of eonipnte crime laws-, ad
9.±L VC -a plii f..et eeef U ff ft .Lepi ga..,.

10 funded ander this subsection :vt ep Peder

11 aty haded teehnieal assistant and trahi pp-

12 grams, .incl..din diiey funded loftl programs

13 sueh ats the Loa Law Enforeemen. Blc

14 Grn program (described under the headin

15 *Wialen±t Urinte Reductioni Pregranias5 state anfd

16 Local Latw Enforeenteu-t Assistaee" of the De-

17 partme..s ef Cofmereo Jusice5, and Sta, the

18 --dii~-., ~fd elte 4eiis.... Appra-p~e ....

19 Aet, 199 (Pablie Law 1@-5tA4-

20 {8} ~,AeA:ei-& Fu*N-e&D-The Federal share ofa

21 gant reeeeived under this subsection nftiy nt eEced

22 00 pereeuef the total costef a program or proposal

23 fun.ded uwnderv t &usety ion ualess the Attorney

24 General waives, whoelly or in patrt5 te requirements

25 of tOda ewga
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1 {-44 GRANTS £-& iNDN- T-RIBES .D N_..ith

2 stading anly ether- peeisiena ef this sabseetieti the

3 Attern y Geieal tay use ainnats r ade available

4 unde-r ti sebseetien te ake gmts te Indian-

5 tribes fep use i eeedanee w t this sabseeftae

6 {5 FNDl E)

7 (4 I* CIJNERAL.D O the amoutE anther-f

9 s2,000 hall be ailable fee grants under

10 tis subseetie-R

11 (-B+ LIMITATIoN.Dt thQe amou~t mfade

12 ava-ilable unde s(aaia )-W te earr eut

13 this abseeti net mare th 9 pereet may be

14 used by the Attorney Geeral fee salries ,ad

15 adtilnistrpatiexnenset.

16 (O} MINIMUMF AJIJNUT.) Iidcss fil eligible

17 applleaiens sntbiltted by any Stal e or nitst ef

18 Ioeal geverninenft within at Stae for -a gpat

19 tunder thi su-seetient hai Fe been fafnded, the

20 State" together- vhth geantiees wihi te S-te

21 (oe htianj IntdianR tribesh, shall be alloeated net

22 less tian 07 4 pereen ef the totald amountA

23 m:fade a-vailable unfder- &A3tg A )- feeP

24 granits pursuaant te this subseetient ex-eept tha

25 the P-ited Stales Virginf Islanidt Antee-iean
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1 Safnea, ttanti and the Nohlern Marinas i-

2 lands eaeh shall he alieeated L-25 pereenit.

3 (o A-UTHORIZATION a&a -APnntRO ITO2--.D

4 1- Au*eTII ZAT!O?,.e There is hey

5 kied te he ftppropiate for fiseel year 2  l

6 $ , 00,0,0., 0.,.' fop f):aa Pu pa ge s ig ear f-i g fffi thia see-

7 ti of wieh 2,00, shall he .aable soely

8 f- aet'ities unde saubseetion (% fnd ef whieh
9 $ 2 ,0 0 , 0 shan b en &i g a l eel .... aet f

10 t _ der sabseeti k,.

11 (2 A.AILABILITY.) A -MEUut3 ar-

12 sant t- the aUthorizatiEn Of ifnai&

13 graph (14 shall reffaint &aglable uil4 eteaend&

14 TITLE It ANT4- A
15 PT'rONS

16 S Ec 2o1- PRorEcFoPN mom r)AFDluLE uNSOTIctThD

17 g',ECwnROMg AIAVn.

1s k4 V4o~h*r-oxz.D Snbscctiont (a of seetioni ION8 of

19 tWe 18 Unied Sates code- a araended by seetion la

20 of iis Aet, is farther anmended by isertig after parp

21 gfa k7 the followi new paragraph (84)

22 4 inentional -an. d witout eenset er a-

23 thoi-za&in of the . .eeipiet initiates thet

24 of an± unsolleited eoereeial eleetroairie miail adver-

25 tisenien ta tone or moraie pr-eteeted eonipters with
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1 k . tt ad-1v isement falsifies e nter

2 net domain, header i&fermation date or Umte 4ep

4

12 o 4i e- a-A Hif adadccion s iel ete id

14 {ip--2- y e.€g ^^--

5 (b9- PuNIZsmENT.D Subsect-io (e}( of thaft seetioit,

6 ease amfended7 isf farthe-r amendedr-

7 tn ffgrtp

8 (*- by insetin i....after - the ease 4f

9 an ofense"; ed

10 *B+ by inser-ting afterf -!an offense pffish-

11 altfd~ if h e&~-

12 -!4 ander subseetioni {a)(S} whiieh results in

13 daimage t fe pro.teeted emput .... n-Rd

14 k24 by adding at the entd the foloawfg new a-b

15 pa gagrap;

16 4E4} int the ease 4f a, #ola-tion 4o sftbseetion

17 (a)(8), aekial ni-ietar lessf end statutor damiages

18 4f+$-5,004 perf ViOlationyt Or enf amant R4 fulP to $40

19 per mfessage per 'delein whieheirer is gi-eater;"

20 (e} DEFINITION,.D Subsection (4 o that seetien7 ais

21 isa-mended, is firther amended by addin gafter paa-

22 gpp -2N ^4 ... ..wfinw aaga.

23 ,.%1 the te±m f nitiates the transmission', is

24 the ease 4f ent nesolieited eomnmereial eleetroniie miail

25 advertisement, mneans to originte the eommiereial
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1 eleetre±Aie mafil advietisemenf t end eseindes the ffe-

2 ens ef any ie.et.e eerapnter seiee whese a-

3 ellities er servees are u-e by another person t&

4 traniltA r-ele-F orthereise handle snlieh adiertise-

5 B±nt

6 214* the term 4eternet demaii' means e spe-

7 i .e eempie system (com..o..ly referred to& at

8 4hestL9 or collection of eompter systems aahed to&

9 e able t be referenced fiom the Internet w4ieh are

10 .ssigied -a speeific geeee point on the item.et

11 (eo.il.tey referred to as af "Internet domai

12 nhamfe' fad registered with an±egt~zte r-eeg-

13 nie by the T-er- indus at s -as .regstrat o

14 iternet domains;

15 2+ the term amelieite"f ei-eial eke-

16 trotie matl advertisemnent' means iy eleetrie mail

17 message or adi isemrent that is part of a plnt pfo-

18 gramn Or enaie odieted to indee parchases of

19 god e seiieesy but des not inclde eleetro....e

20 il "itiated by any person t& others with whom

21 ffa+l person has -a prior rclatfionship, inceludig at

22 prior hasiness relai.ship or eleetro..e mag sent by

23 -a source to r~ecipients where suceh r-ecipicnt, or- their

24 dsigeees. h e at any t 4ime affii...... -ely r-.a.ted

25 toiriee raeies f tha seei,
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1 4wG the terml lAerett hasf the ntieai-ffg giveni

2 that termf inH seetioni 230(f)(1) 4A the Conufffiiiea

3 tiens Aet e -984 -4W TS .&. 2 "

4 TITLE III PPrVACY AND CON-
5 L'IDENTTATl T PROTECTIONS
6 sEc7 a PRACY PRoTECTIoN CONCERNNG PUN EG

7 ISTERS AND TRAF AND TRACE DEVICE&.

8 a- A~&eAh REPoITS.D T text seetionCES.2 of

9 seh tW amended t& &rdfolowst

10 +4k*H -EPORTS.D TeAttorney eiieral shall

11 sn-bmA to Oongvees ont anf aratnfal bfais at report on the

12 eaerfeise 4f the antfheib" nder this ehapter with respeet

13 to penf registers anid trap an~d traee deiiees.

14 -!%h ON-NT 0*s REPORTZ.D Eah epor-t under

15 sabseetin k4) shall set4 forth5- for the period eeve.red by

16 sn-oeh r-eport7 the foliowinigt

17 +4-) The tumberP 4f orderps for- pent registers

18 anfd for tratp ani-d traee d-ees applied for by law en-

19 foreeiient- agenees, and theri- niumfber ni urto of

20 anay etensionis 14 sRh or-der-s.

21 2+ The, ideab and loeationi 4 the investiga-

22 five or law etaoreenitent agene maik-ing eaeh appliea-

23 4Hiom

24 43 The offense speeified ini eaeh order or -ap-

25 pliea-tion, or estension 4f order7
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1 444} The inmber and ntatue o the fafeities of-

2 feeted#.

3 .13 ATPLI-ATION r-e--.'OB E -D Section 84"/Eb+1of

4 suah title is atenddid-

5 k14 by strikk± a the end of paiagraph

6

7 k2) by striking the period at the end of pap-

8 gpaph W}aad insertingandff& ald

9 (>by adding at the end the following new

10

11 224 a deseripti.. n ef the faets on whieh the ee-

12 tifieation desei.e in (4g is based."

13 SEC. 902 PPUWACY PROTE CT4ON FOR SUrSCRIERS OF

14 &TELu T TELE.STON SEPWICES.

15 (a> 4+ CE NEILAL.D Sec-tionB 681 of the Goninnie&-

16 tiee Aet of 19234 W U.SC. 4&44 is a-miended by adding

17 at the eid±the ellwifi .

18 SEC. 631A. P.XVACY OF SUBSCR4BER W.R.AT.. FO.

19 SUBSCM.ERS OF SATELLFlE TEEVI&SON

20 SErqCE.

21 "!W NOTICE T.- &...BsR+ R-E-oAa3-N PESE&N-

22 ALL L N'rnrBILE INFORATION... the tee of en-

23 toingk intan agreem.ent t proide any satellite home

24 i4evAn senrdee ta a siabeeibetad net le-s often than

25 aanaly theeaf-er at satellite ea..er or distiht r4 shall
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1 pfride netiee in the form f ft sep.a.te, writte or eke-

2 troie statetent ta the uabscribe- thLat lea and co-

3 spieous infrms the s.bseriber ofD-

4 %14), the na. hre of perstally i ttifiable ine -

5 mation clleceted or t& be olleceted with respect to

6 the subsciber as -a result the proisi. of suh

7 se-iee a-nd the na-R-e o th-e ue ef su-eh or...a

9 .2-Q the airc freney-, an... d purpose 4 fay

10 dislosurfe thatt may h-e made of suhhfra ioti-

11 eluding a det.ation 4 the types of persans to

12 whom the disclosure may be mde

13 -11W the pen-ed during whicht such i~r~te

14 will be intained by the sateite carAe or dis-

15 tvibntor'

16 2(4-} the tintes ad plaee at whiet he sub-

17 scriber may have access to suc infrmtion in ae-

18 oodanee rt subsectioni {d , a"nd

19 45+ the lintttiatins provided by thi-s section

20 with respec to the collection anid disclosur~e of ifer-

21 mation by te satellite ar-icr or distribuator a-Rd the

22 rg of the sabscriber uider thia seetion t enorce

23 sueh li n 'aion

24 -b} CeHoz*esue* 4-- R ...... Y. I....TF.B..

25 INFOI.IATION-.D
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1 - CENExrAL.D Except as preAded iii: par-

2 gratph {2}. -a satellite earner or distributor shA t

3 use its satellite systent to eilet perso.ally identif"

4 ableitrstm eoneeriAng anyf subseriber withou

5 the prier written ar eleetmroie eanseRt of suel sub-

6 seriber.

7 Z(2} Exce~PnoNi.D satellite eernier or din-

8 tibaa- ay use it satellite oysters t& eoeet iRfer

9 fftation deseribed int pa-agep in h order-PE

10 -24* to ebtaki inforutation neeessar to

11 reider a satellite sei6ee proided by t-e sfat-

12 ellite earrier or distributorP to the subseriher; or

13 24-B to deteet unauthorized reeeption of

14 satellie ccanric~-atica

15 2- DS.o-SU. E-P PE SO*... IDETfir.ABLE

16 INFOR. ATIO.N.D

17 44}IN-OGnNEA.D ieept V pronvded iftpars

18 graph 2% a s4eRite earir or distributaorD

19 Z(A may net diselose persoal idetifi-

20 able iformation -eoeei uay subseriber

21 wihou the prior vffitte or eleetronie enseRt

22 of sueh subseriborr fand

23 B+ sha take fue-l aeti ns as te iee-

24 essa to prevent unauthorized eeeess to sueh
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1 li'friuateiu by f person eer tha e i s ub-

2 scriber or the sellie earier o distrbutor.

3 1+ EXCEPTIONZ.DA saellite errier or di -

4 tribuator mfay disclose itnformatin descr-ibed in peas

5 graph ko*-l if thlie disclosure iso-

6 .... e.ess a y-erder i--eauetu -ale-

7 gifiate businiess arc related te a cabe o-

8 saeHe sef4ee or ather seMree provided by the

9 satelite carrier p dist a.toa t-& the subscribep;

10 *2%B4 t& &t law enforcementt agency pafs:-

11 at te -a warraiit issued unfder the Federal

12 Rules of Criminald Pro edures, r e uae"

13 &tae waranty, a Federal or SWae grand jury

14 subpoenta or- equaislet process authorized by -a

15 Federal or State state, or -a cour-t order

16 issued ini accordanie i4th par-agraph k3)- anfd

17 4G40 -a disclosure of the niamfes anad ad-

18 dresses of subscibers t any other proe ,dei- of

19 satelite sencc or other seioee, ifD-

20 44 te satellie ear-rier- or distribuator

21 hasf proiAdcd the subscribe the Epp-

22 taty to proabibit or- limit such diselosure;

23 and

24 +li+ te disclosur-e does n~ot -revreal,. di-

25 reetl or indireetly-
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1 -11I the e4efftef ay Aei-4gor

2 ether asa by the sabseriber 4f saelie

3 sei-4ee op ether sei-4ee pr..ded by

4 the satellite earnpe-r er distrnibatep enk

5 -2 J4b- Rature ef any trans-

6 aeden atade by the sAbseiber ever

7 the sat4le syste ef the satellite

8 eapier 'er distribtiter7.

9 2%4ceu-we ei~e-a-s-D-

10 +A+ bL~rTATIoNZ,-.D (i) A diselesiare iander

11 ... . (B)aybe iiade eEy

12 .- (1} w4t prier nietee to the s&b-

13 seriber, exeept that delayed wnee may be

14 giire pursuant te seetien 270 4 title 45 T

15 I-Bited States ed, tnd

16 -(1 if the laiw ef&eeient ageney

17 shews thatt t-here is prebable eanse t& be-

18 here that the ifrnmatie seagl is reP

19 evran t a ffa egeii e-Fiaal liwestigaten

20 beig eondu&eted by the ageney-

21 r-ii hn the ease 4 -a State ge'eneta-

22 thenity, nieh a enrt erder shal ft issue if

23 prehibited by the kw 4 &h State.

24 AB- QUASH e* m DIFICATONz.DA ee-- t

25 is&in a eeart erder pursuant t thi par-.
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1 graph7 ont -a motion made promptly by the at

2 eti ean4ep er striuto r, may quasf or mo

3 ify the order if the ifiH ma&ti requaested is ian-

4 . .reasoably el ..... nata-re op if eempli-

5 anaee -aitl the order athenrise would eease anf

6 urora-e nt Nden en the satellite eavier er

7 distributo 7, as the ease may be.

8 (44-& Se..... AeeP±S- ... - ir-0o .ATIor.D A sat-

9 elli-e subseviber sAll be presided eeess t& a4l persoally

10 identifiable in±formation vgdi that subseriber that isf

11 eo.eeted ad maitained by -a satelle efan-r or dis-

12 tribwtor. eah i foration shal be made available to the

13 stbse ier at reasonable t ies an-d at eoneent plaee

14 designated by s....h saelite earner or distributor A st-

15 ellite subseib er shall he p-ra-ided reasoniable opportry

16 to eorreet any error int seh ii~ormatiomi

17 2e RELIEF.L D

18 bn( - artunALD ~ person atggviepved by

19 any aet of at sfteHe earner op distribzut-or in vWa

20 tion of gis seet4in may bpig a eivil aetion in a dis-

21 t-iet eoaptef the Tited States.

22 -n(% DAI*G-a ...- eoS...eDfin any ateo

23 brought underpragrap , the eourt may avard

24 a prevaiing plaiftif aetual damages but nt les

25 than liquidated dam.ages e ..ped at t4e r4te of
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1 440 fcday feieaeh dayfve ,a-tiaeir 1000,

2 whiehever is greaterr

3 ,,(f_ DEFINITIOSS.D In this eeeti0e

4 NI44 DITRBUrTon.D The termf distriba-te# hats

5 the .eanig g n 4that term in seetient 119P(d)-(4) 4

6 title 4-7, Uite ates Gde.

7 . (2 OTHER UERVICE.De) termf .Zer seriz-

8 ieet inteides anfy wiire- eleetrepie7 er radie, eofmam-

9 nicatiens senviee provided using anhy 4W the faeilities

10 f a satellite ea-ner en ditr-ibater that are need in

11 the presien 4f satellite heme eiV h seimee.

12 4 2(2 PBR%-)N*HiY- IDENTIFIABLE {N-F-eR*-

13 ...... he ter ...pe.sea iden.iable irfnta

14 tien! dees net inende an-y eead4 ....... data

15 that des neot ideti partietila persener.

16 ~ 4} SATEnLLITE CARIuR.DTh termff 8atellite

17 ea-rierL ha the meaning gven that term in seetei

18 19 (d)-(6 - title 4 47 -, U .ited tates Cede ..

19 {b} Nen.+e *AWT!! Rn-ePEG T- Uam Aw- Aea*H-

20 na*~....-

21 (1 IIGENERlAL.D Exceept as-, provided int par-p

22 grtph k2- a satellite ea-rier o distvib-ton wie ha-

23 enltered int ag.eem.e.ts refered t in seetien

24 681(a) 4f the Oeam-:aieatiens Aet 4 2  a

25 amienided by saRbseetiena {a)T before the date 4f eniaet-
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1 iimeat of tias Aet- shall prot~vde iffy ±±otiee r-eqaiped

2 under that seeii, ai se ane.ded t subseiber s

3 unfder enel agreemefnt nt later thant 4-8 days fter

4 t hat44e.

5 (2 E.EPTIO..D Paragraph {4 shal lnt

6 apply with respeet teenyf agr-eementt under whieh -a

7 satelte earner or distribAtor was po..i. iinotiee

8 under seetien G31(a( of t Gorfrmfdcati A oft

9 4-4 7 aineffe ei± theday be& ,ethedatefe -

10 aetmentA is Aet, ef saehdat

11 RE 30 ENCRYMP!-ON P.E.POP TG FX-QUME .ME N'S.

12 Seetiot 251-9(2)(b) af tite 1-8-, United States Code;

13 it- amfenided by str~in -2!an (iv)l and iftserti 244 ) the

14 nu.mber of orders in whieh eneryptio was eneointered

15 anfd whether- sueli enery ptiona pretrented law eigforeemenit

16 fim obtaiing the plaiftent of

17 eepte4 psant to any sne-h order7 k} the appro....iate

18 iata-re ..anu. and et of te manpower and othfe ri-

19 sonrees used4 inf obtaiFnn the plainten of intereepted eff

20 munation6s that were eieryfpted, tad (i4)'

21 sEc7 304 FRAu iN oNE CO3TLECTI3N ANID DiSSEmNA

22 TION OF9 P-EmnrrrpTi41,ETI E\TQR

23 MAO ON.

24 Seetioi -OO of tit4e 148, :utte States Code, as

25 amnnded by seetien 402-(b) of t4is A-et, i frther fte nded
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1 by inserting atfer sebseetion (i* the folalifn n seW

2 seetien *".

3 2o)(1) EsEeept asR oheiee petded in± this suab-

4 seetion, an interaetie eoipee seriee ma-y nt diselose

5 te -a pfsei other 4a the eensnnmer eoneerned a-y per-

6 sen~ identifiable informatfion 5 inlessD-

7 22(A the interaetkve eomipnter- sersiee diseloses

8 te the ensuie, in -a noeflee entstent wth pfre

9 gat 24, te #res 4 persons t& w-hom sth infe-

10 finatieni mtay be disebosed; anfd

11 (the e-i-eonsaner igizel

12 4 1- ep h ifeta

13 sfeh inkfoafion is inifiay disElosedT ta dir-eet

14 that feh ifor'mation nt be diselosed t& seth

15 pers tid

16 4ii4 anl ela-R-aion ef how the eosnnaier

17 eot eereise tht endiselosure optionilab

18 unider elause (i)

19 .2(2 At the timie of establishinag -a enstefine rea-tion-

20 ship with -a eonsiae and before eoleetiug any persally

21 idetifable ifonnationa fromff the eonisnmier, anf intteraetize

22 eompter se... ee shall piri4de te the eousuiner a disel-

23 snre, wbleh shal appear ont the first webpage 4t he inter

24 aetive eomputer seree or hge aeeessible by at he4ex t Iink- -
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1 front oath &At webage7 4 the polities an~d peetiees 14

2 the. i .e.etive eenp.ter se- iee with vespeet t--

3 211W the elleetio anRd se 4f personal identi-

4 fiable inforniaft fron-t easternerps whoa visit or s

5 the website of the interaetive eefipntesoe

6 -A{B the diselesitie of ffath persoally ideftifi-

7 atble inforation to personis ether- than, ffah ens-

8 tomers;nd

9 -!*0 the preateetieft 4 the eonfidentialit and

10 seeni't of ath persoally identifiable ieformah~enft

11 - Tide s&acetien s ha net proehibit the disel s are

12 of personall ideiiable informationa regar-ding -aen

13 s...e..if. seh diselosei-

14 !( wh the eonsem t or at the diteetion 4 the

15 totsfine-r (iniehiding the ts-e 4 an eleetroanie atgent

16 to proevide &ffth eonsenit or diteetion);

17 .22(B to& proteet the efintaizor seenit of

18 the retords 4 the intetie eentpniter set-v4ee per-

19 teiniia to& the teasinnet

20 -( to preteet agains or prevent aetial er pe-

21 tential frad or ...a-horied tran.saetions,

22 -A2 (-} tpersons holding a legal e be efieial in-

23 terest relatin to the eensiaer;

24 .2(E to& personis ateting ini a fidueiar or rep-

25 -resentati-ve eapait en± behal f4 the eenstnnffeir; or
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1 49F4 requir-edD-

2 * eemp wt aFederal tat,e , elal

3 lava eor iegala-fieis, iepathea applieatle legal -re-

4 qiteents,

5 4i4 te eomply w -a proper y anth ore d

6 eki4* einkiinal7 or r-egalato± iffeestigatfion ei-

7 sabpoera by Federal, State5 eta keelAauthorities;

8 et

9 iiit espead t jndieial p-roeess et goi-

10 effzttent rega4aley anthorifies for exaiation5

11 eot.plia.nee ea oer purposes as antahpized by

12 law

13 244 Netin in th 4a susetiai may be enisti-ed to

14 preibit an inte.aetve etapate s ee fem usiBn, dis-

15 elstg o3 pernft#4, eeeess ta ........ e su.... i" ..... a

16 mationf fomhieli pe soa ide tifiable infor..ation hta

17 been re.ve..

18 2 The Attorney Gen.era. an.y tited tates Atto

19 nley, ea anyW State Attorney G.efteira mafy mfaintain a eh41A

20 aegin against iy perso- who violates this sabseetion for

21 approapriate eitil op eqatiable relief-

22 2-*9-6-n this enhseetioa.

23 A} The ter onsar t' means a idi.idal

24 whoe st of tpranaets with an iAeraeive epntpe,

25 seiAee far per-sonal5 faaily, or houasehold pnr-pes,
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1 a-.d a.e mes the legal epesetate 4f sa& aft

2 iseiid&Rah

3 Z*B} The terma eastaeer' with respeet teen-

4 itteratiw remiipater se iv±ee means anHy easner

5 {er a--fferiozed -rep±esehtft,_ 4 -a eens me} 4 -a

6 ee. .e.eia .predet er sei-ee pided by s-Rs

7 infteraetize empVater eee

8 -11 the ter-m eiustae-r in~feraatiefn 4f sn

9 hatteraetfe eepftter se wee means aiy persena

10 ideftieble inforiatioi aintained by i r 9&1r

11 interaetire eantp'ter seiee whiiel isa preided by a

12 eaisterner te fa interaetk-e eempauter ene

13 ND+ The teirm 4ie 4 estalisn a east fef

14 r-elatio-ship' -eans the time when, the website 4e

15 ingteraetije eapater sei ee is visied by a ee

16 s.aft...

17 -(E} The termf -i4eirneti-'e eempnter- seiwviee t

18 meanis anfy per-son whoD-

19 4(4 epeiates1 oir ent whose behal isa epep-

20 eteda website loeatedonR the h~et e ea-,

21 online seee t and

22 .-{ii eolieets or- iatains persoal ifer

23 mation Themf oar aboft the iisers 4f or- visiters t&

24 saseh website or online sei94ee, or en whose be-

25 half saseh irnfrmation is eolieted or min
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1 tai-ied, w-here sfeh website o onlie se-kiee is

2 operated ff eaene eia p ripeses, ..eladitg

3 ani-y perpson oe~ri predtiets or sei- ees for satle

4 tbpeoiag th4 websites or aline seniee-

5 ig eonfnereeD-

6 44-) mta-n-g the several States or with

7 I or-n "" ....refrei at nd

8 A iii ftnny territorof the Uiited

9 States e. ri, the D.stie .of L elambiar,

10 betffeent anfty si.h ternto adD

11 "(a another sa ta.e.

12 4b tny State or fereign o-

13 tiofn or

14 ee} between the Distriet of Go-

15 innfibia antd any Statt- territovy, or-

16 forei natiom.

17 . 2F}The term persoa.ly -identifiable .. rma

18 tiein nfteans an~y oef thke following in~fonnattieii pr-

19 -ided online by -a onsamner tu n ft ... t.e oem-

20 put-r r

21 ( fir tan la-t- are.

22 4i- A hoime or other physied ad es, iR-

23 endin & street m ime ad -ae ofa - -a o

24 towei

25 -nii Ant eleetroni~e ffail add±ess7
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1 +ii4 A telehonie i±nabei-

2 -1(i A Soeia4 Seen .. y nnrir.

3 -- A eie& efrd ±uher or eharge ear,

4 a ay rtea-ted aeeess eede

5 -!1 A ph4egfap..,

6 SEC. 30&. NATIONA ND CAWM N ON i4uBim AWARE-

7 NESS REGARDIN~G ONLINR SECUTRfY AND

8 PRP IACY.

9 (a> NmTONAe MEA *MPAIem AujTiojn .1

10 k14 O7 MPA1 Ns4o AUTHEO1UZED.D) The Atto-rne

11I Genaeral1 after- eonsnltation vnth± the Deut Assist-

12 ant Attorney Gen.era fei Geonputer Crhne fnd Intel

13 leetual Ppoperty , ato-y er out -a national itedin

14 eanipnig fore purposes of raisin pubRe awareness of

15 edting rights-, laws5 and reg-atio.s r.elating a

16 hepfiet seea itftad the privae of persoally idea-

17 ti-fiable ....rmatio.. oze the Int..e.ne.

18 (24 S G..Es S I . ..STANC.D) The Atorney Ge-

19 eraln ayD-

20 (A> ear otA the eaftpaigu i eooperatio

21 with apap~ ti eea e-osffde

22 tist and

23 (4 seek til ft ize non Federal ftds ad

24 in hid donatio .. in eardng out the-
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1 (h OB**E4TI ;Bs. 0* CAMPAICN.D The objeetives of

2 the eampaigasll be

3 k14 to heighten and ierease pnb he awareness

4 of the oeenrreniee and eden ef the eelleetien and

6 an-d the seeit of sefte hraieby eennffeeiali

7 p-riae, and publie entities that maintain Thernet

8 wtbitcs,

9 k24- to eneourage -aerieas to lear ef and be-

10 eEie fan.Jiar with etioe s thi ea be aken to- po-

11 tea their persoially identifiable inAimtion fi...n

12 being transferred withen their eontsent or atherpse

13 ...s.ed by a third aryy,

14 - to ifar Anaerieans of the rightsa with re-

15 speet, to their- persoally identifiable iffer-nation;

16 and

17 (4.to iterni ffiterieanis of Federal eriniies r-e-

18 lating t eonipnter frond and abust and of the pun-

19 islafnents for sneh erimes.

20 (e} EIA*M*zT- O-n JAIMPAICN.D) Subect to subseetieni

21 (W, the eampaign sa be earned ot throngl- se- means

22 as th~e Attorney 9 General eonsider-s appreprmiter

23 iinebtdinfgD-

24 (14 publie seilee £li2......iI3..

25 (29 ad'_ci unt±,e o telAisin ad r
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1 (-- ba ers on the Weord Wide Web that aie

2 adoptable by e..amerei. ,ad ee. .iternet

3 websies

4 (4} niewspapers anfd inaga-fines, iftekdiisg adjzverf

5 tisefents and abatitale te edittrial pages,

6 k6% ot-ef o..e message sites.., eiehtda bill-

7 bofard- poster p ad ioa

8 ko a mto threwgh -a tell-free telephoe

9 nitber (eonnnonly referrped te as ant "800" ama-tf

10 :6e+) anfd

11 { -} thfe appiopriate medi, an.d ourse.

12 4 LIMITATION 0* Is. 0* FUN 4a FOR.. CM-

13 p~iGN.D-

14 (41w CENERAL.D o funids arailjable for- the

15 campati ay be,&eef s fo e

16 To propose fiene l^ f r or oppose

17 any chanRge ina any statate5 rule-, r-galaon7

18 tr-eaty, or other protisiaiaof law-

19 k%4 For any partisanH political purppost

20 C} Eeepa pr.vided in a k2-

21 t e fetere an-fy elected ornciat, personi seeking

22 elected offiee, cabiniet-level offleial, orp Fede-ral

23 officia emiployed ptfsnant to Schediale C nader

24 seetion 248 of tit4e -- Goe of Federal R egala-

25 tions.
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1 (D nieatof seetien IM&of tieIS-,

2 Th-Ated States Cede.

3 (2.) EXCEPTioN,.D Funads available fee the earn-

4 pai my be ed aedeseied ifna k .

5 if fatla-tf - &T-daybeforetheaseefsaehf

6 fndsm i b ma-ffr, fet ee theaseof

7 se fends int that manner is subhatted to the Geni-

8 n t -1eese -on A Jro .........

9 Senafte etnd Rleuse of Repr-esenftath'es.

10 e} A ........... oA CA ... a.

11 1-4) R.Qui mET.D The Atore y ee.al

12 shall enater into en agfeemfeat with -a qa~eder
13 ffed puli aeee"antn f purposes of obtaizi" ftft

14 assessment oef the eap i ielndingi-

15 4- en aee.t.. of the am..e.nts (kie

16 ing Federal ftnds5 other fandsT end any in-kind

17 donaftions) -reeeived fee- purposes of eendneting

18 the eampaign and

19 )-i en jeetke assessm-enot of thte effeets

20 Of the ea 7  ine .din.g the eost ceeffi'eves

21 f the apaig

22 (24REPO)tT.D ThI Attorney Gen.eral sha s&t-

23 1& tathe a~i-. es eaApp-apiiag andR the

24 Jiadieinr of the Seniate en:d Hease of Represents-

25 tives a repor4t onthe assessmnen obtained iiader-
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1 f ciap + The r-eport shall be suibmitted nt

2 laft fhan 2W days after the termiation f the

3 eampair une subhseetinTT %

4 39 AVAILAbILI- 0* eUi-w-E-D0 the amont

5 avaable fe the eampaig. under subseetion ( t

6 mfor-e than ant aot-af eqal t-& 4 per-eent of saeh

7 amoiunit shall be afvaable te eoer the ests of the

8 assessmet obtainied un-der this sabseetioaR

9 (f) TERMZINATION 0+1 Gkmp~fctz.D Actiities under

11 e), shea terminate not later than three years after the

12 date of the enaetment of ti Aet

13 {g PERSONALLY IDENTIFIABLE INFORMATIN D-

14 nimDE n thisR seetioni, the termi ' esal identifiable

15 ifer.iatin has the meaai gken tha term in: seetion

16 103-04j(69-(P} of title {& i ited States Qode (aamended

17 by seetion3 04(a) of this A)-.

18 -- AUTIIORIZATION V. . A-PPRO PRIATION

19 -1-4 ATiiOIZATIO!N.e' There is hereby an4the-

20 iz-ed t&be apevteTfor-the Departmentef Jas-

21 flee for- eaeh of fiseal years 900-l- 900-2- anfd 40483

22 t2hisn,0nnn - ptrposes et the ... "

23 #Aff seetgen.
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1 AvYAILAB E ITY.D fn:... prnt pia pu-

2 snoUt to the auh-orlsati of a 6a ... a a

3 graph kI4 shtal reiiain &vailable until expenaded.

4 sEc- q tnATDYT tE ACCESS PE RONL eN

5 A xEmNW 0 nwzM.-rAT- 0

6 (a) INGEN'ERAL.D SeetionB 4484 of title 4-8-, 4hAted

7 tales Gde as% aended by this Aet.. is, farther amended

8 by inserti after-f subseetionf j+ the fellowi ii newsb-

9 seetii kk*

10 "(k(1EHeept ta proided i-apini-th (24nd

11 %- jno.,g ,lyvi ultth intent to defad btainso rt

12 eauses to be diselesed to any persony pers oaly ideti ,

13 able inforinationt of anf intretie eoutpater sen4ee relt-

14 i ,g te another person woNe't suteh pe-soes ensent r

15 authoriaizatienD-

16 (4). by izaking -a fals-er fietitious, orP faduent

17 statement or r-epresenttatio ta efflee-r employee5

18 ora agent of anf interazetke eeniputer ere

19 2+B} by making at fase5 fletitiouas, or fraduenit

20 statement or representatio t-& -a enstontr of an

21 intteraete eotnpiter sen4ee; or

22 4C40) by proidifg aniy doenmfent to anf offieer-,

23 employee, or atgent of an- interoetise efinpnter senw-

24 iee5, kaouwng that the deuenfit is fo-rged, eointer-

25 feit-,or- stolen, was fraaduenl ohtained, or eontains
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1~ ~ ~ ~~~e a a& 7 ttos rfaudulet statceffentorp

2 rese t&tiit

3 shall be pun-ished asa provided i subseefitio {

4 -(2 Ne preisaion of OAi sabseetion sh-al be eon-

5 strited to& prev ent fay interaetive eom~fpner sei-ee, or- any

6 of.eer .eployee orT agent of an. interetive eoiftpter sep. -

7 ie fronti obtaining personal identifiaby intformfation of

8 saeh .nte.ae.ive ee.p.ter sev.ee in the eourse efD-

9 .2(A} testin the see r .proeedaes or systems

10 of sneh infter-aeti-,o eontpnter 50±940 for ±aa-mgt

11 the eonffidentfiali. of persolly idenifiable inforfai

12 tion;

13 k2B+ivestigatingt allegationts of ffniseonidaet or

14 negligeiiee ont the- part of any offieer7, en,,po~yee, or

15 agent of seh inteiaetive ee:pt*er se..4ee. or

16 4C40 reeovering eustoier- infoirmation of saeh

17 ineraeti-ve eonpnter sei-ee w.i.h was obtained or

18 reeeived by another person in ...y maer deseri.ed
19 ii ...... a k4"

20 222 Neo prevision of th-i seetion shal be tonstrued

21 te pevent any hisnranee insttuion, op any offieeir7 ot-

22 ployee, or agene of an insuranee institution 7 front obtain-

23 ing in ,fatiotn . pr4t . oasuranRee invesigatinint

24 eintina aetii4# fr-au-d7 mate-rial mt-isrepr~esen~tation, or

25 m~epil a~mdiele that- Uis ag uthoired for sueh intst-a-
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1 Ci4e? tm~- Stae law- iegu~ieii, iftpietai9 lap

2 eidep.".

3 b} A4T±PTD OFFENlEg.D Subse"ti' kb} of Oha

4 seetieia ia ameided by stpi 14bse4ien k&) fti~4 ift-

5 sepi-iiH '18seeieia Wf ef k -

6 TITLE W- NATIONAL SEIUTR
7 AND CRITIC !INFRASThU(-
8 TURE PROTECTION
9 SEC 401. DEPUTY ASSIST-ANT2 ATORY ENREP-L FO

10 COMPUTE GUM ANJD INT"T  --

11 PROPERTY

12 {a ESTABLISIIMENT 0*- POS+~4 ..... R hl Je- 31

13 4f fi~e 2-8- Th~et ~ ed e M-- ia affeiaded by iseptifi

14 ite seetie - thie f.Ef.win i seeeiei.

15 14507a. Deputy Assistan*t Attorney General fe* Com*

16 puter Crime and hftelleetual Proeperty

17 4(a+ Rie At~aiey Geiie-ia1 ffhal apeiiA -a Dep

18 Assistaiit Mtei-neyet~1ff~ipe'~'~e~ ~

19 leetaI Propepy.

20 -!% The Dep Aasistant A.te.. Gene shA..be

21 he head o the .mpftep Chme tftd lihe4eetia Pf epev

22 Seefien (C"IPS of the , epape t . 4 J--stiee.

23 4(e} The dtAies of the Dep -As.ista.t Atte-e

24 Gfener ali eA iftee the feleig.
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1 -1+ Ta ad-vise Federal pvoscenitors anfd law en-

2 feeinent pe..son.nel regarding cmpater -. i..e and

3 inftelleetaal propert "ffiie.

4 22 T-a .aoidiniate national an d iftra.tieol

5 aetivities relating to cabatting .o.np.ter r.*e

6 -%1+ Ta provide guida-Ree tad assista-nce t-&

7 Federal, $tat 7 and loca law enfor-eemefft aee

8 anftd persoin.el, and appropriate f..eig. enfti" s e-

9 gtrdig responses t-a tleats of eon . ter cri..e and

10 eybrerrrin

11 224} Lie sefve ats the liaison of the Atrey

12 Genei a to the National Iu'otc.2L2 Proetection

13 Center (NlPC}. te Depart-et of Defense, the Na-

14 tiona4 Seerity Ageiiey, and the Cetir ha l ielliee

15 Agency ont nfiattos relating to epe e rfni~ ni..a..r

16 2(4 Weaoodinate traihing for Federal, State-,

17 anfd local proeseenators anfd law enforeenet personanel

18 on laws pertainin t& eeoinpatei e

19 -1(o+ Ta proepose anfd contien t pon legislationa

20 ceing eompn.e. r epi1ie im ".elleet.al proper

21 ermmQ-e- enieriomti eleetroie prkaey,. anfd electronRie

22 connacree, and concerning the search and seizare of

23 .ot..ter-

24 42(74 A y other dirti esrinied eut by the head

25 of the Cofntpter Cime and Inteeetnal Poper
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1 Seetiont of the Departm..ent ef J-stiee as of the dat-e

2 of the enaetfite of the Internet ThtegTt ad Cit-A

3 ieal Proteetiei Ae4 of 2000.

4 e 8 Stel a-her duties as the Attone Geieira

5 eisGre appr opiapte.' .

6 (2-) The tabl-ef oseetions att the oeif-±i f snek

7 ehapter is amenaded by inaseting after- the itemi relating

8 to seein &-07 thte folloingf new tea-

'M5Ot. Deput Assietatt Attemu Genteval f~ar Gesuptter C-tife fmA hitelleetua4
p.epery...

9 (b} FIRST ATPOINTZIEN- T4~ POSITION e9F DEPUTY+

10 AsITAE Ae'F.&R-EY- GENERMAhD-(IW ThIe idiiAduaal

11 wh& holds the position of head of the Gonipu-ter Grme and

12 -itelleet-al Property Seeti- (GGIP$ of the Department

13 of Jnstiee as& of the date of the eiietetaent of this Aet siha

14 ntet as the Depty Amssistan-t Attorne Genaeral for Gofi-

15 pftt e rie fad liieleetnal Propert under- seetion 50-7th

16 of tite 98- IUnited staes God-e3 until the Attorney G ener-al

17 appoins an indivirittal to hold the psitioin of Deput As-

18 sistantAttorney Gentpderal fr Goiputfer ntoadIntellee-

19 -toa Pperty unade thtseetiont

20 (24 The iniiduale fist appointted as Deputy Assst-

21 atAttorne General for Compuiter Griae fad Infteleetual

22 Proeperty after the date of the enaetment of this Ae t-fmay

23 be the intdividual who& holds the positiont of he-ad of the
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1 GonVpe Craniie fand Intelleetual Propert Seetiont of the

2 Departmen of Justiee as-f of that dte7-

3 (e AUTHORIZATION &P APPI.....ATio

4 CCIPS.D Thcrieaherebya-tharized teh e aporae

5 for thke Departmfent of J-nstiee forP fiseal year 240-y

6 5o the Co.pa.ter Ci e fa±d inteReetnal

7 Pipert Seetiona of the Department for piarpses of the

8 diseharge of the ditties of th~e Depat Assistant Attor-ne

9 -eeral fo gpfter C-ie ad IAelleetnal Pirope

10 under seetion -Oa of tl4e 48-,8 Uited States Gode a ...

11 added), d .i.g th.t fiseal ye

12 SEC. 402- NATIONAL 11W0 ATDU T UlRE PROTECTIO GEN-

13 TR

14 (a> De CENEIAL.D Th Direetor of the Nationial hn-

15 finstruaetare Proteetionf Center (NPW} vwithi th Federa

16 Burean of liwestigationi shea ase amanits ffthorized toa

18 peses:

19 k14 T-& gather antd analyie iinfrmatdinen

20 eeringt tk'ees ftad the vulnerabilit of-, the nat-

21 tioal8 eitiea infragtmetnre.

22 (W To prori~e assessm~fents5  anns anfd

23 emaergeny responise infor-matin toe other- goeren-

24 mental entities5 anfd other &vffiers anfd operators of
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1 eritieslfactuue eofieerigf threats to the no-

2 ial e inrastructur.

3 kg+ Ta p-ovde assistanee to law eoreemnit i

4 liwesigthi' fad proseeutig aels againist th-e fa--

5 tionial er-itiea1 inrastructure.

6 4-} T-& develop and diseeinate, it eeolaboration

7 with the pivate seeto-, teetnole and see"-iy pf.-

8 eedares for shielding the nfainal eritieal ip~astrne-

9 t-pe agfist attaek.

10 () Suel oder purposes as the D:ietor eeon

11 sidep app-roprinte.

12 fbAUTOIZATION ez PPRO)PRIATIONC.D) There is

13 herebyawtho-ri~edteeapappe&ith di-Bu

14 r-eaza of twestigati for the purposes set forth i sub

15 seetioni (a> the followinigt

17 (2> Forp eaeh of fiseal year-s 2002. thlroeatgh 2006-,

18 sas-h saus "o nity he iieeessar forf snliei fiseal yefrsr

19 SEC. 403-. R" 0 RSNNE EXCIL4NCE PROC41AMS FO R IT

20 ICMf41 A~
0 TCuT 0 PROTECTION TFRAN

21 IG

22 Seetioni 3871(4) of title -5-, Wited Sta~tes 0 odet is

23 aaiendedF-

24 04 bY strg"2 r 4the endof &~f9f

25
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1 (2}byst rintle pepi -dhe et efsh-

2 Pf ,agvaph (Danin ring.i "-, ain

3 {3} by adding at the end the fellew ine eel-

5 -- a _pidep 4 wire or eleetr e fo

6 a.ieation seri-ee" prder 4 da.ta.. eneryption

7 or related sei-#ees, or othe enf4y" for the par-

8 pose d fuet-heri the eljeetives 4f the Internt

9 Ifteg#iz anfd QritieaI nrstetr Preteetiena

10 Aet of 200.".

ii TITLE V7 INTERNATIONAL COM-
12 PUTER CRIM -NO
13 MENT
14 sE . 5%. sno.nm:R

15 Thf 4e amy be ied as t- 'international Gem-

16 p -ter rime Enforneeeit Assista ee Aet 4f 200.

17 SEC. 50& DISCLOSURnE OR O...ER C .I .. EVIDENCE TO

18 FOREIN AENWORCE-- ATU HORITMS

19 RELTIN TO ro OR M or! FRIGN

20 co n 0 ER L A WS

21 a( 1 .ENEIAL. , Su tto ...e .bseetion (b} ad see-

22 tiot B4&,- the Attorney Genieral4 the United States maffy

23 proe-.de ee.. p... erinte (-oter thn t-ade seerets or pro-

24 priety iatntheri se ot diseosable by the Ater-
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1 Rey Gener) to -a fopeign .law e f..ee.et a.thoruty to

2 assist the freigs. law eofeeen a-uthrity -

3 .4. .t determg whether -a persont has re-

4 la"eo ia about t-o iate -a forpeign eomputere

5 law apiis er -enfereedhbythe fereig-Rla-wen-

6 f-eement autherity or

7 (9 inR enfor-eing sneh a, foreigni eemaputer eim

8 ISW?

9 {h} COMPUTER PRIME MUTUAL ASITeAs*R- Aeana

10 *E* H REQUIRD.D The Attorney tnieral miiay nt pro-

11 vide ovi- a ee to -a freign law efeeent aiade

12 subseetion a e p-ursuant t the proiions of -a ee

13 puterp eimfe fia~al assista-nee agreemfent with respeet to&

14 tb foreign law eBnoreemne.t authai that is in effeet

15 -r tlititle

16 SE. 53- TrESTIGATNE AsSsTA ree W- FOPIGN LAW

17 A~HOFM O OBTAIN

18 CO,-EPR CRMhM -.rDENCE RELATNG TFO

19 EFREETOF FOREIGN COMPUT~ER

20 CRIM LAWS.

21 ((4T* GENERAL D Suject to the prvisions of fhi

22 seetioni and4 seetion -&W, the Attorney eteea o4 ie

23 Uniited States mnay etereise anfy aftthort set forth in su b-

24 seetiona {b} to assis -a foreign lowir eforeemfent authofirityD-
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1 k4 hi deten.in whethe t pferson has o-

2 lated r is about to 'aolate ft foreign e..pter -r-1e

3 law adinistered or enforeed by the foreig law eni-

4 foreeieit ,thoi4 e or

5 in enfo-ein seh -a foreign eomniuerei

6

7 kb . ..vE.Ao I ... D

8 (1 INGENERAL.T) Tiea-thoities refereed to

9 ifn this sAseetian arie the authfforities of the Attorney

10 General follow

11 {( To investigate possible -Aolations of the

12 Federal eon.tA-er ernie laws.

13 (B> Ta pronde e-Adenee obtainied as ac r-

14 sut of ani in,'estigatiuder (A)-

15 to 4e greign law enoreeient aath. en-

16 eepned.

17 (2 S PE- OF- AUT. TY... A ini estg ei

18 may be eo.andeted nier A. o..f pars

19 greaph fl, and evidenee obtained tl-hoiagh in-

20 vestigat.o.. may be prvided under &ApargTap(-B->

21 ofth4 apa-twhu -gadt -ehi h

22 eondnet i.vestigted #olates a-y Fede-ral eopti-

23 erinme 6w-

24 (-)ea-M-UTE CRIE .. U.. ... A s e..-... aGRE..

25 MENT REQUIR.ED.D The Attorney General may nti eser-
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1 else ay a.thri ,et forth in sabseetien (h} en behalf

2 of at for-eigf law e~fef eenaent author% eseept ptensiat to

3 the proisiens o a eniputer e hne in &tal assistanee

4 ag'eemit with r-eepeet t& the foreigni lawi eii4oreeffen an-

5 th#r that is in effeet tder this -tit.

6 44) R spS-...

7 R4 SUBDIITTAL.D-A faeign law eo.eem.e.t

8S athorby seekingi the assista-nee 4f the Atte

9 General tinder this seetien sha4 subn'At a request for

10 seh assista .ee to the AttorneyGeeral

11 (24 R-EZPO ..) The Attorney Genr al may a-

12 pro veodey in - whle orm i pat, a -refae sab-

13 ±f e ftfd- pargrah... )

14 (24 PROHBIN-~ 0* ee'INoi POme-Oww-e B-

15 MNHAL-)The Attorne General maay ne-t take aniy fne-

16 tin tinder subseetion a with respeet to, fy pat 4

17 a request u.ider ge sabseetion tha has been denied

18 by the Attorne Genteral tider (2+gpth .

19 (-) PRe-nenS AND PHFifHGH PIZEERVED.DA per-

20 soft maiy net he eontpelled iii eoaineetiona with anf investiga-

21 tien inder this seetion toie testimony or -a stateffent7

22 or to p d.ee a dee..ient or other thing- in ielatien 4

23 any legally &ppieable right or prilege.
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1 SEC. 50t GOURT ORDERS TO PROVTDE ASSITANTCE TO

2 FORIGN LAW E OR M AUTHlORfl2ES

3 RELATlNG TO EOrORCEF.AN O FOPRIGN

4 Co--ianUU- CRME LAWS.

5 (>A-nfeMRI* @* THEjf DTR41+e @URTS.7 DOa ftft

6 plieation of the Attorne Genaeral of the Untited States

7 made in aeeordanee wit tenipater erime ... tual assist-

8 a-Ree ag-reement i effeetiinde p ite the T nied

9 St-esta st-ietea--4 fedp w-as a i e-

10 aies is fond or transaets business fmay odei te pei-s

11 ta gve test4ion r -a eatemeat, or to p..d.ee a doe

12 meat or- etherig to& the Attrne Genieral int order to

13 assist -a foreign law efereemfent aithore refered by the

14 .. .. ..i a

15 (-4 in detenking whether a person hasi

16 Ifatepo isa abont to iiolate -a for-eigf eomfp-ter eri.e

17 law ad 'kiAstered or enforeed by the foreign law en-

18 foreemfent aiathoiy or

19 (24 in eaforeing sh a freign .ompter

20 law

21 (134 L..ITIO .* APPL.C..I. .A NIEZ) u.D The a Tk e f

22 applierais by the Attorney Genieral nder- snhseetioa>

23 is sbjeet to the pro'Asions of seet-io 45.

24 COe ENT 0eq'*pe On fB

25 k14 Uso- 0-Y APPOINTEE 14 RHeen EnIn

26 ...
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1 IN* CENERiAL.Dn or-der- issued u~nder

2 subseetioi +a4 mtay direet -tha testimony or a&

3 statement be givev, or a doeuient or other

4 tlfag be preduaeed, to ft per-son whof shall be ree-

5 omrnenfded by the Attorney Geie-red ap-

6 pointedby theoert.

7 *k% Pow-ER&D)- per-son arppointed itth

8 respeet to tn ade ider sbpaaaph

9 ehfta haive the pewer to adainister any oath

10 neeessz u-nde-' the ordev ad the power t-o

11 tote testimony or- statements.

12 ,PRAGn eE A?'-f P' E O ,-E.

13 ()- -N- rENR AL.D eder issued under

14 subseetia on(- may preseribe the pr-aetiee anRd

15 peeedure for taking testimony and statements

16 anfd for prodnueing deniente and other thingt.

17 (B) Se .- Th .e raetiee ftnd proeedre

18 preseibed for an rder und Aub-agr

19 tiaybe iiiwholeormprt tthe paetiee ftid

20 proeednre of the for-eignR etate-, or te r-egion-al

22 by the foreign± law eforeeient ffuthori itit

23 respee to wbieh the Attorney Gefel ru ests

24 the arer7
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1 (O} DEFAULT.DTC the exa4ei af order

2 does nt presefibe othewise, y testiony nd f

3 statementts reqnn'red tea be taken sital be taken

4 fand aniy deients an~d ethe ting reqiired

5 te be pred.eed, sha4 be predaeed, in aeeerd-

6 a-ee wt the Federal Rules of Git Proeedar.

7 {e}4 PdGI-m AND P Rq*IEGBS- PilE ERlVED .1)A personi

8 may net be eon.....eaid der an? o-rdep issued under sub-

9 seetik a} to give- test4 a o or a state..e. or t prodee

10 a doetient or other thifg .i .iolatio of any leal appli-

11 eable ight or privAlege.

12 (d. V -N-5*AnCODUC,--T.D T.l.. -seeti- s rh enot be

13 eonistrned t-& preelude -a per-son ini the Thdted States fronlt

14 iluntly giving tesiney or -a statene# or produeing

15 a deemnent or other tl4ng in any maeer a ,eeept.e t-o

16 the perso for ase in an investigat . by t foreign law

17 eiforeenfient athfority?

18 SEC. 505. TIJ "TAT[ON ON AQTPATjg UNJE COMAPUJTER

19 CRfIEEWAL ASSISTANTCE AGnREEMENTS-.

20 a) . .TETUINATINS'r REQuilED.D The Attorney

21 General of the U-fited Stes may not diselose eidenee

22 uider seetio 40-, emereise a-y authori ty nder seet i

23 &08, or pply for af rder undl ere seetion -&4 iith respeet

24 t& -a eoinpnter eite ffittaal assistanfee ageemenft unl~ess
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1 the Attorney Genieral determinies in the parbietilar inastanee

2 hatD-

3 k14 the foreign law enfoereeniet authoriy
4 ......eer±94t

5 -A-w w satis the asursanees, te-s 5 and

6 enditians :fder tie agfreement that re pee

7 fied i (4* W, .. and (4 of seetion
8 598(b), fa-4

9 (B- is eapable of .e.p.i g witad wi-.

11 aplleable n.der the agreement with respee to&

12 any reqested eoanipnte elie eidene

13 (24 pro ding an-y requested eonmpnffer erie eii-

14 denee wl nt Aiela-e -a li tation in seetion 508(e);

15 nfd

16 (8 diselsig the evdene e ereising the a-

17 thr% o apply ingfo the orer asg the ease mfay

18 be, is ensister wit-h the at iteest of the

19 Uithted Staes, ta.i in t& eonsideratien whether the

20 forei state or regional eeeoniie ifntegi-tin rg-

21 nfation represented ee.ee.i.e4 holds .. ay proprieta y

22 i-terest t-a eoauld benet or .ther .se be .eeted

23 by the- diselesure-e te ener-eise of the autherky, orP

24 the granting of the 4er.
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1 %b LIMIATINe s* ThSetE):R e-, GEImET CN -

2 P-u-E* Gfim EVIDENCE -. D The Attorne Genaeral miay

3 ne ieeeiivoaino aptreii ualassit-

4 anee agreemet any e .mp.ter erie evidenee - eeeied

5 under the aeeieft eiteept thait the agreemenmt nitty net

6 p-revre the diselosure of eonfipnte enue evdenee t.. -a de-

7 fendathii faaetioera-poedi peO yteAt-

8 ney General for ftviolation of an. y Federa law if the disele

9 sae would otherwise be reqired by FederA laiwv-

10 -(4 ---. D. D.rEsUi-e 0* Ne.... RE-

11 ,E IivED. the Attrney Gene-ral reeeives a notiee de-

12 seribed i seen 508(b)(8), the Attorney G eneral shal

13 transmit the -otiee -t-he peiso that provided the e i

14 dentee #Va r-espeet to whl the nRotiee is r-eeeived7

15 SEC 5W REMBR ,vLPSEM-E)-NT.

16 te Attorney G eneral of the Tnited States is athofr-

17 ized to reeeiir-e frontt -a foreigni la-w enforeemfent authorby,

18 or from~f -the forpeign state orL -regionald eeafoone inftegra-tion

20 anhorieity, td-nip tpcsaL of the eosts iiieaired by the At-

21 tern General i diselosig- evideniee n.der seeion ...

22 eereisig any athoni nder seetion 408,' ori. applying

23 for an, order ainde-r seetioni 504 ivit respeet to -a eonfpTier

24 erinte fiuaal assistanfee agreeniient.
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1 SEC. 507. JUDICIAL REVIEW;

2 (a) DETERMINATIONZS.D deteimtna-tieia made infder

3 +f) (29- or {3} of seetio 60.5(a) sta net be

n4 uRee to ja&ii4 reie

5 (h} Ui-TAeION- T'- AND~ DEOCRIPTIONO o- Ge-N-

6 PIDENTIALIT Lw.. ........ a.eo.p.. terei .. e.tta.

7 essistanee agreement satiafes the reqi.e.te.t set forth

8 iii seetii 508-(b)(3) shall no he s .eet to .j.diei

9 (e )-1u+am CoNCTRU T oN.D)

10 4A ...NICT..ATIY PROCEDURE AGTD-The

11 reqaiefi.ent-o i seetion 508(d) w" respeettpnh-

12 heatieia ad i euest fo punlie eoninfent, shell no be

13 eontstraed to ereate aniy asazfla id o jtidieial ew

14 nader ehapter of title 6- Tihbed States Gode-

15 (2)- EXeCid3-n ELEMENTs.D Nething in tbi

16 seetiet sfhall be eenistrued to& affeet the availahili' of

17 jtidieial re-iew under laws referred to in seetien

18

19 SEC. 5MST COAHTMEF. CRBn4E MUWUAL ASISTANTCE AGRE

20

21 (a)- .......

22 4B- ... RP . . .ENERALLY.D Sue. t to te

23 pro~visiens of this seetion, a eo..ter eriie .utal

24 .ssistanee agreem.ent for - purposes of this title shall

25 eonsist ofa itten agreement, or writte.. .... e...

26 rand448 of t9atiseter-ed itohythe
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1 United te-es aid -a foreig state or veon em-

2 iiefie integratfion vrai te nih espeet te the

3 foreign l-w enforeement aathorities of the foreigi

5 ettiies of the feig state orta e

6 Attorney Gener deternites may be .eeessary in

7 order te proie the assistanee deseribed in sab-

8 seetion (b)(4)) for parposes of earTring oe aetitiies

9 eathoizied by seetions 602- -5% anfd 604, ont -a re,-

10 eipreeal basis.

1I I2W OPFICIAL.D-A entpnter erinfe niffe t s-

12 sistanee agreeme..t sha be entered iiA jo by

13 the Attorney Gfeea of the Uniited States fad -a fo-

14 eigit law eforeeemet fathority.

15 (1) ELEMbHENTS.DA e,.ompter erine mutual assist

16 a .ee agreemen shal eonteAii the flwin elemett

17 {4 At assuranee th4tiy for eignfla enfor-ee

18 ment anthoriw eovered by the ageem.ent wil pro-

19 ide te the Attorneyferal assistanee that is e...-

20 paeable ift seope te the assistanee the Attorny Gen. -

21 eral provdes nder the ageemfent

22 W A±i assaranee that any foreign law enforee

23 m .ent authoi. eovered by the ag.eenten

24 (- is sbeet to lws and proeedTes that

25 arpe adeqste to m~aitn seerely the eoaiiden -
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1 tialit' of eapter er-m'e e'Aideiiee tha t may be

2 reeeked uRder seetien 50 2 , 603, or 5&04,and

3 (B4 wil gkve proateeti to see4 ei~denee

4 that is niet lesfs than the pr-eteetinf tat woul

5 be proided a., h e.denee .,nder the ,s.of the

6 Uni-ted tates.

7 (34 Citationis to end brief deseriptions of the

8 laws of the United States, ad the laws of the fo-

9 eiga state orp regionald eeononde integrationi organize

10 tiont eouieerned, that pr-oteet the eonfidenia4li~y of

11 eon.per epme evideaee #tatay be procvidedider

12 the ageeffie... w.. ieh eitations anad deseiptie- shall

13 et4 forh the emf.Freene. nmeeha.isns fnd penalties

14 applieable unader &se laws andy in the ease of a re-

15 -ife eeoneniie integr-ationi orgaiizatio~i the atppli-

16 eabi of ,at lawt ef ,.eeni nt infteeha..is. 7 ffand

17 pena..ies te the foeign states erposkng the orgam-

18 zatien

19 (14 Citatins to& the Federal eonvuter eln

20 laws a.d the foreign o .iput ere laws with re-

21 spee t w Aidh te ageeent applies.

22 (54 Terms anfd toatditionhs that specifieall re-

23 qi.e uing diselesing, or pernti. the use or -s

24 elosur e of tomnputerP eriffne evidenee r-eeeived unde

25 the agreen en o4y- -
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1 A*forT the pur~pose of adntiniste-rig or- en-

2 oeing the foreign eonfputcr epine laws eon-

3 eednedor de-

4 17 with respect te a specified disclas..e

5 or se eequested by a foreign law c cen cA

6 aut-hor ibad essential to a signiiant1 law, e-

7 foreniiient eletivei ift aeeorda-nce with the

8 p ....... itte . ,etg ging" by he At tone-

9 Genaeral afbcrfl

210 de4 etermB- dit ........ eeft-

11 cra ecideftee is ntot otherwi se -readl

12 awi-filable with respect to suceh e*eetWt

13 . ii. in.. akg the de[o±R"a[4±;2 de-

14 seriedi n pc {k2 cdc i d 2see

15 tion 506(a) with respec to sueh diseesure

16 0rusetand

17 {iii} inialdig the loe t fiit ta~c atppli-

18 cable to -a for-eigni law enfreni-ent aut-hor-

19 4t under section l5{g a)(1) (otherT ftan the

20 detern-tinatio regardin th~e assuancaie de-

22 seetionh) with res-pect to eachi additional

23 govcrnifacnitd efti- i-f an~yj to he pres-ided

24 such eott~er erinie eiidenee in thie course

25 of snaeh disclosur-e or use, after haidAg e
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1 esied adequate ..... s... es aplie-

2 Hle to eaek ukgvrmetlett

3 ( A .assupai.ee that e.. ite erine e-Adeaee

4 reeekved ttider see4ean SS2, &O or -&" fromu the- At-

5 terne Geftera 3 atnd all eepies of seli, eipdenee, int

6 the possession oap esatel of any foreign aw enf.ree-

7 mie.t authoi eoveed by the agreem..e wi4 be ye-

8 turted to the Atto.ney aeera at the e.elusio of

9 the foreign iiesiga.tien .peeeding wih respeet

10 to wbieh seil &Fidenee was so reeeied.

11 k74 Terms fad eianditi..s that speeifie Pil-

12 vide that the agr-eemaent w9l bae termnated ifD-

13 WA the eeonfidetfiality r~equired unider the

14 .greement i i..lated Mth respeet to enputei

15 eiie e.denee, id

16 (B4 adequate aetein is not takefn t m-i

17 i4ze any kart iesltingAon sueh viltfion

18 tad to ensu-re that the eonBfidetfislty r-equired

19 unider the agreement is not Aelated .. ami7

20 {84 Terms and eonditions tht speeifieally pro-

21 vide that if the ei.de..ality -euired under the

22 .g.een.et i .olated wih respeet to- eaonpte e

23 eAdenee notice of the violaton will be- giveD

24 (A-) by the fareign law efareemeanta er

25 ity eonieernied promptly to the Atterney G ener-al
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1 with respeet to eenpnater erihe evidenee pro-

2 ..ded.byte n . a .... ey ee a d

3 (B+ by the Attorne Genieral to -the per-sonf

4 if any} that prerided sneh etdenee to& the At-

5 toine GeneraL.

6 (e). ExCLL'SIC -rDA eoine eme finatoal assist-

7 anee ag'reentent f ay no-t eaver- anfy of the following oi

8 putte eri.e e .denee.

9 k14 ConiAerv e ie eiAdeniee in -a iatte eear-

10 rig bere ft grand jwry -and with respeet to 'e~eh

11I diselosa-re isf prorvented by Federal law- eneept that

12 for the piffpase of apl4fg Rnle G(e)-(a}(G}(iv} of

13 the Fedeia Thiles o frifiial Proed'are with re-

14 speet t& otin pagaphE)

15 (A- at foreigni lawvi enforeeniet anort

16 with respeet to whiek a p.tielized nieed for

17 snek eoiipiatei erie &eiee i.. shwn shal he

18 eonsidered to be an appropriate offie.a. of fny

19 of the sever Statesftd

20 (B} at foreignt eonipa-tev ernie law adminis-

21 tered or etfr eed by the foeign law enforee

22 m-nt ath--ot 4al he onsidered to he -a State

23 erlitnnal lftir-

24 2_ fnpter true e'Adenee that in& spetifiealy

25 authorized ader an . .eetiv Order bt e kept se-
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1 eret iR the ifterest of national defese or &eign

2 oliey a-dD-

3 W4) that is elasei-fied pursan to sn-oh

4 rder op a usor frde or

5 (B4 with irespeet t& wh -a detepfniinaafioni

6 of elaesifieatieu is pending ader sn-eli order- or

7 sneeessor ordeo r

8 k34 Oon-H~pne erine e'Adentee th-at isa elassified

9 ader the Atomie Efnerg Aet of 1%54 k4:T. S G

10 2-044etseeq+

11 (4}BLI-GA O* IE.

12 (-1-4 PRiEe fl?, T*Rm .D Not later than 4-6 dys

13 befor-e -a eonipnter erhn-ie mtala assistanRee agree-

14 meat is entered ifnt for purposes of this fi- the

15 Attone General shall publish i- the Federal

16 RegisterD-

17 ( the proposed tet of the agpeeieent

18 and

19 k4 t-request for publie eofnaiet w4h e-

20 speet to the te-.

21 (24 PROR T-Eo- MOEDIFICATION.D) Not Inter. than±

22 45 days before the entmy iit any agreement tht

23 iakes -a .ed.fieatin of a eo...pe. ernie mutual

24 assistanee ageem.en.t for purposes of this titl, the

S 2448 RS

HeinOnline  -- 7 Bernard D. Reams, Jr., Law of E-SIGN: A Legislative History of the Electronic Signatures in Global and National
Commerce Act, Public Law No. 106-229 (2000) 67 2002



68

1 Attoney General sal pulish i the Federal

2 RegisterD-

3 A*the p-roposed tex4 of themodifieatioft-

4 and

5 {B-a Feest fe puaie eofnnnet with ,-

6 speet to the nioedifieatia

7 (34 OTER+ SIGNIFIANTT EVENTS.DN later

8 tha- 4- days after eaV.te e--hie ftal assist

9 ahee agreement &f ptnrposes of this ttle is entered

10 int or ter.i.ated, oi an agreem.e that makes a

1 mdi~fiein of a, eoRpTier erime nmf-tftai assistanRee

12 agreemfent isa enftered into7 the Attorney G eneral

13 shall paRish ii the Federad RegisterD

14 (A- the tea of the agreeenaft or modifiea

15 tin- or th4e termas of the ternliifatien 7, asR the

16 ease nay be, ad

17 (E in the ease of n agreem ent h at

18 makes -a moidifieationt to at eetnpter erhne a-

19 tI asisistaiee agreeftm a otltee

20 e "ntahi'igD

21 (i4 eitations to the loeations of pathi-

22 etat iii the Feder-al Register- of teteat

23 of the .em.pter erhnae natual assistanee

24 agreemen that is so mdified and of .. n.y
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1preiions iitodiflean to& such agr-emnetA

2 aRd

3 i%4 a description. of the niamer in

4 i4c a eapy of the compute erime mutst

5 assistanfee agreeient, a so niodified, may

6 be obtainRed from the Attorney G enrfak

'7 (4, ) E-.e.,eFOR VhIDiTYErY A compfufter

8 cimie mtal assistance agee'.e.. t. or a agreement

9 that maakes at iedie&an to& -a comiputer- crimfe m

10 tea4 assistancte agpeemen)7 with res peet toa wh-ich

11 publicatio does nt eeu in accordance with pap-

12 gfaph {1) k2)- or kg+, as applicable, sha4 -nt be

13 considered te be in effeet fo purposes of this title

14 SEC . P5w SE.VAT!ON O EflSTN.G A TTlOfTw.

15 The au.th.v i- .roded by this fitle is in addition to

16 aniy other- auhorit vested in- the Attorney General of the

17 URed Stot, e P any ether- effeer e the Uited States.

18 SEC. 5W. REPOET TO CONGRESS.

19 Not late than g years atfte t4e date of the enat-

20 meit ef tis Aet, the Attorney Geneal of the Uited

21 States shall subn.. to the Goa....tees on the Judieiar

22 of the Senate and Hose of a .t rertD-

23 4)- describn the effects f the operation of

24 this title on the enforeent of the Federal conr

25 putfeie a w&,
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1 (-4 deseribing the e4en4 t whieh foreig law

2 eforaeenaent authorities haire seotphied with the eon-

3 fie~6 reqf~irefeft applieable nder eoR~ieir

4 e-rime nntaal assistanRee agreemfents iii effeet forp

5 purposes ef fhis tkfl,

6 +34 speeif4ng separatel the identites of the

7 foreign states anid r-egional eeouonsie integrati or-

8 gaatioa that have enter.ed into seh agreem .ens

9 and the identities f the oeign law et iforeement fa-

10 thorities ni-h respeet ta wlsek sueh foreign states

or1 ....... have efftered ii sft agee-

12 ments;

13 4- speei- the ide of eaeh foeign

14 anfd eae,-h regionaal eeoneniie integratinigaizaea

15 at s in effe ft l ewsinfi±a t-thi tie

16 k5+ setting forth the approamte af...er. of re-

17 qu-ests made b y the Attey General nder s

18 agree.ents t& foreig law enfoeement authorifies

19 for etpte erim e it nd for efinputer

20 erise eideee

21 f64 set foth the appreein..te nuber of re-

22 queests Riade to the Attorne Genieral by foreign law

23 enforeement authorities undaer- sueh agreements for

24 diselosur-es of eiideniee unfder seetien 602-, the ee-r-
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1 eise of ay auth. un"dere seetion 6OB, o forP appli-

2 eafts fo erds nde-r seet ie ;O4, aid

3 k74 deseribing any sigiifiA proablems or eon

4 eepns 4 v h -t-he Attoey General is aware vvith

5 respeet te theoape aitonf this title7

6 S EG 5 t DERNFU= ONS.

7 t-hi itle.

8 -14 Co .. u...R £Hm* .viDEC.D The term

9 22eonfiputerp eriiue evidenie&- mieanis in±formation7, testi-

10 iiaony 7  4et tetts doeinentt or other thhIg that

11 ar-e obtaied int antieipationa of- or- during the eonr~se

12 of- f nfftan - iaedi;Rti ftyF eil

13 e.ip -ter erite law or foreign emputer erime la w

14 (24 FaEDERAL ee-MP13m ORHE-t iew--D-The

15 term ,.ederl ... pu.e.r er-ine lav- means any law

16 designated by the Attorn General aa a ederal

17 eomter ein e law un-ider regialations preseibed by

18 the Attorney General fo purposes ef thi tte 1ot

19 lafter 4ta ft9 days atfer 4te date f tie enaetment

20 of this Aet anfd modefified by the Attoney Genaeral

21 fomi ti-me to time after netee o Cog.ress 4 seh

22 modmfeatir

23 k34 FOREGN e-oM-U-mER e1MAe LW-D-The

24 termf '4oreigft eomputer erunfe law2  eans a& law 4f

25 at foreignf state5, or 4f -a regional eeonontie integrationi
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2 eiral eenaputer erimfe lawi. a,±d prohibits seandaet sumi-

3 larP to reafd-et pr-ohibited by -a Federal eentpnter

4 efiielawr

5 -4)- F...... .... .ENFORCEMENT *:UT...

6 i-.D-The term 4e-reig lawi enfeenent a-Atheity'

7 mean s f ga. I entte* f-a freign st e oe-

9 ed by sa .. state o. organa.t-ien with a-tihey te

10 enferee the freign e....t eri ie lwseof sn-el

12 {59 ONAL .. E.. N-O... iNTEQ ATION e

13 NJZATION,.... ter m -.'egiii a. ee.e.. ie hteg-..

14 i~aeigaiizatin'Limeaiis anHe-a~z-ifD

15 A)- that is eonstitated by, afd eo.p.sed

16 of-,foreis-taesand

17 (Bt en whie sh freig staes hare eon-

18 ferred soer.eign authori.. to make deelsions

19 that ar-e binading on sn-i foreigft states anfd di-

20 reet* applieable to& enfd biding ent personis

21 withint sn-h foreigni states, inelading deeisions

22 with rPespeet t&&h
23 {4 adnaiist-4 ...... eii ........ for-

25
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1 {i44 proehibiting anfd r-egukthtg- diselo-

2 s.tre of o i 4 is obtained by

4 isteriig or- enforiehtg stime Iews.

5 TITLE T" " SEVERABILITY
6 s c 6oi s .ERAEitTY.

63 SECTIO 60. SHORAflT TTUE

7 fy proiAsion o this Ae inelt 'nftd t affieii4 d

8 made by r tiic nfiaet or t e appeactio tberef- to any per-

9 sa E vircumstan , is held iIOa.id ) the re)aitder o f thi

10 Aet (ineiin the atenteists made by tins Aetn anted

11 the api eat thereof- to other persolos og rnewsectiaon

12 shallRotbeeaffeeted theeby.

13 SECTION 1. SHORT TITLE.

14 This Act may be cited as the "Internet Integrity and

15 Critical Infrastructure Protection Act of .2000".

16 SEC. 2. DEPUTY ASSISTANT ATTORNEY GENERAL FOR COMl-

17 PUTTER CRIME AND INTELLECTUAL PROP-

18 ERTY

19 (a) ESTABLISH1IENT OF POSITION.D (1) Chapter 31 of

20 title 28, United States Code, is amended by inserting after

21 section 507 the following new section:
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1 "§507a. Deputy Assistant Attorney General for Corn-

2 puter Crime and Intellectual Property

3 "(a) The Attorney General shall appoint a Deputy As-

4 sistant Attorney General for Computer Crime and Intellec-

5 tual Property.

6 "(b) The Deputy Assistant Attorney General shall be

7 the head of the Computer Crime and Intellectual Property

8 Section (CCIPS) of the Department of Justice.

9 "(c) The duties of the Deputy Assistant Attorney Gen-

10 eral shall include the following:

11 "(1) To advise Federal prosecutors and law en-

12 forcement personnel regarding computer crime and

13 intellectual property crime.

14 "(2) To coordinate national and international

15 law enforcement activities relating to combatting

16 computer crime.

17 "(3) To provide guidance and assistance to Fed-

18 eral, State, and local law enforcement agencies and

19 personnel, and appropriate foreign entities, regarding

20 responses to threats of computer crime and cyber-ter-

21 rorism.

22 "(4) To serve as the liaison of the Attorney Gen-

23 eral to the National Infrastructure Protection Center

24 (NIPC), the Department of Defense, the National Se-

25 curity Agency, and the Central Intelligence Agency on

26 matters relating to computer crime.
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1 "(5) To coordinate training for Federal, State,

2 and local prosecutors and law enforcement personnel

3 on laws pertaining to computer crime.

4 "(6) To propose and comment upon legislation

5 concerning computer crime, intellectual property

6 crime, encryption, electronic privacy, and electronic

7 commerce, and concerning the search and seizure of

8 computers.

9 "(7) Such other duties as the Attorney General

10 may require, including duties carried out by the head

11 of the Computer Crime and Intellectual Property Sec-

12 tion of the Department of Justice as of the date of the

13 enactment of the Internet Integrity and Critical In-

14 frastructure Protection Act of 2000.".

15 (2) The table of sections at the beginning of such chap-

16 ter is amended by inserting after the item relating to section

17 507 the following new item:

-507a. Deputy Assistant Attorney General for Computer Crime and Intellectual
Property.".

18 (b) FIRST APPOINTMENT TO POSITION OF DEPUTY A1s-

19 SISTANT ATTORNEY GENERAL.D (1) The individual wh

20 holds the position of head of the Computer Crime and Intel-

21 lectual Property Section (CCIPS) of the Department of Jus-

22 tice as of the date of the enactment of this Act shall act

23 as the Deputy Assistant Attorney General for Computer

24 Crime and Intellectual Property under section 507a of title
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1 28, United States Code, until the Attorney General appoints

2 an individual to hold the position of Deputy Assistant At-

3 torney General for Computer Crime and Intellectual Prop-

4 erty under that section.

5 (2) The individual first appointed as Deputy Assistant

6 Attorney General for Computer Crime and Intellectual

7 Property after the date of the enactment of this Act may

8 be the individual who holds the position of head of the Corn-

9 puter Crime and Intellectual Property Section of the De-

10 partment of Justice as of that date.

11 (c) AUTHORIZATION OF APPROPRIATIONS FOR

12 CCIPS.D There is hereby authorized to be appropriated for

13 the Department of Justice for fiscal year 2001, $5, 000,000

14 for the Computer Crime and Intellectual Property Section

15 of the Department for purposes of the discharge of the duties

16 of the Deputy Assistant Attorney General fbr Computer

17 Crime and Intellectual Property under section 507a of title

18 28, United States Code (as so added), during that fiscal

19 year.

20 SEC. 3. DETERRENCE AND PREVENTION OF FRAUD, ABUSE,

21 AND CRIMINAL ACTS IN CONNECTION WITH

22 COMPUTERS.

23 (a) CLARIFICATION OF PROTECTION OF PROTECTED

24 COMPUTERS.D Subsection (a)(5) of section 1030 of title 18,

25 United States Code, is amendedD
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1 (1) by inserting "(i)" after "(A)";

2 (2) by redesignated subparagraphs (B) and (C)

3 as clauses (ii) and (iii), respectively, of subparagraph

4 (A);

5 (3) by adding "and" at the end of clause (iii),

6 as so redesignated; and

7 (4) by adding at the end the following new sub-

8 paragraph:

9 "(B) the conduct described in clause (i), (ii), or

10 (iii) of subparagraph (A) caused (or, in the case of

11 an attempted offense, would, if completed, have

12 caused)D

13 "'(i) loss to 1 or more persons during any

14 1-year period (including loss resulting from a re-

15 lated course of conduct affecting 1 or more other

16 protected computers) aggregating at least $5,000

17 in value;

18 "(ii) the modification or impairment, or

19 potential modification or impairment, of the

20 medical examination, diagnosis, treatment, or

21 care of 1 or more individuals;

22 "(iii) physical injury to any person;

23 "(iv) a threat to public health or safety; or

24 "(v) damage affecting a computer system

25 used by or for a government entity in finrther-
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1 ance of the administration of justice, national

2 defense, or national security;".

3 (b) PROTECTION FROM EXTORTION.-D Subsection

4 (a)(7) of that section is amended by striking " firm, asso-

5 ciation, educational institution, financial institution, gov-

6 ernmental entity, or other legal entity,".

7 (c) PENALTIES.D Subsection (c) of that section is

8 amendedD

9 (1) in paragraph (2)D

10 (A) in subparagraph (A)D

11 (i) by inserting "'except as provided in

12 subparagraph (B)," before "a fine";

13 (ii) by striking "(a) (5) (C)" and insert-

14 ing "(a)(5)(A)(iii)"; and

15 (iii) by striking "and" at the end;

16 (B) in subparagraph (B), by inserting "or

17 an attempt to commit an offense punishable

18 under this subparagraph," after "'ubsection

19 (a)(2)," in the matter preceding clause (i); and

20 (C) in subparagraph (C), by striking "and"

21 at the end;

22 (2) in paragraph (3)D

23 (A) by striking " (a)(5)(A), (a)(5)(B),"

24 both places it appears; and

25 (B) by striking "and" at the end; and
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1 (3) by adding at the end the following new para-

2 graphs:

3 "(4) (A) a fine under this title, imprisonment for

4 not more than 10 years, or both, in the case of an of-

5 fense under subsection (a)(5)(A)(i), or an attempt to

6 commit an offense punishable under this subpara-

7 graph;

8 "(B) a fine under this title, imprisonment for

9 not more than 5 years, or both, in the case of an of-

10 fense under subsection (a)(5)(A)(ii), or an attempt to

11 commit an offense punishable under this subpara-

12 graph;

13 "(C) a fine under this title, imprisonment for

14 not more than 20 years, or both, in the case of an of-

15 fense under subsection (a)(5)(A)(i) or (a)(5)(A)(ii), or

16 an attempt to commit an offense punishable under

17 this subparagraph, that occurs after a conviction for

18 another offense under this section; and

19 "(5) in the case of any felony offense under this

20 section, at the discretion of the court, termination of

21 and ineligibility for any financial assistance for edu-

22 cation at a post-secondary institution that is avail-

23 able under Federal law, which punishment shall be in

24 addition to any other punishment described in this

25 subsection.".
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1 (d) DEFIITITIONS.D Subsection (e) of that section is

2 amendedD

3 (1) in paragraph (2)(B), by inserting " includ-

4 ing a computer located outside the United States" be-

5 fore the semicolon;

6 (2) in paragraph (7), by striking "and" at the

7 end;

8 (3) by striking paragraph (8) and inserting the

9 following new paragraph (8):

10 "(8) the term 'damage' means any impairment

11 to the integrity or availability of data, a program, a

12 system, or information;"

13 (4) in paragraph (9), by striking the period at

14 the end and inserting a semicolon; and

15 (5) by adding at the end the following new para-

16 graphs:

17 "(10) the term 'conviction' shall includeD

18 "(A) an adjudication of juvenile delin-

19 quency for a violation of this section; and

20 -(B) a conviction under the law of any

21 State for a crime punishable by imprisonment

22 for more than 1 yea, an element of which is un-

23 authrized access, or exceeding authorized access,

24 to a computer;
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1 "(11) the term 7oss' means any reasonable cost

2 to any victim, including the cost of responding to an

3 offense, conducting a damage assessment, and restor-

4 ing ihe data, program, system, or information to its

5 condition prior to the offense, and any revenue lost,

6 cost incurred, or other consequential damages in-

7 curred because of interruption of service;

8 "(12) the term Person' means any individual,

9 firm, corporation, educational institution, financial

10 institution, governmental entity, or legal or other en-

11 tity;".

12 (e) DAMAGES IN CIVIL AOTIONS.D Subsection (g) of

13 that section is amendedD

14 (1) by striking the second sentence and inserting

15 the following new sentences: 'A suit for a violation of

16 subsection (a)(5) may be brought only if the conduct

17 involves one of the factors enumerated in subsection

18 (a)(5)(B). Damages for a violation involving only

19 conduct described in subsection (a)(5)(B)(i) are lim-

20 ited to economic damages."; and

21 (2) by adding at the end the following new sen-

22 tence: "'No action may be brought under this sub-

23 section for the negligent design or manufacture of

24 computer hardware, computer software, or

25 firnware.".
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1 SEC. 4. CRIMINAL AND CIVIL FORFEITURE FOR COMPUTER

2 FRAUD AND ABUSE.

3 (a) CRIMINAL FORFEITURE.D Section 1030 of title 18,

4 United States Code, as amended by section 102 of this Act,

5 is further amendedD

6 (1) by redesignating subsection (h) as subsection

7 a); and

8 (2) by inserting after subsection (g) the following

9 new subsection (h):

10 "(h)(1) The court, in imposing sentence on any person

11 convicted of a violation of this section, shall order, in addi-

12 tion to any other sentence imposed and irrespective of any

13 provision of State law, that such person forfeit to the United

14 StatesD

15 "(A) the interest of such person in any personal

16 property that was used or intended to be used to com-

17 mit or to facilitate the commission of such violation;

18 and

19 "(B) any property, whether real or personal,

20 constituting or derived from any proceeds that such

21 person obtained, whether directly or indirectly, as a

22 result of such violation.

23 "(2) The criminal forfeiture of property under this

24 subsection, any seizure and disposition thereof and any ad-

25 ministrative or judicial proceeding relating thereto, shall

26 be governed by the provisions of section 413 of the Coin-
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1 prehensive Drug Abuse Prevention and Control Act of 1970

2 (21 U.S. C. 853), except subsection (d) of that section.".

3 (b) CIVIL FORFEITURE.D That section, as amended by

4 subsection (a) of this section, is futrther amended by insert-

5 ing after subsection (h) the following new subsection (i):

6 "(i)(1) The following shall be subject to forfeiture to

7 the United States, and no property right shall exist in them:

8 "(A) Any personal property that is used or in-

9 tended to be used to commit or to facilitate the corn-

10 mission of any violation of this section.

11 "(B) Any property, whether real or personal,

12 that constitutes or is derived from proceeds traceable

13 to any violation of this section.

14 "(2) The provisions of chapter 46 of this title relating

15 to civil forfeiture shall apply to any seizure or civil for-

16 feiture under this subsection.".

17 SEC. 5. ENHANCED COORDINATION OF FEDERAL AGENCIES.

18 Section 1030(d) of title 18, United States Code, is

19 amendedD

20 (1) by striking "'ubsections (a) (2) (A), (a) (2) (B),

21 (a)(3), (a)(4), (a)(5), and (a)(6) of'; and

22 (2) by striking "'which shall be entered into by"

23 and inserting 'between".
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1 SEC. 6. JUVENILE INVOLVEMENT IN COMPUTER CRIMES.

2 Section 5032 of title 18, United States Code, is amend-

3 ed in clause (3) of the first undesignated paragraphD

4 (1) by striking "or section 1002(a)" and insert-

5 ing "'section 1002(a)"; and

6 (2) by inserting after "of this title," the fol-

7 lowing: "or is a violation of section 1030(a)(1),

8 (a)(2)(B), (a)(3), or (a)(5)(A)(i) of this title,".

9 SEC. 7. ADDITIONAL DEFENSE TO CIVIL ACTIONS RELATING

10 TO PRESERVING RECORDS IN RESPONSE TO

11 GOVERNMENT REQUESTS.

12 Section 2707(e)(1) of title 18, United States Code, is

13 amended by inserting after "or statutory authorization" the

14 following: "(including a request of a governmental entity

15 under section 2703(f) of this title)".

16 SEC. 8. AUTHORITY TO INTERCEPT WIRE, ORAL, AND ELEC-

17 TRONIC COMMUNICATIONS RELATING TO

18 COMPUTER FRAUD AND ABUSE.

19 Section 2516(1)(c) of title 18, United States Code, is

20 amended by striking "and section 1341 (relating to mail

21 fraud)," and inserting 'section 1341 (relating to mail

22 fraud), a felony violation of section 1030 (relating to com-

23 puter fraud and abuse),".
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1 SEC. 9. FORFEITURE OF DEVICES USED IN COMPUTER

2 SOFTWARE COUNTERFEITING AND INTELLEC-

3 TUAL PROPERTY THEFT.

4 (a) IN GENERAL.D Section 2318(d) of title 18, United

5 States Code, is amendedD

6 (1) by inserting "'(1)" before "When";

7 (2) in paragraph (1), as so designated, by insert-

8 ing - and of any replicator or other device or thing

9 used to copy or produce the computer program or

10 other item to which the counterfeit labels have been af-

11 fixed or which were intended to have had such labels

12 affixed" before the period; and

13 (3) by adding at the end the following:

14 "(2) The forfeiture of property under this section, in-

15 cluding any seizure and disposition of the property, and

16 any related judicial or administrative proceeding, shall be

17 governed by the provisions of section 413 (other than sub-

18 section (d) of that section) of the Comprehensive Drug Abuse

19 Prevention and Control Act of 1970 (21 U.S.C. 853).".

20 (b) CONFORMING AMENDMENT.D Section 492 of such

21 title is amended in the first undesignated paragraph by

22 striking "or 1720," and inserting ", 1720, or 2318".

23 SEC. 10. SENTENCING DIRECTIVES FOR COMPUTER

24 CRIMES.

25 (a) A3IENDMENT OF SENTENCING GUIDELINES RELAT-

26 ING TO CERTAIN COMPUTER CRIME.D Pursuant to its au-
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1 thority under section 994(p) of title 28, United States Code,

2 the United States Sentencing Commission shall amend the

3 Federal sentencing guidelines and, if appropriate, shall

4 promulgate guidelines or policy statements or amend exist-

5 ing policy statements to addressD

6 (1) the potential and actual loss resulting from

7 an offense under section 1030 of title 18, United

8 States Code (as amended by this Act);

9 (2) the level of sophistication and planning in-

10 volved in such an offense;

11 (3) the growing incidence of offenses under such

12 subsections and the need to provide an effective deter-

13 rent against such offenses;

14 (4) whether or not such an offense was cor-

15 mitted for purposes of commercial advantage or pri-

16 vate financial benefit;

17 (5) whether or not the defendant involved a juve-

18 nile in the commission of such an offense;

19 (6) whether or not the defendant acted with ma-

20 licious intent to cause harm in committing such an

21 offense;

22 (7) the extent to which such an offense violated

23 the privacy rights of individuals harmed by the of-

24 fense; and
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1 (8) any other factor the Commission considers

2 appropriate in connection with any amendments

3 made by this Act with regard to such subsections.

4 (b) AMENDMENT OF SENTENCING GUIDELINES RELAT-

5 ING TO CERTAIN COMPUTER FRAUD AND ABUsE.D Pursu-

6 ant to its authority under section 994(p) of title 28, United

7 States Code, the United States Sentencing Commission

8 shall amend the Federal sentencing guidelines to ensure that

9 any individual convicted of a violation of section

10 1030(a)(5)(A)(ii) or 1030(a)(5)(A)(iii) of title 18, United

11 States Code (as amended by section 3 of this Act), can be

12 subjected to appropriate penalties, witwut regard to any

13 mandatory minimum term of imprisonment.

14 (c) AMENDMENT OF SENTENCING GUIDELINES RELAT-

15 ING TO USE OF ENCRYPTION.DPursuant to its authority

16 under section 994(p) of title 28, United States Code, the

17 United States Sentencing Commission shall amend the Fed-

18 eral sentencing guidelines and, if appropriate, shall pro-

19 mulgate guidelines or policy statements or amend existing

20 policy statements to ensure that the guidelines provide suffi-

21 ciently stringent penalties to deter and punish persons whw

22 intentionally use encryption in connection with the corn-

23 mission or concealment of criminal acts sentenced under the

24 guidelines.
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1 (d) EMERGENCY AUTHORITY.D The Commission may

2 promulgate the guidelines or amendments provided for

3 under this section in accordance with the procedures set

4 forth in section 21(a) of the Sentencing Act of 1987, as

5 though the authority under that Act had not expired.

6 SEC. 11. ASSISTANCE TO FEDERAL, STATE, AND LOCAL

7 COMPUTER CRIME ENFORCEMENT AND ES-

8 TABLISHMENT OF NATIONAL CYBER CRIME

9 TECHNICAL SUPPORT CENTER.

10 (a) NATIONAL CYBER CRIME TECHNICAL SUPPORT

11 CENTER.D

12 (1) CONSTRUCTION REQUIRED.D The Director of

13 the Federal Bureau of Investigation shall provide for

14 the construction and equipping of the technical sup-

15 port center of the Federal Bureau of Investigation re-

16 ferred to in section 811(a)(1)(A) of the Antiterrorism

17 and Effective Death Penalty Act of 1996 (Public Law

18 104±i132; 110 Stat. 1312; 28 U.S.C. 531 note).

19 (2) NAMING.D The technical support center con-

20 structed and equipped under paragraph (1) shall be

21 known as the 'National Cyber Crime Technical Sup-

22 port Center".

23 (3) FUNCTIONS.D In addition to any other au-

24 thorized functions, the functions of the National Cyber

25 Crime Technical Support Center shall beD
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1 (A) to serve as a centralized technical re-

2 source for Federal, State, and local law enforce-

3 ment and to provide technical assistance in the

4 investigation of computer-related criminal ac-

5 tivities;

6 (B) to assist Federal, State, and local law

7 enforcement in enforcing Federal, State, and

8 local criminal laws relating to computer-related

9 crime;

10 (C) to provide training and education for

11 Federal, State, and local law enforcement per-

12 sonnel regarding investigative technologies and

13 forensic analyses pertaining to computer-related

14 crime;

15 (D) to conduct research and to develop tech-

16 nologies for assistance in investigations and fo-

17 rensic analyses of evidence related to computer-

18 related crimes;

19 (E) to facilitate and promote efficiencies in

20 the sharing of Federal law enforcement expertise,

21 investigative technologies, and forensic analysis

22 pertaining to computer-related crime with State

23 and local law enforcement personnel, prosecutors,

24 regional computer forensic laboratories, and
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1 multijurisdictional computer crime task forces;

2 and

3 (F) to carry out such other activities as the

4 Director considers appropriate.

5 (b) DEVELOPMENT AND SUPPORT OF COMPUTER FO-

6 RENsIC ACTIVITIES.D The Director shall take appropriate

7 actions to develop at least 10 regional computer forensic

8 laboratories, and to provide support, education, and assist-

9 ance for existing computer forensic laboratories, in order

10 that such computer forensic laboratories have the

11 capabilityD

12 (1) to provide Jbrensic examinations with

13 respect to seized or intercepted computer evidence

14 relating to criminal activity;

15 (2) to provide training and education for

16 Federal, State, and local law enforcement per-

17 sonnel and prosecutors regarding investigations,

18 forensic analyses, and prosecutions of computer-

19 related crime;

20 (3) to assist Federal, State, and local law

21 enforcement in enforcing Federal, State, and

22 local criminal laws relating to computer-related

23 crime;

24 (4) to facilitate and promote the sharing of

25 Federal law enforcement expertise and informa-
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1 tion about the investigation, analysis, and pros-

2 ecution of computer-related crime with State and

3 local law enforcement personnel and prosecutors,

4 including the use of muItijurisdictional task

5 forces; and

6 (5) to carry out such other activities as the

7 Director considers appropriate.

8 (c) AUTHORIZATION OF APPROPRIATIONS.D

9 (1) AUTHORIZATION.D There is hereby author-

10 ized to be appropriated for fiscal year 2001,

11 $100,000,000 for purposes of carrying out this sec-

12 tion, of which $20,000,000 shall be available solely for

13 activities under subsection (b).

14 (2) AvAILABILITY.D Amounts appropriated pur-

15 suant to the authorization of appropriations in para-

16 graph (1) shall remain available until expended.
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